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摘要 

雲端的盛行使得人們做任何事都要透過網路，但是總會有些有心人士使

用一些惡意程式來創造攻擊或通過網絡連接竊取資料。為了防止這些網路惡

意攻擊，我們必須不斷檢查網路流量資料，然而現在這個雲端時代，網路的

資料是非常龐大且複雜，若要檢查所有網路資料不僅耗時而且非常沒有效率。 

本研究使用 TensorFlow與多個圖形處理器(Graphics Processing Unit, GPU)

來實作類神經網路(Artificial Neural Networks, ANN)機制，用以分析網路流量

資料，並得到一個可以判斷正常與異常網路流量的偵測規則，也設計一個實

驗來驗證我們提出的類神經網路機制是否符合網路流向異常偵測的時效性

和有效性。 

在實驗過程中，我們發現使用更多的 GPU可以減少訓練類神經網路的時

間，並且在我們的實驗設計中使用三個 GPU 進行運算可以達到網路流量異

常偵測的時效性。透過該方法得到的初步實驗結果，我們提出機制的結果優

於使用反向傳播算法訓練類神經網路得到的結果。 

關鍵詞：網路流量異常偵測、機器學習、GPU 平行運算、類神經網絡、

TensorFlow。 
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Exploring the timeliness requirement of Artificial Neural 

Network in Network Traffic Anomaly Detection 

Abstract 

The prosperity of the cloud makes people do anything through the Internet, but 

there are people with bad intention to use some malicious programs to create attacks or 

steal information through the network connection. In order to prevent these cyber-

attacks, we have to keep checking the network traffic information. However, in the 

current cloud environment, the network information is huge and complex that to check 

all the information is not only time-consuming but also inefficient.  

This study uses TensorFlow with multiple Graphic Processing Units (GPUs) to 

implement an Artificial Neural Networks (ANN) mechanism to analyze network traffic 

data and derive detection rules that can identify normal and malicious traffics, and we 

call it Network Traffic Anomaly Detection (NTAD).  

Experiments are also designed to verify the timeliness and effectiveness of the 

derived ANN mechanism. During the experiment, we found that using more GPUs can 

reduce training time, and using three GPUs to do the operation can meet the timeliness 

in NTAD. As a result of this method, the experiment result was better than ANN with 

back propagation mechanism. 

 

Keywords: Network traffic anomaly detection, Machine learning, GPU parallel 

operation, Artificial neural networks, TensorFlow  
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Chapter 1 Introduction 

1.1 Background & Motivation 

As a result of modern scientific and technological progress, the network services 

becomes more and more popular, and gradually these services are provided through the 

"cloud." Cloud computing refers to the applications delivered as services over the 

Internet and the hardware and systems software in the data centers (Armbrust et al., 

2010). The prosperity of the cloud makes people do anything through the Internet. But 

there are people with bad intention to use some malicious programs to create attacks or 

steal information through the network connection. 

For instance, Taiwan has been targeted by hackers all over the world. One of the 

well-known cyber-attack is from Philippines on May 12, 2013. The websites of 

Taiwan's Presidential Office, Department of Defense, Coast Guard Administration and 

Ministry of Economic Affairs were shut down after experiencing a cyber-attack and 

authorities said that these attacks were originated from the Philippines (Want China 

Times, 2013). According to Internet Platform Akamai, 27 percent of worldwide hacking 

activity during 2012 originated in China. The same report, however, also placed Taiwan 

among the top five digital attack-originating countries in 2012 (Reuters, 2013). There 

are about 150,000 cyber-attacks per day targeted on Taiwan government networks. 

Beside, in Symantec's report of 2012, Taiwan has become the country with the second 

most botnets in the world, following the United States. The report said that the total 

amount of hacker attacks in Taiwan in 2011 increased 81% compared to 2010, although 

the same report also said that security leaks at last year decreased 20% (Want China 

Times, 2013). To detect these malicious behaviors in the cloud environment becomes 

very important. 
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Cyber-attack detection has been defined as “the problem of identifying individuals 

who are using a computer system without authorization (crackers) and those who have 

legitimate access to the system but are abusing their privileges (insider threat)” 

(Mukherjee, Heberlein and Levitt, 1994). Since hackers always create attacks through 

a network connection, the network traffic data are always checked for detecting and 

preventing these cyber-attacks. To detect these malicious behaviors in the cloud 

environment, we may check all the Internet requests one by one. However, the network 

traffic information is so huge and complex that to check all the information is not only 

time-consuming but also ineffective. Therefore, academic people and practitioners 

conduct researches on a better mechanism for NTAD in terms of timeliness and 

effectiveness.  

For instance, Mahoney (2003) proposed “Network traffic anomaly detection based 

on packet bytes,” Kim et al (2004) proposed “A flow-based method for abnormal 

network traffic detection,” and Zander, Nguyen and Armitage (2005) proposed 

“Automated traffic classification and application identification using machine learning.” 

They all described an anomaly detection system using network traffic for identifying 

suspicious traffic to identify unusual events. 

On the other hand, Zander, Nguyen and Armitage (2005) proposed “Automated 

traffic classification and application identification using machine learning,” Shon et al. 

(2005) proposed “A machine learning framework for network anomaly detection using 

SVM and GA,” Shon and Moon (2007) proposed “A hybrid machine learning approach 

to network anomaly detection,” and Sommer and Paxson (2010) proposed “Outside the 

closed world: On using machine learning for network intrusion detection.” They all 

used the concept of machine learning to model network traffic. 
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Artificial Neural Networks (ANN) is one of machine learning systems. ANN 

imitates how human being thinking, learning and judging by a lot of mathematical 

operations and algorithms deductions. Also, ANN has the ability to handle nonlinear 

and chaotic time series data better than traditional forecasting model (Rasmussen, 2004). 

Unfortunately, the computational complexity of ANN is very large and the training time 

is very long that it normally takes more than several weeks or months to complete the 

training even with the supercomputer system. 

In the current big data era, the amount of collected data has grown dramatically 

and the demands for more and more computing resources steadily grow. To meet these 

demands, recently, there are GPU that has plenty of cores and is capable to accelerate 

data processing by computing with these cores in parallel (Coates et al., 2013) and 

TensorFlow, an open source from the artificial intelligence project of Google (Abadi et 

al., 2016). TensorFlow can be used in model setting, training, and testing for ANN or 

deep learning. In addition, TensorFlow provide both CPU and GPU version. For 

relatively complex processing, the GPU version is better because of parallel operation 

(Abadi et al., 2016). 

 

1.2 Purpose 

The objective of this study is to develop a NTAD that is used to identify anomalous 

network traffic data from the majority of network traffic data. Usually, the pattern of 

normal network traffic should not be changed dramatically, and it would be helpful to 

observe the normal behavior and separate the anomalies in a monitored network scope.  

As for the practical impacts, we use network traffic data for evaluating the 
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effectiveness of the algorithm. This algorithm learns and finds out a nonlinear fitting 

function as a detection rule. While detecting, we can use rules to distinguish normal 

behaviors and malicious behaviors.  

This is to say, this study integrates the ANN algorithm (Huang et al., 2014) and 

the condition L (Tsaih, 1993) that is used as the Training Stopping Criteria (TSC) to 

derive a mechanism for detecting the malicious network traffic. The derived mechanism 

is implemented via the TensorFlow with multiple GPUs.  

An experiment is also designed to verify the timeliness and effectiveness of the 

derived ANN mechanism. That is, the study sets up an experiment with a set of real 

network traffic data provided by Research Center for Information Technology 

Innovation, Academia Sinica, Taipei, Taiwan. The experiment wants to derive the 

relationship between the training time and the amounts of GPU under the derived 

mechanism for NTAD. 

 Effectiveness: In order to effectively resist malicious behavior, we want NTAD to 

detect all the malicious traffic as much as possible. 

 Timeliness: Malicious attacks occur very quickly on the Internet. Therefore, we 

want to establish a precautionary mechanism (detection rules) in an hour. On the 

other hand, the training time of ANN of NTAD have to finish in an hour.  
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Chapter 2 Literature Review 

2.1 Cyber-Attack and Network Anomaly Detection 

Cyber-attack detection has been defined as “the problem of identifying individuals 

who are using a computer system without authorization (crackers) and those who have 

legitimate access to the system but are abusing their privileges (insider threat)” 

(Mukherjee, Heberlein and Levitt,1994). In the recent years, as the cost of internet 

accessibility and information processing falls, organizations became increasingly 

vulnerable to potential cyber threats such as network cyber-attacks. These few years, 

the number of cyber-attacks on Internet has exponentially increased (Singh and Silakari, 

2009). 

Because cyber-attack has to through the network connection. Therefore; in order 

to prevent these cyber-attacks, we have to keep checking the network traffic 

information. A general way is to use a firewall with rules to block and log packets which 

is based on lower level features such as port numbers and IP addresses. It can block or 

detect port scanning and unauthorized access to private services from untrusted clients. 

However, if some public services (e.g. HTTP, STMP, DNS) port numbers or IP 

addresses are blocked, it will be unable to use their services. This type of service 

currently uses a signature detection system such as SNORT (Roesch et al., 1999), or 

Bro (Paxson, 1999) to scan for strings signaling known attacks. But the number of rules 

needed is quite large and must be updated frequently. This is not an effective defense 

against new attacks or fast spread worms (Mahoney, 2003). 

Zander, Nguyen and Armitage (2005) proposed “Automated traffic classification 

and application identification using machine learning.” Shon et al. (2005) proposed “A 
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machine learning framework for network anomaly detection using SVM and GA.” 

Shon & Moon (2007) proposed “A hybrid machine learning approach to network 

anomaly detection.” Sommer and Paxson (2010) proposed “Outside the closed world: 

On using machine learning for network intrusion detection.” They all trained the data 

of network and generated machine learning model in advance. Therefore, the model 

can detect anomalies when has a new network request. 

According to Ryan, Lin and Miikkulainen (1998); Mahoney and Chan (2003); 

Zander, Nguyen and Armitage (2005) mentioned, using data of network traffic to 

generate rules to identify anomaly network requests is an effective method. However, 

network traffic data has a lot of attribute. If analysis all the information of traffic, it will 

be very time-consuming. So, in our study, we will use the most important attributes to 

generate rules by machine learning. This method using network traffic data to detect 

cyber-attack is called Network Anomaly Detection. 

Mahoney (2003) describes a two stage anomaly detection system for identifying 

suspicious traffic. First, he filters traffic to pass only the packets of most interest, e.g. 

the first few packets of incoming server requests. Second, he models the most common 

protocols (IP, TCP, telnet, FTP, SMTP, HTTP) at the packet byte level to flag events 

(byte values) that have not been observed for a long time. Mahoney and Chan (2003) 

introduce a system called LERAD that learns rules for finding rare events in nominal 

time-series data with long range dependencies. They use LERAD to find anomalies in 

network packets and TCP sessions to detect novel intrusions. Kim et al. (2004) present 

an abnormal network traffic detecting method and a system prototype. By aggregating 

packets that belong to the identical flow, they can reduce processing overhead in the 

system. They found that packet is large and the size (bytes) is mostly small when DDoS 
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attacks occur. 

2.2 Machine Learning & Artificial Neural network  

Machine learning is a sub-field of artificial intelligence, and interdisciplinary 

major, involving the theory of probability, statistics, approximation, convex analysis, 

computational complexity theory and other disciplines. To have predictive capabilities 

by using statistical methods and inferences, so that computers or humans can take action 

immediately. The most important feature of machine learning is that computers can 

learn from the information they receive and improve the ability of reaching the goal 

without the developer's instructions. Machine learning theory is to design and analyze 

the algorithm that can let the computer "learn" automatically, analyze information, and 

get the regular pattern of unknown data to predict the result (William, 2017). 

ANN is one of machine learning mechanisms; it imitates how human being 

thinking, learning and judging by a lot of mathematical operations and algorithms 

deductions. Also, ANN has the ability to handle nonlinear and chaotic time series data 

better than traditional forecasting model (Szegedy et al., 2013). 

The most commonly used supervised learning algorithm to train the Single-Hidden 

Layer Feedforward Neural Networks (SLFN) is the “Back Propagation” algorithm. The 

output value calculated by the network is compared with the target value, and the error 

between the two is back propagated to adjust all weights of the network. The adjustment 

process is based on the Gradient Descent Method to find the optimal solution of the 

error function. The negative gradient of the function as a differential is used as the 

adjustment direction and the learning rate is determined to determine the ratio of each 

adjustment. When the error is reduced to an acceptable level and began to stabilize, that 

is to stop training (Ghiassi et al., 2005; Zweiri, Seneviratne and Althoefer, 2005). 
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Traditionally, all the parameters (weights and biases) of SLFN need to be tuned 

and thus there exists the dependency between different layers of parameters. For past 

decades gradient descent-based methods have mainly been used in various learning 

algorithms of feedforward neural networks. However, using the Gradient Descent 

Method to adjust the link weight in the Back Propagation, the learning process will 

result in very slow learning, excessive adjustment of parameters, into the local best 

solution and other defects. Although you can adjust the learning speed of the Back 

Propagation network by setting a learning rate, it is only when the learning rate is too 

small. The learning rate is very slow. The learning rate is too high and the learning is 

unstable (Huang, Zhu and Siew, 2006). 

That is to say, because the computation of the ANN is too large and the training 

time is too long. Although the ANN have a good learning effect, it can also take several 

weeks or even months to run the model. So it is difficult to do practical implement. So 

we use GPU parallel operation and TensorFlow to improve the speed of its operation. 

2.3 GPU Parallel Operation & Tensorflow 

2.3.1 The Developing of GPU Parallel Operation 

In October 2012, two of Hinton's students used NVIDIA's GPU and the deep 

learning model (they used the Convolutional ANN that is used for image recognition), 

winning the ImageNet Championship. The correct rate is nearly 10% more than the 

second place. See this scene, everyone was going crazy, and so as NVIDIA. The use of 

GPU computing that can have such a powerful effect is not expected, the operation 

speed is 70 times more than CPU’s (Roger, 2016).  

We can use CPU to compute, because CPU has compiler design. It can translate 

program which was written by engineers to mechanical code so that CPU can 
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understand the code. The common GPU does not have a similar design, so engineers 

can’t write programs directly to be executed by GPU. However, NVIDIA released a 

new computing architecture in 2006, called CUDA; it is a GPGPU (General-Purpose 

computing on Graphics Processing Units). Engineers can write C language, and then 

through the CUDA underlying architecture into the GPU can understand the language. 

This is first time people can use C language to use powerful GPU computing, so 

NVIDIA’s graphics card all support CUDA technology after GeForce 8 series (Kirk et 

al., 2007). 

The GPU has become an integral part of today’s mainstream computing systems. 

In recent years, there has been a marked increase in the performance and capabilities of 

GPUs. The modern GPU is not only a powerful graphics engine but also a highly 

parallel programmable processor featuring peak arithmetic and memory bandwidth that 

substantially outpaces its CPU counterpart (Owens et al., 2008). 

2.3.2 Tensorflow 

The Google Brain project started in 2011 to explore the use of very-large-scale 

deep neural networks. It is the most famous project of artificial intelligence learning. 

Its DistBelief extensively studied the language representation, sequence prediction, 

image classification, video classification, voice recognition, etc. DistBelief has many 

well-known products such as Google Maps, Google translation, Youtube. Furthermore, 

Google Brain have built TensorFlow, thier second-generation system for the 

implementation and deployment of largescale machine learning models. They have 

open-sourced the TensorFlow API and a reference implementation under the Apache 

2.0 license in November, 2015, available at www.tensorflow.org. It can be said to 

DistBelief evolution (Abadi et al. 2016). 

TensorFlow is an interface for expressing machine learning algorithms, and an 
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implementation for executing such algorithms. A computation expressed using 

TensorFlow can be executed with little or no change on a wide variety of heterogeneous 

systems, ranging from mobile devices such as phones and tablets up to large-scale 

distributed systems of hundreds of machines and thousands of computational devices 

such as GPU cards. Its characteristics are (Abadi et al, 2016): 

1. Tensorflow calculations based on a similar data flow models; 

2. Tensorflow supports the GPU computing; 

3. Tensorflow supports distributed computing. It can operate on different GPUs of its 

subordinate machines, and increase the operation speed for large-scale data; 

4. Tensorflow support parallel computing, make full use of the GPU on the multi-

core parallel operation, the speed is relatively improved; 

5. Tensorflow uses CUDNN (NVIDIA Deep Neural Network Library) to optimize 

GPU performance. 

A TensorFlow computation is described by a directed graph, which is composed 

of a set of nodes. The graph represents a dataflow computation, with extensions for 

allowing some kinds of nodes to maintain and update persistent state and for branching 

and looping control structures within the graph in a manner similar to Naiad [36]. 

Clients typically construct a computational graph using one of the supported frontend 

languages (C++ or Python). An example fragment to construct and then execute a 

TensorFlow graph using the Python front end is shown in Figure 1, and the resulting 

computation graph in Figure 2 (Abadi et al. 2016). 
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Figure 1: Example TensorFlow code fragment 

 

 

 

 

 

Figure 2: Corresponding computation graph for Figure 1 

TensorFlow graph 

In a TensorFlow graph, each node has zero or more inputs and zero or more outputs, 

and represents the instantiation of an operation. Values that flow along normal edges in 

the graph (from outputs to inputs) are tensors, arbitrary dimensionality arrays where the 

underlying element type is specified or inferred at graph-construction time (Abadi et al. 

2016).  

Sessions 

Clients programs interact with the TensorFlow system by creating a Session. To 
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create a computation graph, the Session interface supports an Extend method to 

augment the current graph managed by the session with additional nodes and edges (the 

initial graph when a session is created is empty). The other primary operation supported 

by the session interface is Run, which takes a set of output names that need to be 

computed, as well as an optional set of tensors to be fed into the graph in place of certain 

outputs of nodes. Using the arguments to Run, the TensorFlow implementation can 

compute the transitive closure of all nodes that must be executed in order to compute 

the outputs that were requested, and can then arrange to execute the appropriate nodes 

in an order that respects their dependencies. Most of our uses of TensorFlow set up a 

Session with a graph once, and then execute the full graph or a few distinct subgraphs 

thousands or millions of times via Run calls (Abadi et al. 2016). 

Variables 

In most computations a graph is executed multiple times. Most tensors do not 

survive past a single execution of the graph. However, a Variable is a special kind of 

operation that returns a handle to a persistent mutable tensor that survives across 

executions of a graph. Handles to these persistent mutable tensors can be passed to a 

handful of special operations, such as Assign and AssignAdd (equivalent to +=) that 

mutate the referenced tensor. For machine learning applications of TensorFlow, the 

parameters of the model are typically stored in tensors held in variables, and are updated 

as part of the Run of the training graph for the model (Abadi et al. 2016). 

Tensors 

A tensor in our implementation is a typed, multidimensional array. We support a 

variety of tensor element types, including signed and unsigned integers ranging in size 
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from 8 bits to 64 bits, IEEE float and double types, a complex number type, and a string 

type (an arbitrary byte array). Backing store of the appropriate size is managed by an 

allocator that is specific to the device on which the tensor resides. Tensor backing store 

buffers are reference counted and are deallocated when no references remain (Abadi et 

al. 2016). 

By the above mentioned, TensorFlow has the characteristics so that it can 

effectively use the GPU parallel computing. TensorFlow is designed for Machine 

Learning so that it has many APIs for machine learning algorithms. Therefore, we used 

it to come up with our research. 

2.4 A Mechanism for Detecting Outlier 

Huang et al. (2014) proposed a decision support mechanism (DSM) for dealing 

with the outlier detection problem in concept drifting environment. Their algorithm is 

the integration of (2.4.1) implementation of the resistant learning concept with envelope 

module via the adaptive SLFN (2.4.2) implementation of the incremental learning 

concept via the moving window technique. 

2.4.1 Concept Drifting 

The definition of concept drifting is the concepts are not stable and changing with 

time (Tsymbal, 2004). Some scholars classified the concept drifting into several types. 

For example, Stanley (2003) classified concept drifting into two types – sudden concept 

drifting and gradual concept drifting. Furthermore, according to the rate of change, 

gradual concept drifting can subdivide into moderate and slow drifts. 

In order to obtain a model from the concept drifting environment, Gama et al. 

(2014) considered that learning requires not only updating the predictive model with 
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new patterns but also forgetting old information. Because incremental learning can not 

only learn new concepts but also hold existing and still relevant concepts, Elwell and 

Polikar (2011) integrated incremental learning with an ensemble classifier system to 

address the concept drifting problem. Masud et al. (2011) added a time constraint that 

causes the system to wait for more test instances to discover similarities; when they had 

sufficient candidates, they decided whether to perform a correlation function and 

classify them as a novel class. 

There are many methods that address the concept drifting problem in many types 

of problems. Solutions for each type of concept drifting or concept evolution require 

distinct methods. In sum, it is difficult to identify the hidden trends evolving over time 

or the implicit concepts changing over time. 

2.4.2 Single-Hidden Layer Feedforward Neural Networks (SLFN) 

In order to deal the outlier detection with resistant learning, Tsaih and Cheng (2009) 

implement an adaptive SLFN to solve it. The SLFN’s fitting function is defined as: 

𝑎𝑖(𝑥) = tanh(𝑤𝑖0
𝐻  + ∑ 𝑤𝑖𝑗

𝐻𝑥𝑗

𝑚

𝑗=1

) 

𝑓(x) ≡  𝑤0
𝑜 + ∑ 𝑤𝑖

𝑜

𝑝

𝑖=1

tanh (𝑤𝑖0
𝐻   +  ∑ 𝑤𝑖𝑗

𝐻𝑥𝑗

𝑚

𝑗=1

)  

where tanh(𝑥) ≡
𝑒𝑥− 𝑒−𝑥

𝑒𝑥+ 𝑒−𝑥
  , m is the number of explanatory variables (𝑥𝑗) ; 𝐱 ≡

(𝒙𝟏, 𝒙𝟐, … , 𝒙𝒎)T; p is the adaptive number of adopted hidden nodes; 𝑤𝑖
𝑜 is the bias 

value of the 𝑖𝑡ℎ  hidden node; the superscript H throughout the paper refers to 

quantities related to the hidden layer; 𝑤𝑖𝑗
𝐻 is the weight between the 𝑗𝑡ℎ explanatory 

variable 𝑥𝑗   and the 𝑖𝑡ℎ  hidden node; 𝑤0
𝑜  is the bias value of the output node; the 
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superscript o throughout the paper refers to quantities related to the output layer; and 

𝑤𝑖
𝑜 is the weight between the 𝑖𝑡ℎ  hidden node and the output node. In their study, a 

character in bold represents a column vector, a matrix, or a set, and the superscript T 

indicates the transposition. 

 Through this SLFN, the input information x is first transformed into ≡

(𝑎1, 𝑎2, … , 𝑎𝑝)
𝑇
 , and the corresponding value of f is generated by a rather than x. 

Namely, given the observation, all the corresponding values of hidden nodes are first 

calculated with 𝑎𝑖 ≡  tanh(𝑤𝑖0
𝐻   +  ∑ 𝑤𝑖𝑗

𝐻𝑥𝑗
𝑚
𝑗=1 )  for all I, and the corresponding 

value 𝑓(x) is then calculated as 𝑓(x) =  𝑔(𝑎) ≡  𝑤0
𝑜 +  ∑ 𝑤𝑖

𝑜𝑝
𝑖=1 𝑎𝑖. 

2.4.3 The Resistant Learning with Envelope Module 

Tsaih and Cheng (2009) proposed a resistant learning mechanism with the SLFN 

and a tiny pre-specified value to deduce a function form. The mechanism dynamically 

adapts the number of adopted hidden nodes and the associated weights of SLFN during 

the training process. They also implemented both robustness analysis and deletion 

diagnostics to exclude potential outliers at the early stage, thus prevent the SLFN from 

learning them (Roussseeuw and Driessen, 2006). Above all, the weight-tuning 

mechanism, the recruiting mechanism, and the reasoning mechanism are implemented 

to allow the SLFN to evolve dynamically during the learning process and to explore an 

acceptable nonlinear relationship between explanatory variables and the response in the 

presence of outliers. 

Huang et al. (2014) propose an envelope bulk mechanism integrated with the 

SLFN to handle outlier detection problem. This outlier detection algorithm is performed 

with an envelope bulk whose half width is 2ε. The ε is changed from a tiny value (10−6) 



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i Univ

ers
i t

y

 

16 

to a non-tiny value (1.96) due to the envelope module. The value changes to 1.96 

similarly according to that the 5% significance level in given the distribution is normal. 

The standard to distinguish whether the instance is outlier or not is the instance’s 

residual is greater than ε ∗ γ ∗ σ, where σ is the standard deviation of the residual of the 

current reference observations and γ is a constant that is equal to or greater than 1.0, 

depending on the user’s stringency in the outlier detection. The smaller the γ value is, 

the more stringent the outlier detection is. Furthermore, if our requirements are stricter, 

we also can modify the ε value to an appropriate value. 

The envelope module results in a fitting function with an envelope that contains 

nearly the majority of training data but no outliers. Furthermore, the outliers are 

expected to be included at later stages. 

In brief, this envelope module allows us to wrap the response elements seen as 

inliers in the envelope. Vice versa, the response as outliers won’t wrap in the envelope. 

The quantity of the inliers is decided by the ε and γ. The stricter parameter is, the less 

inliers inside the envelope. In other aspect of outliers, there will be more potential 

outliers determined by the envelope module. As stated in Huang et al. (2014), the 

resistant learning algorithm with the envelope module in Table 2. In step 2, 𝑘 can be 

referred to the percentage of potential outlier, which means at least (1 − 𝑘) data will be 

wrapped into the envelope. For example, if there are approximately at least 95% non-

outliers and at most 5% outliers, the SLFN will take 95% data into consideration while 

building the SLFN. 

Huang et al. (2014) proposed a resistant learning algorithm with the envelope 

module to cope with outlier detection problem. In Table 1, m is the amount of input 

nodes, N is the total amount of training cases, and the width of the envelope bulk is 2ε. 
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In step 2, 𝑘  refers to the percentage of potential outliers and the potential outliers 

won’t be wrapped into the envelope. 

Table 1. The resistant learning with envelope module (Huang et al., 2014) 

Step 1: Use the first m+1 reference observations in the training data set to set up 

an acceptable SLFN estimate with one hidden node. Set n = m+2. 

Step 2: If n > N*(1 – k), STOP. 

Step 3.1: Use the obtained SLFN to calculate the squared residuals regarding all N 

training data. 

Step 3.2: Present the n reference observations (xc, yc) that are the ones with the 

smallest n squared residuals among the current squared residuals of all N 

training data. 

Step 4: If all of the smallest n squared residuals are less than ε (the envelope width), 

then go to Step 7; otherwise, there is one and only one squared residual that 

is larger than ε.  

Step 5: Set �̃� = 𝐰. 

Step 6: Apply the gradient descent mechanism to adjust weights w of SLFN. Use 

the obtained SLFN to calculate the squared residuals regarding all training 

data. Then, either one of the following two cases occurs: 

(1) If the envelope of obtained SLFN does contain at least n observations, then 

go to Step 7. 

(2) If the envelope of obtained SLFN does not contain at least n observations, 

then set 𝐰 =  �̃�  and apply the augmenting mechanism to add extra 

hidden nodes to obtain an acceptable SLFN estimate. 

Step 7: Implement the pruning mechanism to delete all of the potentially irrelevant 

hidden nodes; n + 1  n; go to Step 2. 

In the above table, 𝑁 is the total amount of training data, 𝑚 denotes the amount of 

input nodes, 𝑘 denotes the percentage of potential outlier, and the envelope width is 2ε. 
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2.4.4 Moving Window 

Babcock et al. (2002) defined a sequence-based window by choosing a specified 

size uniformly over a moving window of the last elements in a data stream. The 

mechanism has been adopted in several fields. Navvab et al. (2012) used a robust ANN 

with the moving window concept to build a dynamical model for predicting the crude 

oil fouling behavior. They claimed that the implementation of moving window updated 

the model whenever a new data block came in and helped catch the slowly changing 

dynamic trends. 

Most of the moving windows store the most recent data in the first-in-first-out data 

structure. Gama et al. (2014) think this feature reflect two processes in incremental 

learning: (1) learning process: update the model based on the latest data. And (2) 

forgetting process: discard data that is moving out of the window. However, in concept 

drifting environment, the difficult challenge is to select an appropriate type of moving 

window and the proper window size. We can consider two situations. (1) Is it suitable 

to adapt to high-changing rate environment with large window? The answer may be 

that large window is inappropriate, because the data related to current may not last for 

a long time. (2) Is it proper to stable periods with short window? The answer we cannot 

sure, since a too short window worsens the performance of the system. Relatively, a 

large window may give a better performance in stable periods, but it reacts slowly to 

concept changes. So which one is the appropriate method may mostly depend on the 

data nature and problem’s requirement (Lin, 2015). 

In Figure 3, we show the conceptual moving window technique. We can clearly 

understand that some data will be discarded with time passing. This mechanism will 

reflect in discarding the out-of-date da-ta and retain the up-to- date data. In some 
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applications, the testing block may not have union with training data (Lin, 2015). 

 

Figure 3: Moving window concept 
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Chapter 3 Experiment 

This study integrates the ANN algorithm (Huang et al., 2014) and the condition L 

(Tsaih, 1993) as the TSC to derive a mechanism for detecting the malicious network 

traffic. The derived mechanism is implemented via the TensorFlow with multiple GPUs. 

An experiment is also designed to verify the timeliness and effectiveness of the derived 

ANN mechanism.  

That is, the study sets up an experiment with a set of real network traffic data 

provided by Research Center for Information Technology Innovation, Academia Sinica, 

Taipei, Taiwan. The experiment wants to derive the relationship between the training 

time and the amounts of GPU under the derived mechanism for NTAD. 

There are two stages in the ANN training of NTAD system. The first stage, we use 

Resistant Learning algorithm (Huang et al., 2014) to train ANN and remove outlier. The 

second stage, Condition L (Tsaih, 1993) is adopted as the TSC to train ANN so that the 

derived ANN can correctly predicted the sets of indices of training cases in class 1 and 

2, respectively. The two stages will be described in detail in (3.4). 

3.1 Network Traffic Data Set & Data Preprocessing 

The raw data set is the recorded network traffic from Academia Sinica. It was 

recorded in the following situation. First, the internal IP of Academia Sinica connect to 

the internal IP of Academia Sinica. Second, the internal IP of Academia Sinica connect 

to the external IP. And the last, the external IP connect to the internal IP of Academia 

Sinica. The collected data set contains attributes like: source IP (the IP require for the 

connection), destination IP (the IP accepted the connection), sessions count, packets 

count, bytes, dns_name, dns query string, dns name, dns ttl, dns host addr, and so on. 
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Our goal of the experiment is detecting whether Academia Sinica was attacked by 

external malicious attacks, so we have to set the network traffic which all external IP 

set connection to Academia Sinica as the training set. In the training set, traffic data of 

each pair of source IP and destination IP would summed up by hour. (In our study, 

source IPs are the external IPs, destination IP is Academia Sinica’s IP) From the 

literature review, we pick up merely five attributes as the input vector: 

1. sessions count: the number of network sessions which is connected by both IP,  

2. source to destination packets count: the number of network packets which source 

IP sent to destination IP, 

3. destination to source packets count: the number of network packets which 

destination IP sent to source IP,  

4. source to destination bytes: the bytes which source IP sent to destination IP,  

5. destination to source bytes: the bytes which destination IP sent to source IP.  

Associated with the network traffic data, there is a malicious IP list. So the desire 

outputs associated with the network traffic from the normal IPs are set to be 1, and -1 

from the malicious IPs.  

As mentioned above, we picked out and processed data, and the data is summed 

up every hour. The data form example is the Table 2. 
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Table 2. The data form which were picked out and processed. 

No /  

Field 
source IP 

destination 

IP 

sessions 

count  

source to 

destination 

packets count 

destination to 

source  

packets count 

source to 

destinatio

n bytes 

destination 

to source  

bytes  

if normal 

IP? 

1 15.64.8.11 140.109.2.2 1 1 0 78 0 1 

2 48.61.6.7 140.119.2.3 1 0 1 0 87 1 

3 97.21.26.9 140.119.3.4 2 1 1 56 34 1 

4 2.11.26.59 140.119.7.7 1 654981 1 580 20 -1 

5 140.11.9.1 140.119.9.4 1 1 8 40 888 1 

…
 

…
 

…
 

…
 

…
 

…
 

…
 

…
 

…
 

The data are summed up in terms of hours and there are 24 hours a day. Thus we 

set up one subset for each hour and there are 24 data subsets. There are about 

10,000~20,000 network traffic data collected within an hour (a subset). 

According to the definition of ANN Mechanism of Huang et al. (2014), data sets 

can't have duplicate values if we would train the ANN, so we must first remove the 

duplicate values in the data sets, and the steps of removing is as follows: 

1. Remove the duplicate values in normal cases and save one. 

2. Remove the duplicate values in abnormal cases and save one. 

3. If data set still have duplicate values between normal and abnormal cases, 

Remove the duplicate value in normal cases and save the duplicate value in 

abnormal cases. 

After we remove the duplicate values, there are about 900~2,500 network traffic 

data collected within an hour (a subset). This shows the data repetition of the high 

probability in the network traffic. In every data set, abnormal network traffic data is 
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less than 1% of all the network traffic data, and normal network traffic data is about 

99% of the network traffic data. 

 

3.2 ANN of NTAD  

In this study, we proposed ANN is a SLFN. The structure has Input node (Input 

Layer), Hidden node (Hidden Layer), and Output node (Output Layer). 

1. Input node: There are five input nodes in our proposed ANN. Description is as 

shown in Table 3. 

Table 3. The definition of five variables in the input vector. 

Variable Definition 

x1 sessions count: the number of network sessions which is connected by both IP 

x2 
source to destination packets count: the number of network packets which 

source IP sent to destination IP 

x3 
destination to source packets count: the number of network packets which 

destination IP sent to source IP 

x4 source to destination bytes: the bytes which source IP sent to destination IP 

x5 destination to source bytes: the bytes which destination IP sent to source IP 

2. Hidden node: The number of adopted hidden nodes is 1 initially. Within the 

learning process, the number of adopted hidden nodes will be altered. 

3. Output node: The output layer has one output nodes whose values are binary. The 

output could be seen as (1) and (-1). Description is as shown in Table 4. 
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Table 4. The definition of category in the output node. 

Category Description 

1 This network traffic data is from the normal IP source 

-1 This network traffic data is from the malicious IP source 

 

Finally, we define the input x and desired output y of ANN. Description is as 

shown in Table 5. 

Table 5. The input vector x and the desire output y 

x y 

sessions 

count 

source to 

destination 

packets count  

destination to 

source packet 

count 

source to 

destination 

bytes 

destination to 

source bytes 

1 if the network traffic 

data from the normal IP 

source, and -1 if from 

the malicious IP source integer integer integer integer integer 

 

3.3 Timeliness & Effectiveness of NTAD 

In order to effectively resist malicious behavior, we want NTAD to detect all the 

malicious traffic as much as possible so that it can meet the effectiveness of NTAD. 

Malicious attacks occur very quickly on the Internet. Therefore, we want NTAD to 

detect malicious traffic that has occurred in the past hour so that it can meet the 

timeliness of NTAD. 

It is NTAD goal to identify malicious data, so we have to train a certain amount of 
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abnormal data in ANN. 

In our experiments, because of the limited funding, we have only a total of three 

GPUs, but we found that we were unable to train the accumulated network traffic data 

in an hour (there is about 900 to 2500 cases after removing the duplicate value in an 

hour) by using three GPU parallel operations in our proposed ANN mechanism. The 

above reason, we sampled 200 cases from accumulated network traffic data of past 5 

hours as our experimental training data. There is 5% abnormal data (10 cases) and 95% 

normal data (190 cases).  

In our study, we train the ANN every data set (sampled 200 cases) of past 5 hours. 

When we have trained the ANN every hour, we will take the current ANN test the data 

set (900~2,500 cases) of next hour. That is to say, we have to be able to train ANN in 

an hour to match the timeliness of NTAD. So we will test the use of different numbers 

of GPU to do the speed of operation, and lists the relationship between GPU and ANN 

learning time. The training method of 24 subsets is shown in Figure 4. 

Figure 4. The training method of 24 subsets in our experiment. 
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As shown in the above Figure 1, we show the training and detecting situation of 

the NTAD in a day of data subset. When M = 1, ANN train the sampled 200 data 

between 19 o'clock on 2017/05/01 to 0 o'clock on 2017/05/02, and then detecting 

whether the all data (900~25,00) between 0 o’clock to 1 o’clock on 2017/05/02 has 

anomaly. In other words, we train an ANN model, and using this model to detect the 

abnormal situation at the next hour every one hour. Therefore, if our experiment wants 

to meet the timeliness requirement, we must complete the ANN training in an hour. 

Otherwise, our research also cares about the relationship between the number of GPUs 

and the speed of execution, so we will test how many GPUs could achieve timeliness 

requirement of network traffic abnormal detection. 

3.4 The derived ANN mechanism 

This study integrates the resistant learning with envelope module algorithm 

(Huang et al., 2014) and the condition L (Tsaih, 1993) as the TSC to derive a mechanism 

for detecting the malicious network traffic.  

There are two stages in the ANN training of NTAD system. The first stage, we use 

the resistant learning algorithm (Huang et al., 2014) which has been described in detail 

in (2.4.3) to train ANN and remove outlier. The second stage, we use Back Propagation 

with Condition L (Tsaih, 1993) to train ANN so that the derived ANN can correctly 

predicted the sets of indices of training cases in class 1 and 2, respectively. Since the 

desired output is binary, the condition L in (Tsaih, 1993) is adopted as the TSC. The 

condition L is defined as  > , where f(xc) is the output value of SLFN regarding the 

cth training case,   minkK1 f(x
c),   maxkK2 f(x

c), and K1 and K2 are the sets of 

indices of training cases in class 1 and 2, respectively. 



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i Univ

ers
i t

y

 

27 

The derived mechanism for detecting the malicious network traffic is shown in 

Table 6. 

Table 6: The derived mechanism for detecting the malicious network traffic (Adapted 

from Huang et al. (2014)). 

Stage 1: 

Step 1: Use the first 6 reference observations in the training data set to set up an 

acceptable SLFN estimate with 1 hidden node. Set n = 7. 

Step 2: If n > N*0.95, GOTO Stage 2. 

Step 3.1: Use the obtained SLFN to calculate the squared residuals regarding all 

training data. 

Step 3.2: Present the n reference observations (xc, yc) that are the ones with the 

smallest n squared residuals among the current squared residuals of all training 

data. 

Step 4: If all of the smallest n squared residuals are less than ε (the envelope width), 

then go to Step 7; otherwise, there is one and only one squared residual that is 

larger than ε.  

Step 5: Set �̃� = 𝐰. 

Step 6: Apply the gradient descent mechanism to adjust weights w of SLFN. Use the 

obtained SLFN to calculate the squared residuals regarding all training data. 

Then, either one of the following two cases occurs: 

(1) If the envelope of obtained SLFN does contain at least n observations, then 

go to Step 7. 

(2) If the envelope of obtained SLFN does not contain at least n observations, 

then set 𝐰 =  �̃�  and apply the augmenting mechanism to add extra 

hidden nodes to obtain an acceptable SLFN estimate. 

Step 7: Implement the pruning mechanism to delete all of the potentially irrelevant 

hidden nodes; n + 1  n; go to Step 2. 

 

Stage 2: 

Apply the back propagation learning algorithm with the Condition L as TSC to learn 

all the obtained N*0.95 training data. 

After the first stage of learning process, we remove the potential outliers from the 

input data. At the same time, we obtained a trained SLFN. Then, we use Back 

Propagation learning algorithm with the Condition L as TSC to learn. First of all, the 

learning will read data in sequence. The second step is the thinking mechanism which 
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checks if the Condition L is satisfied. If the Condition L is match, the next training case 

will be added to the neural networks. If not, it will go to the cramming mechanism. The 

cramming part strategy is recruiting extra hidden nodes. In this part, the total amount 

of hidden nodes will be large if extra hidden nodes are added frequently. In order to 

avoid a huge amount of hidden nodes, the next step is the pruning mechanism. The 

pruning part is designed to try to decrease the total amount of adopted hidden nodes. 

Sequentially ignoring the hidden node, and doing thinking mechanism. If the Linearly 

Separating Condition is satisfied, remove the nth hidden node; otherwise, recover the 

hidden node. When the learning process finish, put testing data to the back propagation 

learning algorithm with the Condition L to classify. Then, check if the forecasting 

matches the truth. In the end, we will get the accuracy rate of our derived ANN. 

In our study, the acceptable SLFN in “Step 1” has a significant impact on 

subsequent ANN training, so the selection of the first 6 reference observations in the 

training data set is very important. Our experimental goal is detecting abnormal network 

traffic, so the abnormal data must be about 50% in the first 6 reference observations.  

The outlier of standard is two standard deviations of the amount of error between all 

data and neural networks after training is complete. 

3.5 Experiment Environment 

In our experiment, in order to meet the timeliness, we use different numbers of 

GPUs to train ANN in Tensorlfow. The experiments were performed in a machine 

having configuration following: 
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Table 7: The Experiment Environment of Machine 1 

Machine 1 

OS Ubuntu 16.04 LTS 

CPU Intel® Core™ i7-6900K 

GPU ASUS ROG STRIX GeForce® GTX 1080-O8G * 2 

RAM DDR4-2133 64 G 

Language Python 2.7 

API Tensorflow-gpu r1.2 

CUDA CUDA 8.0.27 for Linux 

 

Table 8: The Experiment Environment of Machine 2 

Machine 2 

OS Ubuntu 16.04 LTS 

CPU Intel® Xeon® E5-1630 v3 

GPU NVIDIA® Tesla K40c 12GB GDDR5 

RAM DDR4-2133 32 G 

Language Python 2.7 

API Tensorflow-gpu r1.2 

CUDA CUDA 8.0.27 for Linux 
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Chapter 4 Experimental Results 

4.1 The Relationship between Training Time and Amounts of GPUs 

In our experiments, we sampled 200 cases from accumulated network traffic data 

of past 5 hours as our experimental training data. There is 5% abnormal data (10 cases) 

and 95% normal data (190 cases). The time of using the different number of GPUs to 

train our 24 data sets is shown in below: 

Table 9. The time of Using 1 GPU (GTX 1080-O8G) 

Window Total number of adopted hidden nodes Time Spent(minutes) 

1 95 49.81 

2 265 103.17 

3 159 69.90 

4 99 51.07 

5 183 77.43 

6 223 89.98 

7 139 63.62 

8 293 111.95 

9 75 43.54 

10 173 74.29 

11 205 84.34 

12 261 101.91 

13 205 84.34 

14 59 38.52 

15 211 86.22 

16 281 108.19 

17 213 86.85 

18 131 61.11 

19 293 111.95 

20 287 110.07 

21 233 93.12 

22 117 56.72 

23 309 116.97 

24 265 103.17 

The mean is 82.42 minutes and the variance is 542.55 minutes by using one GPU, 

and only five windows meet the timeliness of NTAD in this situation. 
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Table 10. The time of Using 2 GPU (GTX 1080-O8G * 2) 

Window Total number of adopted hidden nodes Time Spent(minutes) 

1 95 34.72 

2 265 70.01 

3 159 48.01 

4 99 35.55 

5 183 52.99 

6 223 61.29 

7 139 43.86 

8 293 75.83 

9 75 30.57 

10 173 50.91 

11 205 57.56 

12 261 69.18 

13 205 57.56 

14 59 27.25 

15 211 58.8 

16 281 73.34 

17 213 59.22 

18 131 42.2 

19 293 75.83 

20 287 74.58 

21 233 63.37 

22 117 39.29 

23 309 79.15 

24 265 70.01 

The mean is 56.3 minutes and the variance is 237.42 minutes by using two GPU. 

The two GPUs are on the same machine and use parallel operations together. The 

execution time is only 68% of one GPU’s, and thirteen windows meet the timeliness of 

NTAD in this situation. 
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Table 11. The time of Using 3 GPU (GTX 1080-O8G *2 + Tesla k40c 12G) 

Window Total number of adopted hidden nodes Time Spent(minutes) 

1 95 26.39 

2 265 52.74 

3 159 36.31 

4 99 27.01 

5 183 40.03 

6 223 46.23 

7 139 33.21 

8 293 57.08 

9 75 23.29 

10 173 38.48 

11 205 43.44 

12 261 52.12 

13 205 43.44 

14 59 20.81 

15 211 44.37 

16 281 55.22 

17 213 44.68 

18 131 31.97 

19 293 57.08 

20 287 56.15 

21 233 47.78 

22 117 29.8 

23 309 59.56 

24 265 52.74 

The mean is 42.5 minutes and the variance is 132.3 minutes by using three GPU. 

There are two GPUs on the same machine, and the third GPU is on another machine. 

We use decentralized operations on our two machine and parallel operations together. 

The execution time is only 75% of two GPU’s, and all windows meet the timeliness of 

NTAD in this situation. 

Above three tables can know that the more the number of hidden nodes, the longer 

the training time. In order to know the relationship, we show some values in Table 12. 
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Table 12. The relationship between the number of hidden nodes and the time of using 

different number GPUs. 

 Mean Min Max Standard Deviation 

Number of 
hidden nodes 198.91 59 309 74.22 

Time of using 1 
GPU 82.4 38.52 116.97 23.29 

Time of using 2 
GPUs 56.3 27.25 79.15 15.4 

Time of using 3 
GPUs 42.5 20.81 59.56 11.5 

Above Table, the time unit are minutes, and we show that the maximum, the 

minimal, the mean and the variance of all window’s training time. We can infer that 

using more GPUs can reduce the training time, but the reduction rate is less and less. 

The experiment results also show that all data set can be trained in an hour by 

using three GPUs. It meets the timeliness of NTAD. The training time of different 

amounts of GPUs is shown in Figure 5. 

Figure 5. The relationship between the number of GPUs and the speed of execution.  
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As shown in the above Figure 5, MAX is the maximum time of all windows, and 

MIN is the minimal time of all windows, and AVG is the average time of all windows, 

and +SD is AVG plus standard deviation, －SD is the AVG minus standard deviation. 

We can infer that using more GPUs can reduce the training time, but the reduction rate 

will be less and less. 

4.2 The effectiveness of the derived ANN mechanism. 

In our experiment, the first stage in our derived ANN mechanism, we use resistant 

learning algorithm (Huang et al., 2014) to train ANN and remove 5% outlier so that the 

ANN just trained 95% non-outlier data. In order to know the effectiveness of our 

derived ANN mechanism, we use the ANN which had been trained to predict three 

kinds of data sets. The first one is the training data sets without outlier, the second one 

is the all training data sets, the last one is the testing data sets. The results are shown in 

the table below: 

Table 13. The effectiveness of our derived ANN mechanism 

Window 

(M) 

inlier (190) 

training instance  

all (200) 

training instance 
testing instance 

 
predicted 

actual 
normal abnormal 

predicted 

actual 
normal abnormal 

predicted 

actual 
normal abnormal 

1 normal(180) 180/180 0/180 normal(190) 181/190 9/190 normal(1226) 637/1226 589/1226 

 abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(2) 0/2 2/2 

2 normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(963) 513/963 450/963 

 abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(4) 0/4 4/4 

3 normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1315) 759/1315 556/1315 

 abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(21) 5/21 16/21 
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4 
normal(180) 180/180 0/180 normal(190) 187/190 3/190 normal(1016) 538/1016 478/1016 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(1) 0/1 1/1 

5 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1113) 576/1113 537/1113 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(5) 0/5 5/5 

6 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1439) 654/1439 785/1439 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(11) 0/11 11/11 

7 
normal(180) 182/182 0/182 normal(190) 183/190 7/190 normal(1378) 807/1378 571/1378 

abnormal(10) 0/8 8/8 abnormal(10) 2/10 8/10 abnormal(30) 6/30 24/30 

8 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(2324) 1342/2324 982/2324 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(15) 5/15 10/15 

9 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(2439) 1247/2439 

1192/243
9 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(8) 0/8 8/8 

10 
normal(180) 181/181 0/181 normal(190) 181/190 9/190 normal(2153) 1279/2153 874/2153 

abnormal(10) 0/9 9/9 abnormal(10) 1/10 9/10 abnormal(19) 5/19 14/19 

11 
normal(180) 182/182 0/182 normal(190) 183/190 7/190 normal(2186) 1307/2186 879/2186 

abnormal(10) 0/8 8/8 abnormal(10) 1/10 9/10 abnormal(6) 2/6 4/6 

12 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(2462) 1421/2462 

1041/246
2 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(11) 1/11 10/11 

13 
normal(180) 180/180 0/180 normal(190) 182/190 8/190 normal(1751) 905/1751 846/1751 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(4) 0/4 4/4 

14 
normal(180) 181/181 0/181 normal(190) 181/190 9/190 normal(1770) 1011/1770 759/1770 

abnormal(10) 0/10 9/9 abnormal(10) 0/10 10/10 abnormal(13) 1/13 12/13 
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15 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1929) 941/1929 988/1929 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(3) 0/3 3/3 

16 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1965) 1187/1965 778/1965 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(16) 2/16 14/16 

17 
normal(180) 181/181 0/181 normal(190) 182/190 8/190 normal(1748) 1076/1748 672/1748 

abnormal(10) 0/9 9/9 abnormal(10) 1/10 9/10 abnormal(166) 73/166 93/166 

18 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(2068) 1311/2068 757/2068 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(18) 7/18 11/18 

19 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1463) 750/1463 713/1463 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(7) 1/7 6/7 

20 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1597) 982/1597 615/1597 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(6) 1/6 5/6 

21 
normal(180) 184/184 0/184 normal(190) 184/190 6/190 normal(1520) 869/1520 651/1520 

abnormal(10) 0/6 6/6 abnormal(10) 3/10 7/10 abnormal(9) 4/9 5/9 

22 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1384) 864/1384 520/1384 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(9) 2/9 7/9 

23 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1393) 874/1393 519/1393 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(6) 1/6 5/6 

24 
normal(180) 180/180 0/180 normal(190) 180/190 10/190 normal(1504) 911/1504 593/1504 

abnormal(10) 0/10 10/10 abnormal(10) 0/10 10/10 abnormal(7) 2/7 5/7 

 

Table 13 shows results of the ANN which had been trained to predict three kinds 
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of data sets. There are four kinds of results in every window:  

1. Row of normal and Column of normal: the number of normal instance is 

predicted to be normal instance. 

2. Row of abnormal and Column of normal: the number of normal instance is 

predicted to be abnormal instance. 

3. Row of abnormal and Column of normal: the number of abnormal instance 

is predicted to be normal instance. 

4. Row of abnormal and Column of abnormal: the number of abnormal 

instance is predicted to be abnormal instance. 

In our proposed ANN mechanism, we removed 5% outlier and divided the 

remaining 95% inlier instance into two categories (normal and abnormal). Therefore, 

the ANN which was trained can usually correctly predict 95% inlier instance unless 

there are a lot of instance too close (the gap is too small). 

The above results, the data sets of first kind (inlier 190 training instance) were 

predicted correctly. The data set of window 7, 10, 11, 14, 17, 21 have some abnormal 

instance is treated as outlier, and in other data sets, the outliers are in the normal instance.  

In the data sets of second kind, we added the outliers in the training instance to 

predict. We can see that some outliers still can be correctly predicted in the data set of 

window 4, 11, 13, 17. The situation may mean that we delete outliers which may not 

deviated from the group instance. 

In the data sets of third kind, we use ANN which had been trained to predict 24-

hour network traffic data, respectively. we can see that the abnormal instances almost 

were correctly predicted, and we show in more detail in abnormal instance. 
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Table 14. The accurate of abnormal network traffic data of our derived ANN 

mechanism 

Window 

(M) 

inlier (190) 

training instance  

all (200) 

training instance 
testing instance 

 Instance Percentage Instance Percentage Instance Percentage 

1 10/10 100% 10/10 100% 2/2 100.00% 

2 10/10 100% 10/10 100% 4/4 100.00% 

3 10/10 100% 10/10 100% 16/21 76.19% 

4 10/10 100% 10/10 100% 1/1 100.00% 

5 10/10 100% 10/10 100% 5/5 100.00% 

6 10/10 100% 10/10 100% 11/11 100.00% 

7 8/8 100% 8/10 100% 24/30 80.00% 

8 10/10 100% 10/10 100% 10/15 66.67% 

9 10/10 100% 10/10 100% 8/8 100.00% 

10 9/9 100% 9/10 90% 14/19 73.68% 

11 8/8 100% 9/10 90% 4/6 66.67% 

12 10/10 100% 10/10 100% 10/11 90.91% 

13 10/10 100% 10/10 100% 4/4 100.00% 

14 9/9 100% 100/10 100% 12/13 92.31% 

15 10/10 100% 10/10 100% 3/3 100.00% 

16 10/10 100% 10/10 100% 14/16 87.50% 

17 9/9 100% 9/10 90% 93/166 56.02% 

18 10/10 100% 10/10 100% 11/18 61.11% 

19 10/10 100% 10/10 100% 6/7 85.71% 

20 10/10 100% 10/10 100% 5/6 83.33% 

21 6/6 100% 7/10 70% 5/9 55.56% 

22 10/10 100% 10/10 100% 7/9 77.78% 

23 10/10 100% 10/10 100% 5/6 83.33% 

24 10/10 100% 10/10 100% 5/7 71.43% 
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Table 15. The potential outlier actual outlier of abnormal network traffic data of our 

derived ANN mechanism 

Window 

(M) 

all (200) 

training instance 

 Potential Outlier Actual Outlier 

1 10 0 

2 10 2 

3 10 3 

4 10 2 

5 10 4 

6 10 2 

7 8 3 

8 10 1 

9 10 4 

10 9 0 

11 8 0 

12 10 4 

13 10 3 

14 9 4  

15 10 5  

16 10 0  

17 9 1  

18 10 1  

19 10 0  

20 10 1  

21 6 0  

22 10 2  

23 10 4  

24 10 2 

SUM 229 48 
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Table 16. The mean and standard deviation of abnormal network traffic data of our 

derived ANN 

 
inlier (190) 

training instance 

all (200) 

training instance 
testing instance 

Mean 100% 97.5% 83.68% 

Standard Deviation 0% 6.61% 14.83% 

From the above two table, we can see the correct rate of our derived ANN in the 

testing instance, and the mean is 83.68% and the standard deviation is 1.48%.  

4.3 Comparing with other ANN mechanism 

We try to use Back Propagation (“tf.train.GradientDescentOptimizer” in 

Tensorflow-gpu r1.2) and the same training data to train ANN 5,000,000 iterations and 

predict training data and testing data. We set the learning rate is 0.001 The time of 

training ANN 5,000,000 iterations is nearly an hour. The number of ANN hidden node 

in each window were set as much as our derived ANN which had been trained. The 

weight and threshold of the ANN are given randomly. 

Table 17. The effectiveness of Back Propagation 

Window 

(M) 

Number of 

hidden 

node 

all (200) 

training instance 
testing instance 

  
predicted 

actual 
normal abnormal 

predicted 

actual 
normal abnormal 

1  95 
normal(190) 190/190 0/190 normal(1226) 1225/1226 1/1226 

abnormal(10) 0/10 10/10 abnormal(2) 0/2 2/2 
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2  265 
normal(190) 189/190 1/190 normal(963) 958/963 5/963 

abnormal(10) 8/10 2/10 abnormal(4) 4/0 0/4 

3  159 
normal(190) 189/190 1/190 normal(1315) 1158/1315 157/1315 

abnormal(10) 2/10 8/10 abnormal(21) 7/21 14/21 

4  99 
normal(190) 190/190 0/190 normal(1016) 1008/1016 8/1016 

abnormal(10) 10/10 0/10 abnormal(1) 1/1 0/1 

5  183 
normal(190) 189/190 1/190 normal(1113) 937/1113 176/1113 

abnormal(10) 0/10 10/10 abnormal(5) 0/5 5/5 

6  223 
normal(190) 190/190 0/190 normal(1439) 1280/1439 159/1439 

abnormal(10) 6/10 4/10 abnormal(11) 6/11 5/11 

7  139 
normal(190) 190/190 0/190 normal(1378) 1337/1378 41/1378 

abnormal(10) 10/10 0/10 abnormal(30) 30/30 0/30 

8  293 
normal(190) 190/190 0/190 normal(2324) 2222/2324 102/2324 

abnormal(10) 7/10 3/10 abnormal(15) 10/15 5/15 

9  75 
normal(190) 190/190 0/190 normal(2439) 2317/2439 122/2439 

abnormal(10) 6/10 4/10 abnormal(8) 4/8 4/8 

10  173 
normal(190) 189/190 1/190 normal(2153) 1337/2153 816/2153 

abnormal(10) 8/10 2/10 abnormal(19) 14/19 5/19 

11  205 
normal(190) 187/190 3/190 normal(2186) 1867/2186 319/2186 

abnormal(10) 3/10 7/10 abnormal(6) 5/6 1/6 

12  261 
normal(190) 189/190 1/190 normal(2462) 2256/2462 206/2462 

abnormal(10) 4/10 6/10 abnormal(11) 5/11 6/11 

13  205 
normal(190) 190/190 0/190 normal(1751) 1592/1751 159/1751 

abnormal(10) 6/10 4/10 abnormal(4) 2/4 2/4 

14  59 
normal(190) 190/190 0/190 normal(1770) 1741/1770 29/1770 

abnormal(10) 10/10 0/10 abnormal(13) 13/13 0/13 

15  211 
normal(190) 188/190 2/190 normal(1929) 1774/1929 155/1929 

abnormal(10) 3/10 7/10 abnormal(3) 1/3 2/3 

16  281 
normal(190) 189/190 1/190 normal(1965) 1284/1965 681/1965 

abnormal(10) 5/10 5/10 abnormal(16) 10/16 6/16 

17  213 
normal(190) 190/190 0/190 normal(1748) 1245/1748 503/1748 

abnormal(10) 4/10 6/10 abnormal(166) 79/166 87/166 

18  131 
normal(190) 190/190 0/190 normal(2068) 2020/2068 48/2068 

abnormal(10) 9/10 1/10 abnormal(18) 17/18 1/18 
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19  293 
normal(190) 190/190 0/190 normal(1463) 1403/1463 60/1463 

abnormal(10) 9/10 1/10 abnormal(7) 6/7 1/7 

20  287 
normal(190) 189/190 1/190 normal(1597) 1165/1597 432/1597 

abnormal(10) 8/10AC 2/10 abnormal(6) 4/6 2/6 

21  233 
normal(190) 190/190 0/190 normal(1520) 1469/1520 51/1520 

abnormal(10) 8/10 2/10 abnormal(9) 7/9 2/9 

22  117 
normal(190) 190/190 0/190 normal(1384) 1360/1384 24/1384 

abnormal(10) 10/10 0/10 abnormal(9) 9/9 0/9 

23  309 
normal(190) 189/190 1/190 normal(1393) 874/1393 986/1393 

abnormal(10) 0/10 10/10 abnormal(6) 1/6 5/6 

24  265 
normal(190) 187/190 3/190 normal(1504) 911/1504 1412/1504 

abnormal(10) 3/10 7/10 abnormal(7) 4/7 3/7 

From the above table, we can see that most of the normal instances can be correctly 

predicted, but only few of the abnormal instances can be correctly predicted. 

Table 18. The accurate of abnormal network traffic data of Back Propagation 

Window 

(M) 

all (200) 

training instance 
testing instance 

 Instance Percentage Instance Percentage 

1 10/10 100% 2/2 100.00% 

2 2/10 20% 0/4 0.00% 

3 8/10 80% 14/21 66.67% 

4 0/10 0% 0/1 0.00% 

5 10/10 100% 5/5 100.00% 

6 4/10 40% 5/11 45.45% 

7 0/10 0% 0/30 0.00% 

8 3/10 30% 5/15 33.33% 

9 4/10 40% 4/8 50.00% 

10 2/10 20% 5/19 26.32% 

11 7/10 70% 1/6 16.67% 

12 6/10 60% 6/11 54.55% 

13 4/10 40% 2/4 50.00% 

14 0/10 0% 0/13 0.00% 
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15 7/10 70% 2/3 66.67% 

16 5/10 50% 6/16 37.50% 

17 6/10 60% 87/166 52.41% 

18 1/10 10% 1/18 5.56% 

19 1/10 10% 1/7 14.29% 

20 2/10 20% 2/6 33.33% 

21 2/10 20% 2/9 22.22% 

22 0/10 0% 0/9 0.00% 

23 10/10 100% 5/6 83.33% 

24 7/10 70% 3/7 42.86% 

Table 19. The mean and standard deviation of abnormal network traffic of Back 

Propagation 

 
all (200) 

training instance 
testing instance 

Mean 42.08% 37.55% 

Standard Deviation 32.78% 30.24% 

From the above two table, we can see the correct rate of Back Propagation in the 
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testing instance, and the mean is 37.55%, and the standard deviation is 3.02%. 

Figure 6. The correct rate of abnormal in the training instance. 

Figure 7. The correct rate of abnormal in the testing instance. 

 

Table 20. F test: two normal maternal variation number of the test 

 Our mechanism BP 

Mean 0.83675 0.375483 

Variation 0.02293416 0.095432 

The number of observations 24 24 

Degrees of freedom 23 23 

F 0.240319953  

P(F<=f) single tail 0.000567912  

Critical value: single tail 0.496419613  

In the F test, the hypotheses are assumed to be equal to the maternal variation of 

the two data sets, and the antithesis is assumed to be unequal to the maternal variation 

of the two data sets. From this table, the one-tailed test P-value is less than the 
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significant value of 0.05, so reject the hypothesis. The variance of the two methods is 

not equal. 

Table 21. T test: two normal maternal variation number of the test 

 Our mechanism BP 

Mean 0.83675 0.375483 

Variation 0.02293416 0.095432 

The number of observations 24 24 

Assuming the mean 

difference 

0  

Degrees of freedom 33  

t statistics 6.568169074  

P(T<=t) single tail 9.151E-08  

Critical value: single tail 1.692360309  

P(T<=t) two tail 1.83E-07  

Critical value: two tail 2.034515297  

In this study, two-tailed t-test with two maternal variance numbers were used for 

statistical verification. The hypothesis is assumed to be equal to the mean of the two 

maternal, and the opposite is assumed to be equal to the average of the two maternal. 

By t test to produce the following table, you can get its double-tail p-value 

(1.83019906408722E-07) is much smaller than the significant value of 0.05, refused to 

hypothesize the assumption that the average of the two mothers are not equal. 

From Figure 7 and Figure 8, whether it is training instance or testing instance, all 

the correct rate of our mechanism are greater than the correct rate of Back Propagation. 
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Figure 8. The comparison chart of correct rate of abnormal traffic in the testing 

instance. 

Figure 8 shows that quartile, maximum value, minimum value and mean in two 

situations. The value above the rectangle is maximum value, and the value below the 

rectangle is minimum value, and the three values on the left side of the rectangle is Q3, 

Q2 and Q1 of Quartile, and the value in the middle of the rectangle is mean.  

Therefore, the comparison of the quartile and the results of the above two maternal 

average test shows that the probability of the model is better 
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Chapter 5 Conclusions and Future Works 

5.1 Conclusions 

This research derives a hybrid ANN mechanism for timely and effectively 

predicting the abnormal network traffic. To achieve the timeliness, the ANN mechanism 

is implemented via the infrastructure of TensorFlow and Multiple GPUs parallel 

operations.  

During the experiment, we tested the execution time of different number of GPUs 

to train our derived ANN mechanism. We found that using more GPUs can reduce 

training time (the more GPUs we use, the shorter the execution time), but the time 

reduction rate will be less and less. In previous Table 12, we also found that the larger 

number of adopted hidden nodes causes the longer training time spent. It is reasonable 

that training time grows up and up, because as adopted hidden nodes increase, the 

neural network will need more computations to deal with.  

Our derived ANN mechanism have two Stages, but the second stage was useless 

in our NTAD. 

The average forecasting accuracy rate of abnormal traffic has reached 83.68%. As 

a result of this method, the experiment result was better than ANN with back 

propagation mechanism. This means that our derived mechanism applies to network 

traffic abnormal detection. Although the average forecasting accuracy rate (56.5%) of 

normal traffic is not better than ANN with back propagation mechanism, finding 

abnormal traffic is much more important than finding normal traffic in preventing 

malicious attacks. 
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However, we also found some valuable issues in the experiment:  

1. The practical application of ANN: 

It still needs a lot of great effort to apply to the real-world solution although we 

obtain the ANN algorithm which has already designed. In accordance with the 

characteristics of the data, we have to adjust the algorithm approach and the training 

data sets such as previous Table 12 Mentioned that the acceptable SLFN in “Step 1.” It 

has a significant impact on subsequent ANN training, so the selection of the first 6 

reference observations in the training data set is very important. Our experimental goal 

is detecting abnormal network traffic, so the abnormal data must be about 50% in the 

first 6 reference observations. 

2. The advantages and disadvantages of new technology 

Tensorflow is a new library for the machine learning, but it is not mature enough. It 

provided a lot of function of machine learning, but the time cost of learning is very high 

because of its programing logic and features. The version of Tensorflow is constantly 

changing because it is still developing and growing. We need to solve the problem with 

try and error because of its lack of information.  

3. Hardware and Tensorfow 

To use more powerful hardware must have more cumbersome environment 

settings. In order to be able to use multiple GPUs to do parallel and decentralized 

computing, we needed to learn more about the underlying infrastructure, it had to take 

a lot of time and effort. The modern GPU operation is different from the older GPU and 

CPU we known well. It is a highly parallel programmable processor. The one of 
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problems is how to schedule its operation and lead to better memory usage performance. 

The program we designed must correspond to this issue.  

 

5.2 Future Works 

In this study, we use network traffic and neural networks techniques to forecast 

network traffic abnormal. This research still has some research limitations and future 

goals as following: 

1. Use more GPUs and machines to parallel and distributed compute 

In our experiments, because of the limited funding, we have only a total of three 

GPUs, but we found that we were unable to train the accumulated network traffic data 

in an hour by using three GPU in our proposed ANN mechanism. The above reason, 

we sampled 200 cases from accumulated network traffic data of past 5 hours as our 

experimental training data. If we use more GPUs, we will be able to really train the 

complete network traffic data. 

 

2. Increase the volume of training data 

In this study, we use the sampled 200 network traffic data as training data to train 

the neural networks. The amount of data is relatively less than other studies. If we can 

increase the volume of data, then we can improve the accuracy of forecasting. 
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