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摘要 
	
	

本文深入探討許多基於公開金鑰密碼和通行碼的密文運算方案。首先第一個主題是「公開

金鑰密碼」，從其基本架構和安全定義開始，透過文獻探討逐步地討論公開金鑰密碼學的

各項特性、以及討論公開金鑰密碼中兩個常見的密文運算：同態加密系統和可交換性加密

系統。同態運算是針對同一把公鑰加密的不同密文間的運算：兩個以同一把公鑰加密的密

文可以在不解密的前提下進行運算，進而成為另一個合法密文。這個密文運算的結果等同

於兩個明文做運算後再以該公鑰加密。可交換性加密系統是一個容許重複的加密系統：已

用甲方公鑰加密的密文可以再度用乙方公鑰再加密，進而之成一個多收件者的密文。第一

個主題圍繞著這兩個密文運算的技巧討論相關的加密方案。接下來第二個研究的的主題是

「基於公開金鑰密碼之密文相等性驗證」，「密文相等性驗證」是密文運算中一個基礎但

重要的功能，經授權的測試者可以在不解密密文的前提下，驗證兩個加密後的訊息是否相

等。此外，除了相等或不相等之外，測試者無法得知密文中的其他訊息。「基於公開金鑰

密碼之密文相等性驗證」相當於在「公開金鑰密碼」的基礎上，再加上「授權」和「密文

相等性驗證」的功能。其中「授權」的範圍和「授權」的設計，直接影響到該方案的實用

性及安全性，本文提出三個關於「授權」的主題：「單一密文授權」、「相容性授權」和

「語意安全授權」。第三個研究主題是「 可搜尋式加密系統」， 常被應用於以下情境：

使用者一個檔案及數個「關鍵字」進行加密，然後儲存在雲端伺服器上。當使用者想要對

加密檔案進行關鍵字搜尋時，他可以自訂幾個想搜尋的「關鍵字」並對雲端伺服器發出搜

尋要求。在收到搜尋要求後，雖然關鍵字都是加密儲存，仍可利用「可搜尋式加密」技巧

將符合關鍵字搜尋的檔案傳回給收件者。整個過程中檔案和關鍵字都被加密保護，伺服器

無法得知其儲存及搜尋內容。本文提出兩個「 可搜尋式加密系統」，分別是「子集合式

多關鍵字可搜尋式加密系統」和「基於通行碼的可搜尋式加密系統」 。 

 

關鍵字：密文運算、公開金鑰密碼、安全證明、密文相等性驗證、可搜尋式加密、基於通

行碼的認證系統 



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i Univ

ers
i t

y

	

	

	 	



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i Univ

ers
i t

y

	

	

Abstract 
 
This dissertation addresses the research about ciphertext computation skills over public key 

encryption and password-authenticated cryptosystems. The first topic is related to the public key 

encryption, the framework and security notions for public key encryption are revised; and two 

common ciphertext-computable public key encryptions including homomorphic encryption and 

commutative encryption are following discussed. The homomorphic encryption denotes 

computations over ciphertexts encrypted using the same public key. The homomorphic operation 

over ciphertexts may be equal to the encryption of a new message computed between two original 

messages. In terms of commutative encryption, it stands for a repeated encryption system that 

Alice’s ciphertext can be duplicated encrypted using Bob’s public key. A dual-receiver ciphertext 

will appear after the commutative encryption. Following, based on the public key encryption, the 

second topic focuses on the public key encryption with equality test schemes, the basic and 

fundamental ciphertext computation. Briefly, the user-authorized testers are able to verify the 

equivalence between messages hidden in ciphertexts after they acquire trapdoors from ciphertext 

receivers; and the ciphertexts were never decrypted in the whole equality testing process. The 

scope and architecture of the authorization directly influence the application and security for 

equality test schemes. Three authorizations including “cipher-bound authorization”, “compatible 

authorization” and “semantic secure authorization” will be proposed. The third topic is keyword 

search. It works in the following scenario: a user outsources encrypted files and encrypted 

keywords on a cloud file storage system; then, when needed, the user is able to request a search 

query to the file server, which is corresponding to some encrypted keywords. Although files and 

keywords are encrypted, the server is still able to verify the match-up and return related files to the 

user. Two researches about keyword search are proposed: the subset multi-keyword search based 

on public key encryption, and the password-authenticated keyword search.  

 

Keywords: ciphertext computation, public key encryption, security proof, equality test, searchable 

encryption, password-authenticated systems 
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1. Introduction 
 

With the development of cloud computing (illustrated in Figure 1, from literature [1]), a great 

number of services had been provided by cloud servers who own significant computational power 

and considerable storage space. For example, people would be willing to share their trips and 

check-ins via Facebook, post their photos to Instagram, and publish their CV through LinkedIn. 

Also, the number of users who enjoy online shopping on Amazon, eBay, Netflix or some other 

online merchants have been significantly increasing for decades. Nowadays, users can enjoy the 

cloud services everywhere with weaker computational power devices like smart phones and smart 

watches, instead of powerful ones because most computational and storage requirements have been 

outsourced to cloud service providers. 

 

 

Figure 1: The cloud computing services 

 

There are several pros and cons about the cloud services. On one hand, users really enjoy the highly 

convenience through endless mobile applications and web-based services; one the other hand, they 

also concern the security of outsourced private personal data. For social media cases, if users’ 

information were leaked, the service providers or a third-party advertiser might collect users’ 
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	 2	

footprints and delivering annoying advertises afterward. Moreover, when talking about online 

shops like Amazon, banks or financial services such as PayPal or VISA, the credit card numbers 

and accounts are even more sensitive, which might cause unaffordable financial damages. So, the 

cryptosystems which guarantee data privacy have been attracting increasing attention along with 

the rapid development of cloud services. 

 

The cryptosystem is a generic term that includes all systems that hides information in the ciphertext, 

and extracts the information from the ciphertext when needed. The data hiding functionality has 

been utilized for thousands of years. An ancient example is famous that there was a slave assigned 

to deliver a message to another country. His leader shaved all the slave’s hair and wrote down the 

message on his head. After his hair grew up, he was sent to the country. In this scenario, even the 

slave was caught on his way, the message was kept secret if solders did not know the hiding place. 

Another case is the Caesar cipher [2], [3], named by the famous king Julius Caesar. According to 

the legend, the permutation and substitution based cryptosystem (see Figure 2, from literature [4]) 

was designed and applied by king Julius Caesar, and it has been spread so far as a prototype of 

some modern symmetric cryptosystems. 

 

 

Figure 2: The Caesar cipher 

 

After its long-term history, a relatively recent case might be suitable to tell how the cryptosystems 

influence the whole world. At the famous second world war, Germany overwhelmingly occupied 

many European counties owing to its cutting-edge weapons and technology. The message 

delivering of Germany army were protected by Enigma (shown in Figure 3, from literature [5]), 
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the most complex and intractable machine which implemented the top secure cryptographic 

algorithms at that age. Alan Tuning, one of the leading cryptographer, and his research team were 

employed by a section at Bletchley Park (the British World War II codebreaking station) in order 

to break the encoded German naval messages [6]. Fortunately, they did. One of the most vital 

factors that terminated the second world war was that Alan Tuning and his team broke the Enigma 

cryptosystem to acquire the secret military information. Definitely, that is the most successful case 

to introduce how cryptosystems make influence to the world, at least one of the most successful 

cases. Due to his great contribution, the best prize of computer science is named after him, the 

Tuning Award, which is regarded as the Nobel prize in the computer science fields. By the way, 

computers are also called Tuning machines, named after him as well. 

 

 

Figure 3: The Enigma machine 

 

Let’s stop talking about history and come back to modern cryptography. It was talking about that 

users are willing to protect their data privacy when they outsource their personal information to 

cloud servers. A series of encoding and decoding procedures are required to guarantee the data 

privacy. This is exactly the purpose why the modern cryptography was designed. In general, two 

pillars of modern cryptography are symmetric encryption scheme like pretty good privacy (PGP) 

[7] and advanced encryption standard (AES) [8]; and asymmetric encryption schemes such as RSA 

[9], ElGamal [10], Cramer Shoup [11], [12] and Paillier encryption [13], [14]. The former one 
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utilizes the same key for encoding and decoding (it is said encrypting and decrypting in 

cryptography), while the latter one uses a pair of secret key and public key for decryption and 

encryption, respectively. The scenario is illustrated in Figure 4. If key A is equal to key B, that is 

a symmetric encryption; otherwise, it is an asymmetric encryption which is also named public key 

encryption. 

 

Figure 4: The encryption framework 

 

Despite the fact of that this work majorly concerns the asymmetric encryption, the symmetric 

encryption is going to be introduced first, and the asymmetric encryption will be formally 

introduced in chapter 3. In general, the symmetric key encryption schemes provide overwhelming 

efficiency when they are compared to public key encryption schemes. Hence, most applications 

prefer to adopt the symmetric key encryption for hundreds of times better efficiency. However, 

the key storage and agreement of symmetric key encryption schemes are difficult problems. For 

example, in a community composed of 𝑛 users, if every two users need to share a key in order to 

communicate with each other, there will be 𝑛(𝑛 − 1) 2 keys in total, while in the same scenario 

there is only 𝑛 public keys in the asymmetric key encryption setting. Definitely the symmetric key 

cannot be duplicated between any pair of residents because that allows other people to obtain 

messages it shouldn’t read. The key storage is a problem, and the key distribution is a bigger 

problem. Because the symmetric keys themselves cannot be publicly transmitted so that secure 

channels are required to deliver the symmetric keys. In the network environment, it is pretty hard 
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to share a key with each other face to face. Maybe the connection is set cross half earth. Assume 

the secure channel is set through the network, then there should be a key to establish the encrypted 

secure channel. In the pure symmetric key system, it is infeasible because of the recursive 

requirement that the key distribution needs a secure channel, and the establishment of a secure 

channel requires a key (see Figure 5). A common and practical solution that makes it eligible and 

meanwhile improves the efficiency is implemented by jointly utilizing the public key encryption 

and the symmetric key encryption schemes. The symmetric key is firstly treated as a message, 

encrypted using the receiver’s public key and delivered to the receiver. After receiving the 

encrypted symmetric key, the receiver decrypts it to obtain the symmetric key. Finally, other 

communications, files and data can be protected by the symmetric encryption scheme. 

 

Figure 5: The recursive requirements of key distributions in pure symmetric key systems 

 

Another key distribution issue of the symmetric keys is how to carry on the keys and login with 

different devices. With the spread of mobile devices, users own several devices such as personal 

computers, laptops, mobile phones, smart watches and so on. How the same cloud services could 

be accessed through different devices, so called device-agnostic, has to be considered nowadays. 

Whereas, on one hand, the transmission of symmetric keys give rise to security concerns; on the 

other hand, existing symmetric keys are too long and meaningless to be memorized. The password 

based encryption schemes [15]–[19], a variant of symmetric key encryption, is a common solution 

in this scenario, which the password is a human-memorable short secret usually composed of the 



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

	

	 6	

combination and permutation of 8 to 12 capital letters, lowercase letters or digits. For most web-

based services, users first create accounts, then they outsource personal information, preference 

and other settings on the cloud server; later, they can login to enjoy customized cloud services 

after being authenticated by their passwords. Definitely, passwords are relatively short secrets 

compared to the symmetric keys or asymmetric secret keys so that there will be other problems 

that have to be solved. For example, the passwords are too short to be secure so that they are 

vulnerable against the dictionary attacks including online attacks and offline attacks. This 

vulnerability does not rule out the contribution of password-based schemes; but they should be 

handled much carefully. The online dictionary attacks can be prevented through other network 

mechanisms like the login trial times limit so that password-based schemes are not required to be 

free from it, or honestly it could be said that they are not able to because of the low min-entropy 

property of passwords. On the other hand, the prevention against offline dictionary attack are much 

more difficult for all password-based schemes because the computational power is significantly 

increasing nowadays. The detail security definitions, attacking models, mechanisms and designs 

of password-based schemes will be formalized in latter sections. 

 

1.1 Motivation 
After a short review above, the cryptography is quite helpful to protect personal data. The data 

privacy will be guaranteed if users encrypt their personal data before outsourcing to cloud servers. 

However, there will be several problems when users outsource encrypted data to cloud servers. 

One and the most important one problem is that the encrypted ciphertext is not computable. For 

example, there are several database routines that were executed regularly to optimize the searching 

efficiency such as sorting, clustering, indexing, classification and so on. If data is encrypted, how 

could it be implemented? In the viewpoint of servers, the encrypted data is even not recognizable. 

This is a hazard that has to be solved by making choices: the computability or the privacy. 

Intuitively, most security systems exist a trade-off between the availability and the security. If 

everyone unplugs the Ethernet cable and gives up the Internet, the security problems will mostly 

be solved; but it loses the whole Internet availability. 
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In principle, several kinds of ciphertext computations skills are expected to achieve a balance 

between the computability and the data privacy. Several scenarios are listed below to explain when 

and why the ciphertext computation is required, and it might be more convincible if it is considered 

in servers’ viewpoints. 

1. The equality tests over ciphertexts which is the basic and fundamental functionality. 

a. Two millionaires try to authorize a server to compare their money. For this server, 

it acquires one result from equal or different, while the amount is still unavailable. 

For all other users or servers, nothing will be revealed while eavesdropping the 

whole process. This is a basic version of the famous millionaires’ problem [20]. 

b. The clinic links to a healthcare institute to ensure whether one patient’s medical 

record is up to date. No personal medical record will be leaked along with this 

verification, there is only yes or no at the end. 

c. A cloud file management system like Dropbox or Google Drive tries to optimize 

its storage space by merging the files with the same content. Owing to the fact that 

files are encrypted using probabilistic encryption algorithms, even the same file 

encrypted with the same public key will be encrypted into different ciphertexts. If 

the equality test is available, it will help release the storage space on both user and 

server sides. 

2. The keyword search. Based on the equality test skills, the keyword search allows users to 

issue encrypted search requests to cloud servers with some corresponding keywords. Those 

documents which match the queried encrypted keywords will be returned to the user. 

a. The most common-seeing example is the SMTP mail system. Let a user’s emails is 

sealed by a sender in a user-specified envelop (in practical, encrypts them using the 

user’s cryptographic key). In this case, the content of emails will be invisible in the 

viewpoints of mail servers. Meanwhile, the mails can be searched and returned 

when the user requests search queries with encrypted keywords like invitation, 

urgent or notification. How could it be possible to make ciphertext searchable? 

b. A pattern management server stores users’ pattern documents where the users are 

the inventors of some highly-valuable commercial pattern expected to be known by 
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as few parties as possible. Definitely the pattern documents will be encrypted before 

outsourcing to the server. Based on the privacy guarantee, how to efficiently find 

and return the desired pattern documents to users has become a cruel challenge. 

 

Some computational techniques over ciphertexts are urgently required in the modern cloud 

computing environment. However, in some cases, the computable properties unavoidably damage 

the security notions of the applied encryption schemes. For example, if one ciphertext could be 

equality testable, it is hard to be indistinguishable against chosen plaintext attack. The security 

notions of those ciphertext computation skills will be discussed in later sections. 

 

1.2 Contribution and organization 
In this dissertation, a series of researches focusing on the ciphertext computations will be gradually 

discussed. In the beginning, some preliminaries like the algebra systems and building blocks will 

be formalized in chapter 2. Following, three main catalogs about ciphertext computation will be 

gradually discussion in three individual sections. 

 

Public key encryption will be formally introduced in chapter 3 which includes its syntax, secure 

notions and some common previous works. Also, the most popular computable property over 

ciphertext called homomorphism is discussed after the definitions of public key encryption 

schemes, which denotes the computations over ciphertexts encrypted in the same public key. Two 

ciphertexts can be computed into a new ciphertext encrypted under the same public key, and the 

homomorphic ciphertext computation is equal to the encryption of some other computation over 

two original plaintexts. Besides the homomorphic encryption, the commutative encryption 

schemes will be formally discussed, which denotes the encrypted ciphertext could be regarded as 

another plaintext to be encrypted again and again with other public keys; finally, a “multi-receiver 

ciphertext” will be outputted after commutative encryptions. 

 

The public key encryption with equality test is second topic discussed in chapter 4. It aims to focus 

on solving the problems in scenario 1 in the motivation phase. Roughly speaking, the equality test 
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is a computation over ciphertext that authorized tester can verify the equivalence between two 

plaintexts hidden in ciphertexts without decryption. Besides the fundamental definitions of syntax 

and security notions, some related works will be introduced. Following, how can data owners 

authorize their privilege to testers to enable equality tests will be formally discussed, which 

includes how many ciphertexts will be authorized equality testable, and how to avoid losing 

secrecy along with the ciphertext computation. 

 

In chapter 5, the keyword search skills will be applied to address the problems in scenario 2 in the 

motivation phase. The keyword search addresses the match-up between outsourced encrypted 

keywords and the requested encrypted searching keywords afterward. It is also a ciphertext 

computation over both encrypted keywords. Its preimages like syntax, security notions and some 

famous related works will be described first. Then, from the original single-keyword search to 

modern multi-keyword search, the evolution of public key encryption based keyword search, 

symmetric key encryption based keyword search, even password based keyword search will be 

covered in this research topic. 

 

Finally, a brief conclusion will be described in chapter 6 to summarize this work. In addition, some 

unsolved problems were left as open problems, and these open problems might be solvable based 

on some particular assumptions or cryptographic tools. At the end, some potential solutions will 

be listed for further researches. 
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2. Preliminaries and building blocks 
 

First of all, some commonly used symbols are defined in Table 1.  

Table 1: Symbol table 

token definition token definition 
$
	

be randomly chosen from 𝜅 a secure parameter 

123
 

be defined as 𝔾 a multiplicative cyclic group 

{0, 1}∗ a string with any length 𝑞 the prime order of group 𝐺, 𝑞|	𝑝 − 1 
{0, 1}? a 𝑛-bit string 𝑝 a prime modular of group 𝐺 
𝒜 an adversary 𝑁 a composite modular of group 𝐺 
𝒮	 a simulator 𝑔 the generator of group 𝐺 
𝒟	 the password dictionary ℎ another generator of group 𝐺 
ℳ	 the message space 𝑒 the bilinear mapping operation 
𝒲	 the keyword space 𝑟 a random number 
𝒦	 the key space 𝐶 a ciphertext 
𝒪	 an oracle 𝑇 a trapdoor 
𝜉	 a proof in CS encryption 𝐷 a document 
|	 divides 𝐻 a hash function 
||	 the concatenation operation 𝜋 a password 
⊥	 the null token ℕ the positive integer group 
𝑓(∙)	 the dot ∙ denotes a parameter 

inputted to the function 𝑓 
ℤW∗  integers in [1, 𝑞 − 1] which are 

relatively prime to 𝑞 
gcd	(∙)	 the greatest common divisor [𝑎, 𝑏] all integers from 𝑎 to 𝑏 
𝜙(∙)	 the Euler’s function	 𝑛  the floor of number 𝑛 

𝐿𝑆𝐵?(∙)	 the least significant 𝑛-bits 𝒂 bold variables mean groups or sets 
𝑀𝑆𝐵?(∙)	 the most significant 𝑛-bits |𝒂| the order or size of 𝒂 

°	 a homomorphic operation 𝔾 = 𝑞 bit-length of elements in 𝔾 is 𝑞 
⨀	 a homomorphic operation ℤW∗ = 𝜅 bit-length of elements in ℤW∗  is 𝜅 

⨁	 logical XOR operation Pr	[𝑒] the probability of event 𝑒 
∧	 logical AND operation 𝐴𝑑𝑣 the advanced probability 
∨	 logical OR operation 𝜀(𝜅) a very small probability in 𝜅 

𝐾𝐷𝐹	 a key derivation function 𝑡s operating time of XOR 
𝑃𝑅𝐹	 a pseudo random function 𝑡2 operating time of exponential 
𝑀𝐴𝐶	 a message authentication code 𝑡v operating time of pairing 
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2.1 Algebra systems 
Two main algebra systems adopted in cryptosystems will be introduced in this section, which 

include the cyclic groups and bilinear mapping. The cyclic group computation is popular in 

cryptosystems, which is composed of a group of elements and a specific operation like addition 

{𝔾,+} or multiplication {𝔾,∙}. 

 

2.1.1 Cyclic groups with composite modular 
Let {𝔾,∙} be a multiplicative cyclic group with a composite modular 𝑁 and an order 𝜙	(𝑁). The 

group 𝔾 =	ℤx∗  is composed of all integers [1, 𝑁 − 1] which are relatively prime to 𝑁. By the 

Fermat’s little theorem [21], all elements 𝑔 ∈ 𝔾 satisfiy the relationship that 𝑔z	(x) ≡ 1	𝑚𝑜𝑑	𝑁. 

For clear expression, the modular operation 𝑔~	𝑚𝑜𝑑	𝑁	is simplified as 𝑔~ at the rest of this paper. 

The modular number is omitted throughout this dissertation unless extra mentioned. Under this 

algebra, if the order 𝑞  is big enough, it is said 𝑞 = 𝑞	(𝜅), where 𝜅 is a secure parameter, the 

hardness assumption below is computationally difficult. 

 

The factoring problem 

Given a big composite number 𝑁 = 𝑁 2𝜅 = 𝑝𝑞, it is computationally hard to obtain 𝑝 or 𝑞. Here 

𝜅 is a secure parameter; and 𝑝, 𝑞 are two big prime numbers. The probability of breaking the 

factoring problem is described as follow. 

𝐴𝑑𝑣𝒜
3������?�(𝜅)

123
Pr	[𝑁 = 𝑝𝑞:	𝑝, 𝑞 ← 𝒜 𝑁 ] (1) 

 

2.1.2 Cyclic groups with prime modular 
Let {𝔾,∙} be a multiplicative cyclic group with a prime modular 𝑝 and an order 𝑞, where 𝑞	|	𝑝 − 1. 

The group 𝔾 is composed of all integers in [1, 𝑝 − 1]. By the Fermat’s little theorem [21], all 

elements 𝑔 ∈ 𝔾 satisfiy the relationship that 𝑔W ≡ 1	𝑚𝑜𝑑	𝑝. For clear expression, the modular 

operation 𝑔~	𝑚𝑜𝑑	𝑝	is simplified as 𝑔~ at the rest of this paper. The modular number is omitted 

throughout this dissertation unless extra mentioned. On the other hand, group 𝔾 stands for a 
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multiplicative cyclic group throughout this dissertation unless it is additionally noted. Under this 

algebra, if the prime order 𝑞 is big enough, it is said 𝑞 = 𝑞	(𝜅), where 𝜅 is a secure parameter, 

several hardness problems below are computationally difficult. 

 

The discrete logarithm problem, DL 

Given a generator 𝑔 and an element 𝑔� ∈ 𝔾, where 𝛼 ∈ ℤW∗  is unknown, it is computationally 

difficult to find 𝛼. The probability of breaking the DL problem [10], [22], [23] is regulated as 

follow: 

𝐴𝑑𝑣𝒜,𝔾�� (𝜅)
123

Pr	[𝛼 ← 𝒜 𝑔, 𝑔� ] (2) 

 

The computational Diffie-Hellman problem, CDH 

Given a generator 𝑔 and two elements 𝑔�, 𝑔� ∈ 𝔾, where integers 𝛼, 𝛽 ∈ ℤW∗  are unknown, it is 

computationally difficult to find the element 𝑔��. The only known solution to solve the CDH 

problem is to solve the DL problem so that the CDH problem is weaker than the DL problem [24]. 

The probability of breaking the CDH problem is regulated as follow. 

𝐴𝑑𝑣𝒜,𝔾���(𝜅)
123

Pr	[𝑔�� ←𝒜(𝑔, 𝑔�, 𝑔�)] (3) 

 

The decisional Diffie-Hellman problem, DDH 

Given a generator 𝑔 and three elements 𝑔�, 𝑔�, 𝑔� ∈ 𝔾, where integers 𝛼, 𝛽, 𝛾 ∈ ℤW∗  are unknown, 

it is computationally difficult to determine whether 𝛾 = 𝛼𝛽	𝑚𝑜𝑑	𝑞  or not. The only known 

solution to solve the DDH problem is to solve aforementioned CDH problem [24]. The probability 

of breaking the DDH problem is regulated as follow. 

𝐴𝑑𝑣𝒜,𝔾���(𝜅)
123

|Pr	[(𝛾 = 𝛼𝛽) ← 𝒜 𝑔, 𝑔�, 𝑔�, 𝑔� ] −Pr	[(𝛾 ≠ 𝛼𝛽) ← 𝒜 𝑔, 𝑔�, 𝑔�, 𝑔� ]| (4) 
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The CONF problem  

Given a generator 𝑔 and two elements 𝑔�, 𝑔�� ∈ 𝔾, where integers 𝛼, 𝛽, 𝛼𝛽 ∈ ℤW∗  are unknown, it 

is computationally difficult to acquire 𝑔� . The CONF problem is proved reduced to the CDH 

problem [22], and the probability of breaking the CONF problem is regulated as follow. 

𝐴𝑑𝑣𝒜,𝔾��x�(𝜅)
123

	Pr	[𝑔� ← 𝒜 𝑔, 𝑔�, 𝑔�� ] (5) 

 

2.1.3 Bilinear mapping (pairing)  
The bilinear mapping is also called pairing operation [25]–[27], which is generalized as an 

operation 𝑒:	𝔾�	×	𝔾� 	→ 	𝔾�. Among these, 𝔾�, 𝔾� and 𝔾� are three cyclic groups with the same 

order 𝑞. Then, three fundamental properties should be satisfied by all kinds of pairing operations. 

1. Bilinear: For all 𝛼, 𝛽 ∈ ℤW∗ , all generators 𝑔� ∈ 𝔾� and 𝑔� ∈ 𝔾�, 

𝑒 𝑔��, 𝑔�
� = 𝑒(𝑔�, 𝑔�)�� 

2. Non-degenerate: Let 𝐼� be the identity of 𝔾�, for all generators 𝑔� ∈ 𝔾� and 𝑔� ∈ 𝔾�, 

𝑒(𝑔�, 𝑔�) ≠ 𝐼� 

3. Computable: It should be efficiently computable. 

 

The bilinear mapping could be classified into three types depending on the relationships between 

𝔾� and 𝔾�. If 𝔾� = 𝔾�, this is a symmetric pairing, or so called the type-I pairing; otherwise, it’s 

an asymmetric pairing. In the asymmetric pairing system (𝔾� ≠ 𝔾�), if there exists an isomorphic 

function 𝜓:	𝔾� → 𝔾�, it is named the type-II pairing; otherwise, it is the type-III pairing. 

 

In the bilinear mapping systems, some hardness problems in the cyclic groups are no longer 

difficult. For example, the DDH problem in the type-I pairing is obviously easily distinguishable 

due to the bilinear property defined above. Whereas, in some particular case, the DDH problem 

remains difficult in the bilinear mapping systems. 
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The symmetric external Diffie-Hellman problem, SXDH 

Given generators 𝑔� ∈ 𝔾�, 𝑔� ∈ 𝔾� and three elements 𝑔��, 𝑔�
�, 𝑔~

�, where the index 𝑖, 𝑗, 𝑘 ∈ 	 {1,2} 

and integers 𝛼, 𝛽, 𝛾 ∈ ℤW∗  are unknown, the SXDH problem is to determine whether 𝛾 = 𝛼𝛽	𝑚𝑜𝑑	𝑞 

or not. The difficulty of the SXDH problem depends on the permutation between index 𝑖, 𝑗, 𝑘 and 

three types of pairing computations [28] (it is called XDDH problem in [28]). 

• In type-I pairing, the SXDH problem is not hard. 

• In type-II pairing, it is hard only when 𝑖 = 𝑗 = 𝑘 = 1. 

• In type-III pairing, it is not hard when 𝑗 = 2. 

 

Only the last two conditions above are computationally hard which are as difficult as the DDH 

problem in cyclic groups [28]. In particular, the SXDH problem adopted in this work is that 𝑖 =

𝑗 = 𝑘 = 1 in the type-III pairing. 

𝐴𝑑𝑣𝒜,𝔾 ,𝔾¡	
¢£�� 𝜅

123
| Pr 𝛾 = 𝛼𝛽 ← 𝒜 𝑔�, 𝑔�, 𝑔��, 𝑔�

�, 𝑔~
� −

Pr	[(𝛾 ≠ 𝛼𝛽) ←𝒜 𝑔�, 𝑔�, 𝑔��, 𝑔�
�, 𝑔~

� ]| 

 

(6) 

 

Ateniese’s assumption 

There is another case that a hard problem in the cyclic group algebra remains hard computable in 

the bilinear mapping algebra: the Ateniese’s assumption [29], or it could be realized as a decisional 

CONF problem in the Type-I pairing systems. Given a Type-I pairing 𝑒:	𝔾�	×	𝔾� 	→ 	𝔾�  and 

elements 𝑔�, 𝑔��, 𝑔�
�� ∈ 𝔾� , 𝑔� 	← 	 𝑒(𝑔�, 𝑔�) , 𝑔�

� 	∈ 	𝔾� , output whether 𝛽 = 𝛾  or not, where 

variables 𝛼, 𝛽, 𝛾	 ∈ 	ℤW∗  are unknown. Ateniese’s assumption is regarded as hard as the DDH 

assumption in cyclic groups. The probability of breaking Ateniese’s assumption is regulated as 

follow. 

𝐴𝑑𝑣𝒜,𝔾1,𝔾𝑇
Ateniese	(𝜅)

123
|Pr	[(𝛾 = 𝛽) ← 𝒜 𝑔�, 𝑔��, 𝑔�

��, 𝑔�
� ] −

Pr	[(𝛾 ≠ 𝛽) ← 𝒜 𝑔�, 𝑔��, 𝑔�
��, 𝑔�

� ]| 

 

(7) 
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2.2 Building blocks 
 

Some technologies are frequently regarded as building blocks to construct the encryption schemes. 

These techniques are often adopted as a black or white box; that is, their functionalities and security 

notions are commonly utilized while omitting the implementation details. In this section, several 

building blocks are defined for further constructions. 

 

2.2.1 Hash function 
In modern cryptosystems, hash functions [30] like MD5, SHA-1, SHA-256 are frequently adopted 

in cryptosystems to efficiently map numbers from its domain to co-domain space. Some 

cryptosystems like [12], [31], [32] employee the mapping properties to include different kind of 

messages like ID, serial number or timestamp into the cryptosystems. In addition, a secure hash 

function is able to construct a fixed-length strong hashed value on input any infinite-length 

messages; and in a very high probability that no collision will occur among distinct input messages 

so that the outputted hash values can be regarded as message digits which asserts the integrity of 

the transmitted messages. There are several security requirements related to hash function such as 

the avalanche effect which denotes that two very similar inputs with tiny difference (perhaps only 

one bit) will lead to two totally indistinguishable outputs. Rigorously, the security of hash 

functions is discussed in the following two aspects: 

• One-wayness: A hash function 𝐻 is called one-way if any polynomial-time adversary has 

only negligible probability to extract the input value 𝑥 from the output value 𝐻(𝑥). In most 

cases, the domain size is much larger than the co-domain so that the multi-to-one mapping 

makes it not difficult to be one-way. 

𝐴𝑑𝑣𝒜,��ª(𝜅)
123

Pr	[𝑥 ←𝒜(𝐻(𝑥))] (8) 

 

• Collision-resistant: A hash function 𝐻  is said to be collision-resistant if it is 

computationally difficult to find two different inputs that are hashed to the same output. 

Actually, most hash functions take infinite-length input and output fixed-length message 



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

	

	 17	

digits. By the pigeonhole principle, no hash function is absolutely collision-resistant since 

the domain size is far larger than the co-domain size. Whereas, the co-domain size is also 

big enough so that the collisions happen with only negligible probability if the computation 

result is uniformly distributed in the co-domain space. 

𝐴𝑑𝑣𝒜,��« (𝜅)
123

Pr	[(𝑥 ≠ 𝑦)	⋀	(𝐻 𝑥 = 𝐻 𝑦 ): (𝑥, 𝑦) ←𝒜(𝐻)] (9) 

 

Some properties of hash functions are omitted here, such as the hiding property and the puzzle-

friendly property, both of which play vital roles in the block chain and Bitcoin systems [33], [34]. 

It is worthy to note that the hash functions are seldom proved collision-resistant. Instead, most of 

them are believed collision-resistant and generally utilized until some collisions were found. A 

famous example is that the SHA-1 hash function had been widely used for several years until a 

collision was found and announced by Google Inc. in February 2017 [35]. In this report, the 

complexity of breaking MD5 and SHA-1 are estimated as 30 seconds in a smart phone and 1 year 

among 110 GPU processors, respectively (see Figure 6).  

 

 

Figure 6: The complexity analysis of collision finding for existing hash functions 

 

Random oracle model 

Another spotlight of the cryptographic hash functions is the random oracle model [36]–[38]. In a 

high-level description, no output of hash functions is truly random. It is an assumption that assumes 

the outputs of a hash function is good enough to be replaced by a random oracle. In the security 

proof procedures (which will be introduced in chapter 3), the adversary in the random oracle model 

is not allowed to directly access hash functions. The hash values are obtained through requesting 

hash queries to the hash oracle 𝒪�  controlled by the simulator. Relatively, it is called in the 

standard model if the adversary can compute the hash values itself.  
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Obviously, it is a very strong assumption so that the security in the standard model is much more 

reliable than that in the random oracle model. For example, Fujisaki and Okamoto proposed a 

generic construction [39] that shows all CCA secure PKE schemes could be proved CCA2 secure 

in the random oracle model through their enhancement1. Some literatures like [37] argue that the 

assumption is too strong so that the security under the random oracle model implies no security in 

the real world. Other scholars advocate the security in the random oracle model remains valuable 

since some reduction between them might be eligible; whereas, the reduction itself is in the similar 

level of the reduction between NP/P problems. 

 

2.2.2 Secret sharing 
The secret sharing concept was firstly proposed by Adi Shamir [40], drawn in Figure 7. It was 

proposed to satisfy the following scenario: Someone owns a secret 𝑠 and tries to share it with 𝑛 

users. Then, two properties below are expected after sharing. 

• Any 𝑡 participants are able to reconstruct the secret. 

• Any permutation of insufficient (at most 𝑡 − 1) participants acquire no information about 

the secret 𝑠. 

 

The original work proposed a sound 𝑡-out-of-	𝑛 secret sharing solution with perfect security. The 

secret owner firstly picks 𝑡 − 1  random numbers (𝑟�, 𝑟�,⋯ , 𝑟�°�) . Second, it samples a 

polynomial-function 𝑓(𝑥)  with degree 𝑡 − 1 , which is uniquely determined by 𝑡  points 

{ 0, 𝑠 , (1, 𝑟�), (2, 𝑟�),⋯ , (𝑡 − 1, 𝑟�°�)} on the 2-D platform. Then, for all 𝑖	 ∈ 	 [1, 𝑛], the secret 

owner transmits a point (𝑖, 𝑓(𝑖)) to participant 𝑃� through a secure channel to complete the secret 

sharing algorithm. Any 𝑡 participants can cooperate to rebuild the polynomial function 𝑓 𝑥  by 

gathering their points, and in addition to compute 𝑠 ← 𝑓(0) . On the other hand, any 𝑡 − 1 

																																																								
1 Public key encryption (PKE) and chosen ciphertext attacks (CCA) will be formally introduced in 

chapter 3. 
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participants cannot obtain the secret because 𝑡 points are necessary to recover a (𝑡 − 1)-degree 

polynomial function. That is, it is perfect secure against any insufficient participants. The secret 

sharing skill is widely adopted in numerous researches such as [41], [42]. In addition, it is also 

applied to secret key storage applications like Bitcoin [33], [34] and block chain systems. 

 

 

Figure 7: Shamir secret sharing 

 

2.2.3 Commitment 
A cryptographic commitment [43], [44] acts like an envelope. Someone seals a value inside the 

envelope and leaves it on a public platform. So far, no one knows the content inside. Later, it can 

open the envelope to publish the value. In this architecture, two properties are expected to hold: 

the value keeps secret before opening and the value was not tampered while opening. The former 

one is called hiding and the latter one is binding in the cryptographic commitments. Let 𝑐 ←

𝑐𝑜𝑚𝑚𝑖𝑡(𝑥, 𝑟) be a commitment of value 𝑥 and a high min-entropy randomness 𝑟, two properties 

are formally regulated as follows. 

• Hiding: Given 𝑐𝑜𝑚𝑚𝑖𝑡(𝑥, 𝑟), it is hard find 𝑥. The probability of breaking the hiding 

property of a commitment is estimated as: 

𝐴𝑑𝑣𝒜,��²²��	
��1�?� (𝜅)

123
Pr	[𝑥 ←𝒜(𝑐𝑜𝑚𝑚𝑖𝑡(𝑥, 𝑟))] (10) 
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• Binding: It is difficult to find two value-randomness (𝑥, 𝑟) pairs that were committed to 

the same commitment. That is:  

𝐴𝑑𝑣𝒜,��²²��	
³�?1�?� (𝜅)

123
Pr	 𝑐𝑜𝑚𝑚𝑖𝑡 𝑥�, 𝑟� = 𝑐𝑜𝑚𝑚𝑖𝑡 𝑥�, 𝑟� ∧

𝑥�, 𝑟� ≠ 𝑥�, 𝑟� :	 𝑥�, 𝑥�, 𝑟�, 𝑟� ← 𝒜
 

(11) 

 

Theorem 1: A commitment cannot be both perfect hiding and perfect binding 

Proof. At least, it is impossible in a two-party setting. The term perfect means even the adversary 

has unbounded computational power, the probability of breaking the hiding/binding property is 

still 0. The proof is intuitive. First, by the pigeonhole principle, it has to be a one-to-one mapping 

relationship between the domain and the co-domain fields if one commitment is perfect binding. 

Assume the co-domain size is 𝑛, it could be easily explained why the perfect hiding is infeasible. 

Given a value 𝑥 and its commitment 𝑐𝑜𝑚𝑚𝑖𝑡 𝑥, 𝑟  for some randomness 𝑟, all other values 𝑦 ≠

𝑥 in this setting will not be perfect hiding because for all possible randomness 𝑟′, relationship 

𝑐𝑜𝑚𝑚𝑖𝑡 𝑥, 𝑟 = 𝑐𝑜𝑚𝑚𝑖𝑡 𝑦, 𝑟′  will definitely fail owing to the one-to-one mapping. In other 

words, there are at most 𝑛 − 1 possible value of 𝑐𝑜𝑚𝑚𝑖𝑡 𝑦, 𝑟′ , and the damaged probability 

directly indicates that the commitment with perfect hiding and perfect binding is infeasible in a 

two-party setting. By the way, in literature [43], an addition third party is employed to construct a 

commitment with perfect hiding and perfect binding. 

 

Pedersen commitments 

Let 𝑔, ℎ  be two generators in a multiplicative cyclic group 𝔾  with order 𝑞 , and the discrete 

logarithm problem between ℎ  and base 𝑔  is unknown. For a  value 𝑥 ∈ ℤW∗ , the Pedersen 

commitment [44] is computed as 𝑐 ← 	𝑔�ℎs where 𝑟
$
ℤW∗  and it is opened via providing (𝑥, 𝑟). 

The Pederson commitment is computational binding based on the hardness of the DL problem. In 

other words, the Pederson commitment is binding if 𝐴𝑑𝑣𝒜,𝔾	�� (𝜅) is negligible. On the other hand, 

it is perfect hiding because for all commitment 𝑐 ← 𝑔�ℎs, the following relationship holds. 

∀𝑥 ∈ ℤW∗ , ∃𝑟 ∈ ℤW∗ :	𝑐 = 𝑔�ℎs (12) 
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2.2.4 Key derivation function 
A key derivation function (𝐾𝐷𝐹) [45], [46] is a particular function based on hash functions. With 

a high min-entropy randomness 𝑟, the 𝐾𝐷𝐹 deterministically outputs a high min-entropy key for 

other cryptosystems like encryption schemes or pseudo random functions. Let 𝛴 be a source of 

key material. A key derivation function 𝐾𝐷𝐹 is called (𝑡, 𝑞, 𝜀(𝜅))-secure with respect to 𝛴 if for 

any polynomial-time algorithm 𝒜 running in time 𝑡 with at most 𝑞 oracle queries the probability 

𝐴𝑑𝑣𝒜	¸��(𝜅) ≤ 𝜀(𝜅) for distinguishing the output of 𝐾𝐷𝐹(𝑘, 𝑐) from uniformly drawn random 

strings of the same length, assuming that (𝑘, 𝛼) 	← 	𝛴 where 𝑘 is the secret key material and 𝛼 is 

some side information. It is assumed that 𝒜 knows 𝛼, has control over the context information 𝑐 

and has oracle access to 𝐾𝐷𝐹(𝑘,·) which cannot be queried on 𝑐. 

 

2.2.5 Pseudo random function 
A pseudo random function [47], [48] is a key driven function that takes a high min-entropy key 

and a seed as input in order to output a number that looks random. Let 𝑘 be a high min-entropy 

key, any polynomial time adversary cannot distinguish value 𝑃𝑅𝐹(𝑘, 𝑠) from a random number. 

The formal security definition of the 𝑃𝑅𝐹 function is described in the follow experiment. 𝑃𝑅𝐹 is 

called (𝑡, 𝑞, 𝜀(𝜅))-secure if for any polynomial-time algorithm 𝒜 running in time 𝑡 with at most 

𝑞 oracle queries the probability 𝐴𝑑𝑣𝒜	»«�(𝜅) ≤ 𝜀(𝜅) for distinguishing the outputs of 𝑃𝑅𝐹(𝑘, 𝑠) 

from the outputs of a truly random function 𝑓 of the same length, assuming that 𝒜 has oracle 

access to 𝒪»«�(·) which contains either 𝑃𝑅𝐹(𝑘,·) or 𝑓(·) and which cannot be queried on 𝑠. 

 

2.2.6 Message authentication code 
A message authentication code [49] is also a key driven technology frequently adopted to ensure 

the integrity of transmitted data. It is comprised of the algorithms. 

• 𝑀𝐾𝐺𝑒𝑛(1¼): on input security parameter 𝜅, it outputs a key 𝑚𝑘 ← {0, 1}¼. 

• 𝑇𝑎𝑔(𝑚𝑘,𝑚): on input a key 𝑚𝑘 and a message 𝑚, output tag 𝜇 ← 𝑇𝑎𝑔(𝑚𝑘,𝑚). 

• 𝑉𝑟𝑓𝑦(𝑚𝑘,𝑚, 𝜇): on input a key 𝑚𝑘, a message 𝑚 and a tag 𝜇 outputs 1 if 𝜇 is valid or 0 

otherwise. 
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A message authentication code is secure if no polynomial time adversary can forge a legal message 

authentication code without knowing the corresponding key. Let 𝑚𝑘 ← 𝑀𝐾𝐺𝑒𝑛(κ), and oracle 

𝒪»«�(·) returns 𝑇𝑎𝑔(𝑚𝑘,𝑚),  the security is formalized as the following probability estimation. 

The only limit is the outputted message 𝑚∗ has never been queried to oracle 𝒪»«� · . 

𝐴𝑑𝑣𝒜,ÁÂ�	
Ã?3���2(𝜅)

123
Pr	[1 = 𝑉𝑟𝑓𝑦 𝑚𝑘,𝑚∗, 𝜇∗ : (𝑚∗, 𝜇∗) ←𝒜𝒪ÄÅÆ(·)] (13) 
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3. Public key encryption 
 

The public key encryption has been proposed for decades. Users in public key cryptosystems have 

a pair of public / private keys. Among these, the public key is publically available, which is 

designed to encrypt a message or to verify the digital signatures. On the other hand, the secret key 

is utilized to decrypt ciphertexts or to sign a signature over a message. Compared to symmetric 

encryption schemes, there are pros and cons about public key encryption. The advantage is that no 

key agreement or key distribution problems should be solved before message transmissions; and 

the disadvantage is most public key encryption systems require higher computational costs than 

symmetric encryption schemes. Another drawback of public key encryption is that a trusted party 

called public key infrastructure (PKI) is required to guarantee the relationship between public keys 

and user identities, but it is omitted throughout this dissertation since it is another issue beside the 

main encryption / decryption functionalities. In this section, the framework including the syntax 

and the security notions will be introduced first. Then, several previous public key encryption 

schemes will be revised. Following, two famous ciphertext computation skills for public key 

encryption schemes, homomorphic encryption and commutative encryption, will be briefly 

discussed. Finally, two research paper about the commutative encryption is going to be introduced 

at the end of this section. 

 

3.1 Framework 
 

As shown in Figure 8, the scenario of public key encryption could be realized as follows. A public 

key encryption is established by setting some public parameters. Then, each user picks a pair of 

public key and private key. The public key can be published to all users, while the secret key 

should be kept in a private manner. Assume a sender Alice desires to encrypt and deliver some 

message to a receiver Bob, she utilizes Bob’s public key to encrypt it. The encrypted ciphertext 

will be transmitted in public channels. Finally, Bob decrypts the ciphertext using his private key 

and gets the hidden message.  
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Figure 8: The public key encryption 

 

3.1.1 Syntax 
The public key encryption (PKE) schemes are composed of four polynomial-time algorithms: 

𝑆𝑒𝑡𝑢𝑝, 𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, and 𝐷𝑒𝑐, which are defined below. 

• 𝑆𝑒𝑡𝑢𝑝 1É : On input a secure parameter, this algorithm probabilistically generates public 

parameters 𝑝𝑝 which is published for further computations. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input 𝑝𝑝, a user probabilistically generates a pair of keys: a public key 𝑝𝑘 

and a secret key 𝑠𝑘. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): The sender encrypts a message 𝑚 into a ciphertext 𝐶 using the receiver’s 

public key 𝑝𝑘. In some cases, if the encryption is probabilistic which means randomness 

is taken into consideration in the encryption process, an abbreviation 𝐸𝑛𝑐(𝑝𝑘,𝑚, 𝑟) 

denotes the encryption of message 𝑚 using public key 𝑝𝑘 and randomness 𝑟. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): The receiver deterministically decrypts the ciphertext 𝐶 to obtain the hidden 

message 𝑚 using his secret key 𝑠𝑘. 

Correctness: The PKE scheme works properly if the following relationship holds: 

∀κ ∈ ℕ, ∀m ∈ ℳ, 𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 1É , 𝑠𝑘, 𝑝𝑘 ← 𝐾𝐺𝑒𝑛 𝑝𝑝 :	𝐷𝑒𝑐 𝑠𝑘, 𝐸𝑛𝑐 𝑝𝑘,𝑚 = 𝑚 (14) 
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Figure 9: The OW and IND experiments for PKE security 

 
3.1.2 Security notions 
In terms of security, the most convincing framework is a game-based model [50], [51] between an 

adversary 𝒜 and a simulator 𝒮. Generally speaking, if there is an adversary who has advanced 

probability 𝐴𝑑𝑣𝒜,»¸ËÌ�²2°²�12(κ) to win the applied game, then this particular ability will be utilized 

to break some hardness assumptions. 2 The internal reductions between the PKE schemes and the 

																																																								
2 In fact, there are various security models to define the indistinguishability for PKE schemes. For 

example, one common model can be described as follows: an adversary 𝒜� interacts with the 

simulator through the decryption oracle 𝒪�   and it outputs (𝑚Í,𝑚�) ; another adversary 𝒜� 

interacts with the simulator through the decryption oracle 𝒪�¡  and it outputs 𝑏′ . But two 

adversaries are forbidden to communicate with each other. This is a common adopted 

indistinguishability model for ciphertext computable schemes like equality test and homomorphic 

encryption. In this work, it is only discussed about the basic indistinguishability models: IND-CPA, 

IND-CCA and IND-CCA2. Owing to their simple definition, they are widely accepted and 

recognized as security standards. 

𝐸𝑥𝑝𝒜,»¸ËÎx�°²�12°Ï(κ)	
						𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1É);	
						(𝑠𝑘, 𝑝𝑘) ← 𝐾𝐺𝑒𝑛(𝑝𝑝);	
						(𝑚Í,𝑚�) ← 𝒜𝒪Ð (∙)(𝑝𝑝, 𝑝𝑘);	
						𝐶Ï ← 𝐸𝑛𝑐(𝑝𝑘,𝑚Ï);	
						𝑏′ ← 𝒜𝒪Ð¡(∙)(𝑝𝑝, 𝑝𝑘, 𝐶Ï);	
	

𝐸𝑥𝑝𝒜,»¸Ë�ª°²�12(κ)	
						𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1É);	
						(𝑠𝑘, 𝑝𝑘) ← 𝐾𝐺𝑒𝑛(𝑝𝑝);	
						𝒜𝒪Ð (∙)(𝑝𝑝, 𝑝𝑘);	

						𝑚∗ $
←ℳ;	

						𝐶∗ ← 𝐸𝑛𝑐(𝑝𝑘,𝑚∗);	
						𝑚′ ← 𝒜𝒪Ð¡(∙)(𝑝𝑝, 𝑝𝑘, 𝐶∗);	
	if (𝑚𝑜𝑑𝑒 = 𝐶𝑃𝐴) 

						𝒪�  = 𝒪�¡ =⊥; 
else	if (𝑚𝑜𝑑𝑒 = 𝐶𝐶𝐴) 
						𝒪�  = 𝐷�;	
						𝒪�¡ =⊥;	
else	if (𝑚𝑜𝑑𝑒 = 𝐶𝐶𝐴2) 
						𝒪�  = 𝐷�;	
						𝒪�¡ = 𝐷�;	

𝐷�(𝐶)	
						return 𝐷𝑒𝑐(𝑠𝑘, 𝐶); 
	
𝐷�(𝐶)	
						if (𝐶 ≠ 𝐶Ï) 
											return 𝐷𝑒𝑐(𝑠𝑘, 𝐶); 
						else	return ⊥; 
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applied hardness assumptions will be implemented through experiments simulated by the 

simulator. As shown in Figure 9, to precisely formalize an experiment, games and modes are 

required to be defined first, which the former one defines how to win an experiment, and the latter 

one shows how much help will the adversary obtain. 

 

Game models 

A game model between an adversary 𝒜 and a simulator 𝒮 defines the goal that the adversary tries 

to reach. If the adversary has non-negligible probability to achieve this goal, the adversary is said 

wins this game; otherwise, it is said the PKE scheme is secure in this game model. Two common 

seen game models are introduced as follows: 

• One-way (OW): A PKE scheme is called one-way secure if given a ciphertext 𝐶 ←

𝐸𝑛𝑐(𝑝𝑘,𝑚) and the public key 𝑝𝑘 which encrypts 𝐶, it is hard to find the hidden message 

𝑚 from the ciphertext 𝐶. The detail steps are listed below for clear expression. 

o Phase 1: The simulator produces the public parameters 𝑝𝑝  and a pair of keys 

(𝑠𝑘, 𝑝𝑘) and sends (𝑝𝑝, 𝑝𝑘) to the adversary. 

o Phase 2: The simulator randomly picks 𝑚∗ $
ℳ  and encrypts it as 𝐶∗ ←

𝐸𝑛𝑐(𝑝𝑘,𝑚∗). Then, 𝐶∗ is sent to the adversary as a challenge. 

o Phase 3: The adversary outputs 𝑚′ at the end. The adversary wins if 𝑚∗ = 𝑚′; or it 

loses, otherwise. 

• Indistinguishable (IND): A PKE scheme is called indistinguishable secure when an 

adversary has a correct guess of which one of his chosen two messages was encrypted as a 

challenge. Step by step, the detail of this game is discussed in three phases. 

o Phase 1: The simulator produces the public parameters 𝑝𝑝  and a pair of keys 

(𝑠𝑘, 𝑝𝑘) and sends (𝑝𝑝, 𝑝𝑘) to the adversary. 

o Phase 2: The adversary outputs two messages (𝑚Í,𝑚�) to the simulator on its 

choice. Then, the simulator randomly picks the 𝑏-th one and encrypts it as 𝐶Ï ←

𝐸𝑛𝑐(𝑝𝑘,𝑚Ï) where 𝑏
$
{0, 1}. Finally, 𝐶Ï is sent to the adversary as a challenge. 
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o Phase 3: The adversary outputs a guess 𝑏′ at the end. The adversary wins if 𝑏 = 𝑏′; 

or it loses, otherwise. 

 

These are two widely applied game models. Definitely, the one-way security is quite weaker than 

the indistinguishable security, and the reduction is intuitive: if one can break the one-way security 

to obtain the message, there is no doubt to break the indistinguishable security. On the contrary, 

an adversary who breaks the indistinguishability has no idea to output a whole message from the 

challenged ciphertext. In general, most PKE schemes only consider the indistinguishable security 

unless they are designed for some special purposes like equality test which will be formally 

discussed in latter sections. 

 

Adversary modes 

In principle, the adversary modes are defined to describe how much extra help will be available 

from the simulator side. In those games defined above, the simulator is responsible to generate the 

parameters 𝑝𝑝, a pair of keys (𝑠𝑘, 𝑝𝑘) and the challenge. The primitive games are additionally 

enhanced with the adversary modes. More information will be provided to the adversary through 

oracle accesses which are maintained by the simulator. There are three modes including the chosen 

plaintext attack (CPA), chosen ciphertext attack (CCA) and adaptive chosen ciphertext attack 

(CCA2), which differ from the accessibility of oracles 𝒪�  and 𝒪�¡. 

• In CPA mode, 𝒪�  = 𝒪�¡ =⊥. 

• In CCA mode, 𝒪�  = 𝐷� and 𝒪�¡ =⊥. 

• In CCA2 mode, 𝒪�  = 𝐷� and 𝒪�¡ = 𝐷�. 

 

The both oracles can be requested for polynomial-many but not infinite times. Take the IND-CCA2 

experiment for example, the adversary can request decryption queries to oracle 𝒪�   for 

polynomial-many times in Phase 1. Then, after outputting (𝑚Í,𝑚�)  and receiving 𝐶Ï ←

𝐸𝑛𝑐(𝑝𝑘,𝑚Ï), it still can ask decryption queries to oracle  𝒪�¡ for polynomial-many times in Phase 
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2. The only restriction is the challenge 𝐶Ï  cannot be requested to oracle  𝒪�¡ . The generic 

definition of the game-mode model is illustrated in Figure 9. Besides, functions 𝐷� and 𝐷� that 

were applied to implement oracles are also formalized inside Figure 9.  Both these two security 

models can be regulated by mathematical expressions. A public key encryption is called OW-

CCA2 secure or IND-CCA2 secure if probability 𝐴𝑑𝑣𝒜,»¸Ë�ª°��Â�  or 𝐴𝑑𝑣𝒜,»¸ËÎx�°��Â�  is negligible, 

respectively, where two probabilities are defined as follows. 

𝐴𝑑𝑣𝒜,»¸Ë�ª°��Â� 𝜅
123

Pr

𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 𝜅 ; 𝑠𝑘, 𝑝𝑘 ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ;

𝒜𝒪Ð  ⋅ 𝑝𝑝, 𝑝𝑘 ;𝑚∗ $
ℳ;

𝐶∗ ← 𝐸𝑛𝑐 𝑝𝑘,𝑚∗ ;
𝑚Ó ← 𝒜𝒪Ð¡ ⋅ 𝑝𝑝, 𝑝𝑘, 𝐶∗ :𝑚∗ = 𝑚Ó

 

 

 

(15) 

𝐴𝑑𝑣𝒜,»¸ËÎx�°��Â� 𝜅
123

Pr

𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 𝜅 ; 𝑠𝑘, 𝑝𝑘 ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ;

𝑚Í,𝑚� ← 𝒜𝒪Ð  ⋅ 𝑝𝑝, 𝑝𝑘 ; 𝑏
$
0, 1 ;

𝐶Ï ← 𝐸𝑛𝑐 𝑝𝑘,𝑚Ï ;
𝑏Ó ← 𝒜𝒪Ð¡ ⋅ 𝑝𝑝, 𝑝𝑘, 𝐶Ï : 𝑏 = 𝑏Ó

−
1
2

 

 

 

(16) 

 

The most concerned model nowadays might be the IND-CCA2 security which is the strongest one 

among above discussions, it is also called the semantic security for PKE schemes. In a high-level 

description, when an adversary who is given adaptive oracle accesses still has no idea to distinguish 

the chosen message from the challenge, it is believed that almost no information is leaked from 

the ciphertext. By the way, if a public key encryption can be proved IND-CCA2 secure, it denotes 

the forward security that no other encrypted ciphertext will be influenced even a specific ciphertext 

is broken.  

 

Honest or malicious 

Besides the adversary modes, there is another model of adversary that is classified by the 

adversary’s behavior. Definitely, the behavior of adversary is not controllable. They are merely 

discussed in different classification. For example, an encryption scheme is called IND-CCA secure 

against honest adversaries, but when the adversary cheats, that encryption scheme might not be 

IND-CCA secure. Two common models are listed below: 
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• Honest-but-Curious adversary: Adversaries in this classification follow the protocols or 

algorithms in principle. They work normally, return correct value and tell the truth. The 

only disadvantage is that the adversaries are curious so that they try to acquire more 

information or secrets than what they were expected to know. 

• Malicious adversary: These adversaries do not follow the protocols and algorithms. They 

try their best to track or obtain the secrets. They might eavesdrop all communication 

channels, tamper several messages, or even pretend users or servers. These actions might 

crash the cryptosystems, but they don’t care. 

 

3.2 Previous works  
 

From 1983, Rivest et al. [9] proposed the first public key encryption RSA, numerous PKE works 

were gradually proposed to satisfy different algebra systems, higher security and better efficiency, 

etc. For example, the original PKE scheme, RSA, was built over composite modular cyclic group 

algebra; then, the ElGamal encryption [10] applied the computation in a prime modular cyclic 

group system. Other PKE schemes might base on bilinear mapping systems or even lattice algebras. 

In this section, some previous PKE works are revised, which some of them will be adopted as 

building blocks in latter sections. 

 

3.2.1 RSA 
RSA [9] is the first public key encryption scheme named by authors Rivest, Shamir and Adleman, 

and these authors won the Tuning Award 2002 [52] owing to the contribution of public key 

encryption schemes. Rather than the prime modular cyclic group defined in section 2.1.2, RSA 

works over a cyclic group with a composite modular. The algorithms are briefly introduced below: 

• 𝑆𝑒𝑡𝑢𝑝 1É : No initialization setting is required in RSA so that the public parameter is 

merely 𝑝𝑝 ← 1É. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input the public parameter, a user computes 𝑁 ← 𝑝𝑞 where 𝑝, 𝑞 < 1É are 

two big prime random numbers with equal bit-length. Let 𝜙(∙) be the Euler’s function and 
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𝑘 ← 𝜙(𝑁) , the user randomly picks a public key 𝑒 ∈ ℤ~∗  where gcd 𝑒, 𝑘 = 1 , and 

computes the secret key 𝑑 where 𝑒𝑑 ≡ 1	𝑚𝑜𝑑	𝑘. Then, it publishes the public key (𝑒, 𝑁) 

and keeps the secret key 𝑑 in private. Parameters 𝑝 and 𝑞 can be deleted after computing 

the secret key. It is worthy to remark that finding an inverse of the public key 𝑒 is quite 

hard based on the integer factoring problem unless the confidential values 𝑝 and 𝑞 are 

known. The message space ℳ is set to ℤx. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): To encrypt a message 𝑚, the sender computes 𝐶 ≡ 𝑚2	𝑚𝑜𝑑	𝑁. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶) : The receiver decrypts the ciphertext 𝐶  to obtain the hidden message 𝑚 

through 𝑚 ≡ 𝐶1	𝑚𝑜𝑑	𝑁. 

Correctness: The RSA ciphertext can be properly decrypted follows: 

𝐶1 	≡ 𝑚21	²�1	~ ≡ 𝑚�	𝑚𝑜𝑑	𝑁 ≡ 𝑚											(𝑚𝑜𝑑	𝑁) (17) 

 

Security notion 

RSA is a deterministic encryption scheme so that it is not secure in the indistinguishability model, 

which deterministic means this encryption doesn’t take random numbers into consideration. In 

other words, the same message 𝑚 and the same public key 𝑝𝑘 imply the same ciphertext 𝐶 in 

deterministic encryption schemes. In the indistinguishable games, an adversary is given 𝑝𝑝 and 

𝑝𝑘 , he can output his chosen messages (𝑚Í,𝑚�)  and later distinguish the challenge 𝐶Ï  by 

verifying 𝑚Í
2 and 𝑚�

2. The whole process even does not rely on the oracle accesses. In terms of 

security, it is convinced that RSA is not IND-CPA secure. 

 

It is remarkable that some variants of RSA conquer the deterministic problem through the padding 

systems. A padded message is the concatenation of a random number and a message (𝑚Ó ← 𝑟||𝑚) 

where 𝑟
$
{0,1} x °|ℳ| and 𝑚 ∈ 	ℳ stand for the randomize and the message, respectively. The 

encryption and decryption remain 𝐶 ≡ 𝑚′2	𝑚𝑜𝑑	𝑛 and 𝑚′ ≡ 𝐶1	𝑚𝑜𝑑	𝑛, respectively. Only one 

additional step is to compute 𝑚 ← 𝐿𝑆𝐵ℳ (𝑚′). Compared to the original RSA scheme, the RSA 

variants [53], [54] with padding pre-processes and post-processes might be proved IND-CCA 
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secure or even IND-CCA2 secure; relatively, there is one drawback that their message spaces were 

dramatically decreased from ℤx∗  to the least |ℳ|  bits. Definitely, number |ℳ|  is quite small 

because number 𝑁 − |ℳ|, as a randomness, has to be long enough to ensure the security. 

Symbols ℤx∗ , ℳ and 𝐿𝑆𝐵ℳ (∙) could be referred to Table 1 in the beginning of chapter 2.	

 

3.2.2 Paillier encryption 
Paillier encryption [13], [14] is also an encryption scheme based on cyclic groups with composite 

modular number 𝑁 = 𝑝𝑞 . In advance, it’s quite interesting that numbers are computed over 

modular 𝑁�, rather than modular 𝑁. 

• 𝑆𝑒𝑡𝑢𝑝 1É : No initialization setting is required in Paillier so that the public parameter is 

merely 𝑝𝑝 ← 1É. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input the public parameter, a user computes 𝑁 = 𝑝𝑞 where 𝑝, 𝑞 < 1É are 

two big prime random numbers with equal bit-length. Let 𝜙(∙) be the Euler’s function and 

𝜆𝑁 ← 𝜙(𝑁�), the user randomly picks an element 𝑔 ∈ ℤx¡
∗  where gcd 𝑔Ö, 𝑁 = 1. Then, 

it publishes the public key (𝑔, 𝑁) and privately stores the secret key 𝜆. Parameters 𝑝 and 𝑞 

can be deleted after computing the secret key. It is worthy to remark that finding the secret 

key 𝜆 is quite hard based on the integer factoring problem unless the confidential values 𝑝 

and 𝑞 are known. The message space ℳ is set to ℤx∗ . 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): To encrypt a message 𝑚, the sender selects a random number 𝑟	
$
	ℤx¡
∗  and 

computes 𝐶 ≡ 𝑔²𝑟x	𝑚𝑜𝑑	𝑁�. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶) : The receiver decrypts the ciphertext 𝐶  to obtain the hidden message 𝑚 

through 𝑚 ≡	 (	𝐿(𝐶Ö	𝑚𝑜𝑑	𝑁�) 𝐿(𝑔Ö	𝑚𝑜𝑑	𝑁�))	𝑚𝑜𝑑	𝑁 where 𝐿 𝑥 	
123

		 (𝑥 − 1) 𝑁. 

Correctness: The correctness of Paillier ciphertext is a bit complicated. It can be properly 

decrypted follows: 

					 𝐿 𝐶Ö	𝑚𝑜𝑑	𝑁� 𝐿 𝑔Ö	𝑚𝑜𝑑	𝑁� 																									 𝑚𝑜𝑑	𝑁 	

= 𝐿 𝑔²Ö𝑟Öx	𝑚𝑜𝑑	𝑁� 𝐿 𝑔Ö	𝑚𝑜𝑑	𝑁� 																 𝑚𝑜𝑑	𝑁 	
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= 𝐿 𝑔²Ö	𝑚𝑜𝑑	𝑁� 𝐿 𝑔Ö	𝑚𝑜𝑑	𝑁� 																							 𝑚𝑜𝑑	𝑁  (18) 

 
By the skillful design of the modular 𝑁�, element 𝑔 satisfies three properties below: 

1. ∀𝑔 ∈ ℤx¡
∗ : 𝑔Öx = 1	(𝑚𝑜𝑑	𝑁�)  

2. Since 1 + 𝑁	 ∈ 𝑁�, so that ∀𝑔 ∈ ℤx¡
∗ , ∃	𝑎	 ∈ 𝑁, 𝑏	 ∈ 𝑁� ∶ 	𝑔 = 1 + 𝑁 �𝑏x	(𝑚𝑜𝑑	𝑁�). 

3. Following property 2, an explicit equation ∀𝑔 ∈ ℤx¡
∗ :	𝑔Ö = 1 + 𝑎𝜆𝑁	(𝑚𝑜𝑑	𝑁�) can be 

obtained. The inference is straightforward by expanding the polynomial equation that  

𝑔Ö = 1 + 𝑁 �Ö𝑏Öx = 1 + 𝑁 �Ö																																																(𝑚𝑜𝑑	𝑁�)	

						= 1 + 𝑎𝜆𝑁 + 𝐶��Ö
�Ö

�Ø�
𝑁� = 1 + 𝑎𝜆𝑁						(𝑚𝑜𝑑	𝑁�) 

  

(19) 

 

4. Following property 3, the relationship ∀𝑔 ∈ ℤx¡
∗ , ∀𝑚 ∈ 𝑁:	𝑔²Ö = 1 + 𝑎𝑚𝜆𝑁	(𝑚𝑜𝑑	𝑁�) 

can be obtained. The inference is similar to equation (19).  

𝑔²Ö = (1 + 𝑎𝜆𝑁)² = 1 + 𝑎𝑚𝜆𝑁 + 𝐶�²
²

�Ø�
(𝑎𝜆𝑁)� = 1 + 𝑎𝑚𝜆𝑁						(𝑚𝑜𝑑	𝑁�)   

(20) 

 

Let 𝑔Ö = 1 + 𝑎𝜆𝑁	𝑚𝑜𝑑	𝑁� and 𝑔²Ö = 𝑎𝑚𝜆𝑁	𝑚𝑜𝑑	𝑁�, equation (18) becomes:  

				 𝑔²Ö	𝑚𝑜𝑑	𝑁� 𝑔Ö	𝑚𝑜𝑑	𝑁� 	= 	𝑎𝑚𝜆	 𝑎𝜆	 = 𝑚						 𝑚𝑜𝑑	𝑁� 	

 

(21) 

Security notion 

As an additive homomorphic encryption, the Paillier encryption is at most IND-CCA secure. 

Briefly, in the IND-CCA2 game, after the adversary outputs (𝑚Í,𝑚�)  and receives the challenge 

𝐶Ï ← 𝑔²Ù𝑟x, he can request a decryption query 𝐶′ ← 𝐶Ï𝑠x to the decryption oracle 𝒪�¡ for some 

random chosen value 𝑠	 ∈ 	ℤx¡
∗ . Then, the decryption oracle 𝒪�¡  will return 𝑚Ï  so that the 
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adversary is absolutely able to win the IND-CCA2 game. The homomorphism and security models 

like IND-CCA and IND-CCA2 will be discussed in latter sections. 

 

Paillier encryption has been widely applied to several applications. Some variants of Paillier 

encryption might improve the security notion through disabling the homomorphism of Paillier 

encryption. One of the most famous application is to build a public key encryption with double 

trapdoor decryption mechanism [55]. 

 

3.2.3 ElGamal encryption 
The ElGamal encryption [10] is a PKE scheme based on the Diffie-Hellman key exchange [24] in 

a prime modular cyclic group. The algorithms are briefly recalled below: 

• 𝑆𝑒𝑡𝑢𝑝 1É : The algorithm takes as input a secure parameter 1É and outputs a cyclic group 

as the public parameters 𝑝𝑝 ← {𝔾, 𝑞, 𝑝, 𝑔}  which was defined in section 2.1.2. The 

message space ℳ is set to the group 𝔾. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input the public parameters, a user randomly picks 𝑥
$
ℤW∗  as its private 

key and publishes the public key 𝑦 ← 𝑔s. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): To encrypt a message 𝑚, the sender randomly picks 𝑟
$
ℤW∗  and computes 

𝐶 ← 𝑈, 𝑉 , 𝑈 ← 𝑔�, 𝑉 ← 𝑚𝑦� 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶) : The receiver decrypts the ciphertext 𝐶  to obtain the hidden message 𝑚 

through  

𝑚 ← 𝑉/𝑈s 

Correctness: The ElGamal ciphertext can be properly decrypted follows: 

𝑉 𝑈s = 𝑚𝑦� 𝑔s� = 𝑚 (22) 
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Security notion 

ElGamal is IND-CCA secure [56], the multiplicative homomorphism limits its security upper 

bound. The homomorphism will be formally introduced in later sections. Here it is briefly treated 

as a computable property over ciphertexts. Following, it is easy to discuss why it is not IND-

CCA2 secure. Let 𝑝𝑝 and 𝑝𝑘 be given to the adversary, then it outputs its chosen (𝑚Í,𝑚�)  and 

receives the challenge 𝐶Ï ← (𝑔�,𝑚Ï𝑦�) in the IND-CCA2 game. The challenge 𝐶Ï is forbidden to 

be requested to the decryption oracle 𝒪�¡ . Whereas, the adversary can trickily send a variant 

ciphertext 𝐶∗ ← (𝑔�ÜÝ,𝑚Ï𝑦�ÜÝ) to the decryption oracle 𝒪�¡ where 𝑠
$
ℤW∗ . The simulator has no 

idea about this situation so that it returns the decrypted 𝑚Ï and the adversary trivially wins the 

game. It is said that the decryption oracle of ElGamal encryption cannot detect the tampered 

ciphertext so that it is at most IND-CCA secure, rather than IND-CCA2 secure. 

 

3.2.4 Cramer Shoup encryption 
The Cramer Shoup encryption [11], [12] can be regarded as a variant of the ElGamal encryption, 

which enhanced the security notion by breaking the homomorphism. In a high-level view, the 

Cramer Shoup encryption inherits the cyclic group system and computations of the ElGamal 

encryption; in addition, it includes a proof value that stops adversaries from tamping a ciphertext. 

Let the algorithms be shown first and the security proof follows later. 

• 𝑆𝑒𝑡𝑢𝑝 1É : The algorithm takes as input a secure parameter 1É and outputs a cyclic group 

{𝔾, 𝑞, 𝑝, 𝑔} which was defined in section 2.1.2. The message space ℳ is set to the group 

𝔾. In addition, another group element ℎ
$
𝔾 is randomly chosen, which the DL problem 

of ℎ over base 𝑔 is not known. Besides, an extra hash function 𝐻: {0, 1}∗ → ℤW∗  is required. 

Finally, the public parameters are set as 𝑝𝑝 ← {𝔾, 𝑞, 𝑝, 𝑔, ℎ, 𝐻}. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input the public parameters, a user randomly picks (𝑥�, 𝑥�, 𝑥Þ, 𝑥ß, 𝑥à)
$
ℤW∗  

as its private key and publishes the public key (𝑐, 𝑑, 𝑦) where 𝑐 ← 𝑔s ℎs¡, 𝑑 ← 𝑔sáℎsâ 

and 𝑦 ← 𝑔sã. 

• 𝐸𝑛𝑐 𝑝𝑘,𝑚 : To encrypt a message 𝑚, the sender randomly picks 𝑟
$
ℤW∗  and computes  



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

	

	 35	

𝐶 ← 𝑈, 𝑉,𝑊, 𝑋 , 𝑈 ← 𝑔�, 𝑉 ← ℎ�,𝑊 ← 𝑚𝑦�,	

𝑋 ← (𝑐𝑑æ)�, 𝜉 ← 𝐻(𝑈, 𝑉,𝑊) 

 

(23) 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶) : The receiver firstly computes 𝜉 ← 𝐻(𝑈, 𝑉,𝑊)  and verifies whether 

𝑋=𝑈s Üsáæ𝑉s¡Üsâæ . It aborts if the verification fails; otherwise, it decrypts the ciphertext 

𝐶 to obtain the hidden message 𝑚 through 𝑚 ← 𝑊/𝑈sã. 

Correctness: The Cramer Shoup ciphertext is identical to that in ElGamal, which follows: 

𝑊 𝑈sã = 𝑚𝑦� 𝑔sã� = 𝑚 (24) 

 

The verification before decryption is inferred below: 

𝑋 = (𝑐𝑑æ)� = (𝑔s ℎs¡)�(𝑔sáℎsâ)�æ = 	 𝑔� s Üsáæ ℎ� s¡Üsâæ𝑈s Üsáæ𝑉s¡Üsâæ  (25) 

 

Security notion 

Although the Cramer Shoup encryption is an extension of the ElGamal encryption, it could be 

proved IND-CCA2 secure, or so called semantic secure. The key difference is that the oracle can 

detect the tampered ciphertext so that the attack for ElGamal encryption doesn’t work. In other 

words, the ciphertext in the Cramer Shoup encryption is no longer homomorphic (computable). 

The detail proof relies on the DDH hardness assumption, which is formalized in literature [11], 

[12]. It is worthy to remark that besides the indistinguishability games, another security notion 

called plaintext awareness (PA) [39], [51], [57] is also a common regulation of PKE schemes and 

the Cramer Shoup scheme is also proved PA-secure in literature [57]. 
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3.3 Homomorphic encryption schemes 
 

The homomorphism could be regarded as a kind of ciphertext computation, and the computational 

result is still a legal ciphertext. Let 𝑃𝐾𝐸	 ← 	 {𝑆𝑒𝑡𝑢𝑝, 𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐} be a public encryption 

scheme, the homomorphism can be expressed in a generic relationship. Let 𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1¼) and 

(𝑠𝑘, 𝑝𝑘) ← 𝐾𝐺𝑒𝑛(𝑝𝑝), 

∀𝑚Í,𝑚� ∈ ℳ:		𝐸𝑛𝑐 𝑝𝑘,𝑚Í 	⨀	𝐸𝑛𝑐 𝑝𝑘,𝑚� = 𝐸𝑛𝑐(𝑝𝑘, (𝑚Í ∘ 𝑚�)	) (26) 

	

Two operators ⨀ and ∘ differ from different domains and message spaces, two cases are listed as:	

• It is named additive homomorphism if  

𝐸𝑛𝑐 𝑝𝑘,𝑚Í 	⨀	𝐸𝑛𝑐 𝑝𝑘,𝑚� = 𝐸𝑛𝑐(𝑝𝑘, (𝑚Í + 𝑚�)	) (27) 

• It is called multiplicative homomorphism if 

𝐸𝑛𝑐 𝑝𝑘,𝑚Í 	⨀	𝐸𝑛𝑐 𝑝𝑘,𝑚� = 𝐸𝑛𝑐(𝑝𝑘, (𝑚Í ∙ 𝑚�)	) (28) 

 

For example, RSA and ElGamal [10] is a multiplicative homomorphic encryption schemes. Paillier 

encryption [13], [14] and some variants [58] of ElGamal are designed to be additive homomorphic. 

The ciphertext is kept computable after encrypted, which is already applied in numerous ciphertext 

computing schemes like [58]–[61]. Boneh et al. proposed a doubly homomorphic public key 

encryption scheme [62] which allows infinite times of additive homomorphic operations and one-

time multiplicative homomorphic encryption based on the bilinear mapping systems. 

 

3.3.1 Fully homomorphic encryption  
Craig Gentry proposed the first fully homomorphic encryption (FHE) scheme [63], [64] that 

supports unlimited additive and multiplicative homomorphic encryption operations. It was firstly 

proposed over ideal lattice [65] and later extended to integers [66]. In general, the fully 
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homomorphic encryption is a quite useful and convenient building block to implement the 

ciphertext computations. However, the computational cost of FHE is highly expensive when it is 

compared to other public key encryption schemes. 

 

Drawback of homomorphic encryption 

There is a vulnerability that the IND-CCA2 security is an unachievable security upper bound for 

all homomorphic PKE schemes. In a high-level view, the homomorphism allows the adversary to 

convert the challenged ciphertext 𝐶Ï  into another legal ciphertext that could be queried to the 

oracle 𝒪�¡. 

 

Theorem 2: Homomorphic public key encryption schemes are not IND-CCA2 secure. 

 

Proof. Let 𝑝𝑝  and 𝑝𝑘  be given to the adversary in the IND-CCA2 experiment, and the 

homomorphic relationship is generalized as equation (26). After it outputs (𝑚Í,𝑚�)  and receives 

the challenge 𝐶Ï ← 𝐸𝑛𝑐(𝑝𝑘,𝑚Ï), the challenge 𝐶Ï is forbidden to be requested to the decryption 

oracle 𝒪�¡ . However, the homomorphism gives the adversary an opportunity to break the 

indistinguishability through the following steps: 

1. It randomly picks another 𝑚∗ $
ℳ and encrypts it into 𝐶∗ ← 𝐸𝑛𝑐(𝑝𝑘,𝑚∗). 

2. It sends a request 𝒪�¡(𝐶Ï⨀	𝐶
∗) to oracle 𝒪�¡ and receives 𝑚∗ ∘ 𝑚Ï. 

3. By cancelling 𝑚∗, the adversary can easily win the IND-CCA2 experiment. 

 

In short, all homomorphic public key encryption schemes are not IND-CCA2 secure. 
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3.4 Commutative encryption schemes 
 

Another popular ciphertext computation is the commutative encryption [67]. In a high-level view, 

the cipher space of commutative encryption schemes is set identical to or subset to the message 

space so that the encrypted ciphertext can be regarded as another message to be repeatedly 

encrypted, just like the triple-DES [68] scheme. Considering the commutative public key 

encryption, it enables duplicated encryption over and over using different public keys, which is 

illustrated in Figure 10. Assume a message is encrypted using Alice’s public key and Bob’s public 

key, there will be a ciphertext that can be decrypted using both Alice’s and Bob’ secret keys, and 

the orders of encryptions and decryptions do not influence the decryption result. Mathematically, 

let 𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1¼) and 𝑠𝑘Â, 𝑝𝑘Â , (𝑠𝑘³, 𝑝𝑘³) ← 𝐾𝐺𝑒𝑛(𝑝𝑝), the commutative encryption could 

be realized as follow. 

∀𝑚 ∈ ℳ:	𝐸𝑛𝑐 𝑝𝑘Â, 𝐸𝑛𝑐 𝑝𝑘³,𝑚 = 𝐶Â,³ = 𝐸𝑛𝑐 𝑝𝑘³, 𝐸𝑛𝑐 𝑝𝑘Â,𝑚  (29) 

𝐷𝑒𝑐 𝑠𝑘Â, 𝐷𝑒𝑐 𝑠𝑘³, 𝐶Â,³ = 𝑚 = 𝐷𝑒𝑐 𝑠𝑘³, 𝐷𝑒𝑐 𝑠𝑘Â, 𝐶Â,³  (30) 

 

 

Figure 10: Commutative public key encryption 



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

	

	 39	

Syntax of commutative encryption 

The syntax of commutative encryption schemes varies from the syntax of PKE schemes since it 

supports multi-user encryption and decryption. Let it be generalized as size 𝑛, the syntax is slightly 

modified as follows: 

• 𝑆𝑒𝑡𝑢𝑝 1É : On input a secure parameter, this algorithm probabilistically generates public 

parameters 𝑝𝑝 which is published for further computations. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input 𝑝𝑝, a user probabilistically generates a pair of keys: a public key 𝑝𝑘 

and a secret key 𝑠𝑘. 

• 𝐸𝑛𝑐(𝒑𝒌,𝑚): The sender encrypts a message 𝑚 into a ciphertext 𝐶�,…,? using a group of 

public keys 𝒑𝒌 (assume 𝒑𝒌 = 𝑛) which related to a group of receivers. 

• 𝐷𝑒𝑐(𝒔𝒌, 𝐶�,…,?): The receivers decrypt the ciphertext 𝐶�,…,? to obtain the hidden message 

𝑚 using their secret key 𝒔𝒌 where 𝒔𝒌 = 	 𝒑𝒌 = 𝑛. 

 

Correctness: The commutative PKE scheme works properly if the following relationship holds: 

∀κ, n ∈ ℕ, ∀m ∈ ℳ, 𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 1É , 𝑠𝑘�, 𝑝𝑘� , … , 𝑠𝑘?, 𝑝𝑘? ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ,	

𝒑𝒌 ← 𝑝𝑘�, … , 𝑝𝑘? , 𝒔𝒌 ← 𝑠𝑘�, … , 𝑠𝑘? ∶ 	𝐷𝑒𝑐 𝒔𝒌, 𝐸𝑛𝑐 𝒑𝒌,𝑚 = 𝑚 

 

(31) 

 

It is remarkable that 𝑛 is not a fixed number and it is not limited to some threshold. Anyone knows 

𝑝𝑘?Ü� can encrypt 𝐶�,…,?Ü� ← 𝐸𝑛𝑐(𝑝𝑘?Ü�, 𝐶�,…,?). And the encryption / decryption order among 

different public / private keys does not influence the decrypted message. The commutative 

property can be realized through equation (29) and (30). 

 

Drawback of commutative encryption 

Similar to the homomorphic encryption schemes, the commutative encryption on one hand makes 

the ciphertext further computable; on the other hand, it also suffers from the constrain that the 

IND-CCA2 security is unachievable for commutative encryption schemes. 
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Theorem 3: Commutative encryption schemes are not IND-CCA2 secure. 

 

Proof. The proof is pretty similar to Theorem 2. In a high-level description, the commutative 

computation helps the adversary to compute another ciphertext from the challenge 𝐶Ï, which the 

newly generated ciphertext can be requested to the decryption oracle 𝒪�¡. Let 𝑝𝑝 and 𝑝𝑘 be given 

to the adversary in the IND-CCA2 experiment, the adversary outputs (𝑚Í,𝑚�)  and receives the 

challenge 𝐶Ï ← 𝐸𝑛𝑐(𝑝𝑘,𝑚Ï). At this moment, the challenge 𝐶Ï is forbidden to be requested to the 

decryption oracle 𝒪�¡, whereas the adversary is able to break the IND-CCA2 security following 

the steps below: 

1. The adversary generates its own key pair (𝑠𝑘𝒜, 𝑝𝑘𝒜) ← 𝐾𝐺𝑒𝑛(𝑝𝑝) and encrypts 𝐶∗ ←

𝐸𝑛𝑐(𝑝𝑘𝒜, 𝐶Ï). 

2. The adversary requests a decryption query 𝒪�¡(𝐶
∗) to obtain 𝐷𝑒𝑐(𝑠𝑘, 𝐶∗). Furthermore, it 

continues to decrypt 𝑚Ï ← 𝐷𝑒𝑐(𝑠𝑘𝒜, 𝐷𝑒𝑐(𝑠𝑘, 𝐶∗)). 

3. The adversary outputs 𝑏. 

 

By the commutative property, it is straightforward that above attack always works in the security 

proof for commutative encryption schemes. It is said that the commutative encryption schemes are 

not IND-CCA2 secure. 
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3.4.1 A commutative encryption scheme based on ElGamal encryption 
The first introduced research is: A commutative encryption scheme based on ElGamal encryption 

[69]. It is called adjusted ElGamal (AE) encryption. Following the commutative PKE syntax, the 

AE encryption can be regarded as a variant of the ElGamal encryption [10], which supports multi-

user commutative encryption. For better understanding, it is assumed that totally a group of 𝑛 users 

will be the receivers; and meanwhile, they will cooperate to decrypt the ciphertext. The algorithms 

are formally introduced below: 

• 𝑆𝑒𝑡𝑢𝑝 1É : The algorithm takes as input a secure parameter 𝜅 and outputs the ElGamal 

public parameters 𝑝𝑝 ← {𝔾, 𝑞, 𝑝, 𝑔}  which was defined in section 3.2.3. The message 

space ℳ is set to the group 𝔾. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input the public parameters, for all 𝑖 ∈ [1, 𝑛], each user 𝑈� randomly picks 

𝑥�
$
ℤW∗  as its private key and publishes the public key 𝑦� ← 𝑔sì. 

• 𝐸𝑛𝑐 𝒑𝒌,𝑚 : To encrypt a message 𝑚 , the sender randomly picks 𝑛 random numbers 

𝑟�, … 𝑟?
$
ℤW∗  and computes 𝐶�,…,? ← 𝑈, 𝑉�, … , 𝑉? , where 

𝑈 ← 𝑚 𝑦�
�ì

?

�Ø�

, ∀𝑖 ∈ 1, 𝑛 :	𝑉� ← 𝑔�ì 
 

(32) 

• 𝐷𝑒𝑐(𝒔𝒌, 𝐶�,…,?): The receiver decrypts the ciphertext 𝐶�,…,? to obtain the hidden message 

𝑚 through  

𝑚 ← 𝑈/ 𝑉�
sì

?

�Ø�

 

 

Correctness: The decryption is straightforward, that follows: 

𝐶 Í / (𝐶 � )sì
?

�Ø�

= 𝑚 𝑦�
�ì

?

�Ø�

𝑔�ìsì
?

�Ø�

= 𝑚 
 

(33) 
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Besides, it is worthy to be noted that the encryption can also take ciphertext as input. Let 𝐶�,� ←

𝐸𝑛𝑐 𝑝𝑘�, 𝑝𝑘� ,𝑚 , the ciphertext could be further encrypted into 𝐶�,�,Þ ← 𝐸𝑛𝑐(𝑝𝑘Þ, 𝐶�,�). It is 

also remarkable that the encryption and decryption order among different public keys and secret 

keys does not influence the correctness. However, the ciphertext 𝐶�,…,?  is composed of 𝑛 + 1 

elements 𝑈, 𝑉�, … , 𝑉?  whose order cannot be permuted because of the correctness requirement. 

By the way, the ciphertext size grows linearly along with the group size. 

 

Security notion 

A brief high-level description of its security could be realized as follows. Let 𝑛 = 1, the AE 

encryption is an ElGamal encryption so that its security is identical to ElGamal encryption. Let 

𝑛 > 1, each ciphertext could be recursively reduced as 𝐶�,…,? ← 𝐸𝑛𝑐(𝑝𝑘?, 𝐶�,…,?°�); and 𝐶�  is 

secure based on ElGamal encryption. The repeated encryption does not increase the advanced 

probability of distinguishing the hidden message 𝑚Ï because oracle 𝒪�¡ does not work in the IND-

CCA security. This is an informal proof, and the formal one is discussed below. 

 

Theorem 4: AE encryption is as secure as the ElGamal encryption 

Proof. Assume that there is an adversary 𝒜 who has non-negligible advanced probability to break 

the AE encryption, a simulator 𝒮  can take advantage of 𝒜  to break the IND-CCA security of 

ElGamal. Let 𝒪�,ËîÌ�²�î(∙)  be the oracle access of the IND-CCA experiment for ElGamal 

encryption before receiving a challenge. The security reduction is illustrated in Figure 11. Because 

ElGamal has been rigorously proved IND-CCA secure, proved by contradiction, AE encryption is 

IND-CCA secure. 
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Adversary 𝒜  Simulator 𝒮  𝐸𝑥𝑝𝒜,ËîÌ�²�îÎx�°��Â°Ï(𝜆) 

 

 

 

 

 

 

 

 

 

 

	vv,𝒑𝒌	
	

 

∀𝑖 ∈ [2, 𝑛]	
𝑠𝑘�, 𝑝𝑘� ← 𝐾𝐺𝑒𝑛(𝑝𝑝); 

𝒑𝒌 ← (𝑝𝑘�, … , 𝑝𝑘?); 

𝒑𝒌′ ← (𝑝𝑘�, … , 𝑝𝑘?); 

𝒔𝒌′ ← (𝑠𝑘�, … , 𝑠𝑘?); 

 

vv,v~ 
	

 

 

 

𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1¼); 

𝑠𝑘�, 𝑝𝑘� ← 𝐾𝐺𝑒𝑛(𝑝𝑝);	

 

(𝑚Í,𝑚�) ←

𝒜𝒪Ð (∙)(𝑝𝑝, 𝒑𝒌); 

 

²ï,²  

  

²ï,²  

 

 				�∗				
 𝐶∗ ← 𝐸𝑛𝑐(𝒑𝒌Ó, 𝐶Ï); 				�Ù				 𝐶Ï ← 𝐸𝑛𝑐(𝑝𝑘�,𝑚Ï); 

𝑏Ó ← 𝒜(𝑝𝑝, 𝒑𝒌, 𝐶∗); 				Ïð				
  				Ïð				

  

  Oracle 𝒪� (𝐶�,…,?)   

Adversary 𝒜  Simulator 𝒮  𝐸𝑥𝑝𝒜,ËîÌ�²�îÎx�°��Â°Ï(𝜆) 

 � ,…,ñ 𝐶� ← 𝐷𝑒𝑐(𝒔𝒌Ó, 𝐶�,…,?) 				� 				  

 					²					
  					²					

 𝑚 ← 𝒪�,ËîÌ�²�î(𝐶�) 

Figure 11: The security reduction from AE encryption to ElGamal 

 

In Figure 11, the simulator inputs the public parameter 𝑝𝑝 and public key 𝑝𝑘 from the IND-CCA 

game of ElGamal, it executes ∀𝑖 ∈ 2, 𝑛 :	 𝑠𝑘�, 𝑝𝑘� ← 𝐾𝐺𝑒𝑛(𝑝𝑝)  to generate 𝒑𝒌′ ←

(𝑝𝑘�, … , 𝑝𝑘?) and 𝒔𝒌′ ← (𝑠𝑘�, … , 𝑠𝑘?). Then, 𝑝𝑝 and 𝒑𝒌 ← (𝑝𝑘�, … , 𝑝𝑘?) are transmitted to the 

adversary to initialize the IND-CCA game of the AE encryption. When oracle 𝒪� (𝐶�,…,?)  is 

requested, the simulator requests decryption query 𝒪�,ËîÌ�²�î(𝐶�)  to oracle 𝒪�,ËîÌ�²�î  where 
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𝐶� ← 𝐷𝑒𝑐(𝒔𝒌Ó, 𝐶�,…,?) ; and it delivers the decrypted message 𝑚 ← 𝒪�,ËîÌ�²�î(𝐶�)  to the 

adversary as the answer of 𝒪� (𝐶�,…,?). Next, the simulator delivers (𝑚Í,𝑚�) from the adversary 

to the IND-CCA game of ElGamal, and it forwards the challenge to the adversary afterward. 

Finally, the simulator outputs what the adversary outputs. If the adversary has non-negligible 

advanced probability to break the AE encryption, the simulator has the same non-negligible 

advanced probability to break the IND-CCA security of ElGamal. Proved by contradiction, AE 

encryption is IND-CCA secure. 

 

Application of AE encryption 

An intuitive application of the commutative encryption is the secret sharing system. A sender is 

able to pick some trusted users as information receivers, encrypts messages through commutative 

encryption schemes, and delivers the ciphertext to those chosen receivers, like what is done in the 

Shamir secret sharing [40]. The encrypted message can be obtained when all chosen receivers 

cooperate to decrypt. Definitely, it is intuitive to think whether another secret sharing scheme is 

needed, whose efficiency is dramatically worse than Shamir’ work [40]. On the other hand, the AE 

encryption is not that easy to become a threshold secret sharing scheme. If the efficiency is the top 

consideration, the commutative encryption based secret sharing schemes might not be that suitable 

for us. However, rather than the efficiency, there are some advantages of the commutative 

encryption based secret sharing schemes, such as the highly flexibility of the chosen receivers. For 

example, a “𝑡-out-of-𝑛” threshold Shamir secret sharing might not be able to become a “(𝑡 + 1)-

out-of-𝑛” threshold Shamir secret sharing unless the secret is reallocated. Whereas, it might be 

easy in the commutative encryption based secret sharing schemes. 

 

The second application of the commutative encryption is called the anonymous consensus system. 

Imaging a scenario that a nuclear bomb can be launched only when three engineers (or agencies) 

𝐸Â, 𝐸³ and 𝐸�  cooperate, and these three engineers are individually known by three parties: the 

president knows engineer 𝐸Â, CIA can find engineer 𝐸³, and 𝐸�  can only be contacted by FBI. 

This is a common multi-authentication system with several advantages. First, each engineer is 

protected by one particular party so that they can be somewhat anonymous. Second, if one identity 
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of engineers a leaked, it might be easy to find out the spy from the corresponding party. Third, the 

nuclear launching is a serious issue that cannot be determined by a specific party; on the contrary, 

it needs the consensus of all three parties. Two security requirements are regarded important in 

this application. 

• Anonymous. In the whole process, the identities of engineers should be hidden as secrets. 

• Indistinguishability. All decisions of each party should be secret. 

 

Without loss of generality, let engineers are regarded as openers who are responsible to open the 

consensus; and there are 𝑛  parties included. A commutative encryption based anonymous 

consensus system {𝑉𝑜𝑡𝑒, 𝑂𝑝𝑒𝑛}, shown in Figure 12, is a wonderful solution in this case. Assume 

all openers adopt the same commutative encryption parameters and they have their own public / 

private key pairs. The identities of openers are merely known by the relative parties. Let a desired 

timestamp which changes every 5 minutes (or other time intervals) be the first message. Then, for 

each party, if it agrees with the launching, it encrypts the previous message and outputs to the next 

party; otherwise, it outputs a random number to the next party. Finally, three openers will cooperate 

to decrypt the commutatively encrypted message. The nuclear bomb will be launched if the 

decrypted timestamp matches. The only case occurs when all parties vote to launch.  

	
	
	
	
	
	
	
	
	
	

Figure 12: Anonymous consensus system based on commutative encryption 

 

𝑉𝑜𝑡𝑒(Parties)	
						𝐶Í 	← 𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝();	
						for all 𝑖	 ≤ 	𝑛	
												if	(𝑃𝑎𝑟𝑡𝑦�. 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑟𝑢𝑒)	
																		𝐶� 	← 	𝐸𝑛𝑐ô𝑝𝑘�v2?2�ì , 𝐶�°�õ;	
												else 

																		𝐶� 		
$
← 	ℳ;	

						return 𝐶?	
	

𝑂𝑝𝑒𝑛(Openers)	
						𝑡Í 	← 	𝐶?;	
						for all 𝑖	 ≤ 	𝑛	
												𝑡� 	← 𝐷𝑒𝑐ô𝑠𝑘�v2?2�ì , 𝑡�°�õ;	
						return	(𝑡? = 	𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝());	
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The correctness is straightforward so that it is omitted. Besides the functionalities, the security 

notions including the anonymous and the indistinguishability can be easily obtained by the 

indistinguishability of the adopted commutative encryption scheme. 

• Anonymous. The “message indistinguishability” of the AE encryption directly implies the 

“key indistinguishability”, which contributes to the anonymous of identities. 

• Indistinguishability. Even 𝑛 − 1  parties collude with each other, the message 

indistinguishability still holds based on the indistinguishability of the ElGamal encryption. 

Apart from the nuclear bomb launching system, other consensus based systems like the judge 

group of the court and even the block chain systems might take advantage of commutative 

encryption schemes to find a consensus anonymously (see Figure 13). 

 

 

Figure 13: Voting flowchart of AE based anonymous consensus 
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3.4.2 One-time-commutative public key encryption 
Another research called “One-Time-Commutative Public Key Encryption” (OTC for short) is also 

worthy to be mentioned. As its name, OTC only allows one-time commutative encryption. Assume 

𝐶	 ← 𝐸𝑛𝑐(𝑝𝑘,𝑚) is a regular ciphertext of a public key encryption, it can be further encrypted 

using another public key 𝑝𝑘′, which is 𝐶Ó ← 𝐶𝑜𝑚𝐸𝑛𝑐(𝑝𝑘Ó, 𝐶). In a high-level view, OTC is a 

series of algorithms over a Type-I pairing algebra, which is based on Ateniese et al.’s proxy re-

encryption [29] and the ElGamal encryption [10]. The algorithms are formalized as follows. 

• 𝑆𝑒𝑡𝑢𝑝 1É : The algorithm takes as input a secure parameter 𝜅 and outputs parameters 

𝑝𝑝	 ← 	 {𝑒, 𝔾�, 𝔾�, 𝑞, 𝑔�, 𝑔�} where 𝑒:	𝔾�	×	𝔾� 	→ 	𝔾�  denotes a Type-I pairing and 𝑞 =

𝔾� = 	 𝔾�  stands for the order of groups. Elements 𝑔� is a generator of group 𝔾�; and 

𝑔� ← 𝑒(𝑔�, 𝑔�). The message space ℳ is set to the group 𝔾�. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input the public parameters, user randomly picks 𝑥
$
ℤW∗  as its private key 

and publishes the public key 𝑦 ← 	𝑔�s. 

• 𝐸𝑛𝑐 𝑝𝑘,𝑚 : To encrypt a message 𝑚, the sender randomly picks a random number 𝑟
$
ℤW∗  

and computes 𝐶 ← 𝑈, 𝑉 , where 𝑈 ← 𝑦� and 𝑉 ← 𝑚𝑔�� . 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶) : The receiver decrypts the ciphertext 𝐶  to obtain the hidden message 𝑚 

through 𝑚 ← 𝑉/	𝑒(𝑈, 𝑔�s
ø ). 

Correctness: The decryption is straightforward, that follows: 

𝑉/	𝑒(𝑈, 𝑔�s
ø ) 	= 	𝑚𝑔�� 𝑒(𝑔�s�, 𝑔�s

ø ) 	= 	𝑚 (34) 

 

So far, this is a normal public key encryption. In addition, the encrypted ciphertext 𝐶 can be further 

encrypted again through algorithm 𝐶Ó ← 	𝐶𝑜𝑚𝐸𝑛𝑐(𝑝𝑘′, 𝐶) ; and the commutatively encrypted 

ciphertext 𝐶Ó could be decrypt through algorithm 𝑚	 ← 𝐶𝑜𝑚𝐷𝑒𝑐(𝑠𝑘, 𝑠𝑘Ó, 𝐶′) with the cooperation 

of two receivers. 

• 𝐶𝑜𝑚𝐸𝑛𝑐 𝑝𝑘Ó, 𝐶 : Let (𝑥Ó, 𝑦′) be another receiver’s key pair. To commutatively encrypt a 

ciphertext (𝑈, 𝑉) ← 𝐶 , the sender outputs 𝐶Ó ← 	 𝑊, 𝑉 ,  where 𝑊 ←	𝑒(𝑈, 𝑦′)  and 𝑉 
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remains the same. It is remarkable that sender of 𝐸𝑛𝑐 𝑝𝑘,𝑚  might be different to sender 

of 𝐶𝑜𝑚𝐸𝑛𝑐 𝑝𝑘Ó, 𝐶 . 

• 𝐶𝑜𝑚𝐷𝑒𝑐(𝑠𝑘, 𝐶′): The receivers decrypt the ciphertext 𝐶′ to obtain the hidden message 𝑚 

through 𝑚 ← 𝑉/	𝑊(ssÓ)ø . 

 

Correctness: The commutative decryption is straightforward, that follows: 

𝑉/	𝑊(ssÓ)ø  	= 	𝑚𝑒(𝑔�, 𝑔�)� 𝑒(𝑔�s�, 𝑔�sÓ)(ssÓ)
ø  	= 	𝑚 (35) 

 

Comparisons 

A list of comparisons for commutative encryption schemes is depicted in  Table 2. Several features 

including the limit of times for commutative operations (com-op), the ciphertext size, pairing 

requirement, the security notion and the hardness assumptions are listed as the differences between 

two publications. In most case, AE [69] performs better than OTC [70]; however, the ciphertext 

size increases along with each extra commutative encryption is executed. 

 

Table 2: Comparison of commutative encryption schemes 

 com-op cipher size pairing security assumption 

AE [69] infinite increasing non-pairing IND-CCA DDH 

OTC [70] one-time fixed pairing IND-CPA Ateniese’s 
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Security notion 

For the proposed OTC scheme, it is claimed that both the encrypted ciphertext 𝐶  and the 

commutatively encrypted ciphertext 𝐶′ are IND-CPA secure in the standard model, both of which 

are based on the intractability of Ateniese’s assumption. In a high-level viewpoint, assume the 

ciphertext 𝐶 is IND-CPA secure, the commutatively encrypted ciphertext 𝐶′ is inherently IND-

CPA secure. Owing to this, only the former one has to be proved.  

 

Theorem 5: OTC encryption is IND-CPA secure based on Ateniese’s assumption 

Proof. First, the Ateniese’s assumption is recalled as “Given a Type-I pairing 𝑒:	𝔾�	×	𝔾� 	→ 	𝔾� 

and elements 𝑔�, 𝑔��, 𝑔�
�� ∈ 𝔾�, 𝑔� 	← 	 𝑒(𝑔�, 𝑔�), 𝑔�

� 	∈ 	𝔾�, output whether 𝛽 = 𝛾 or not, where 

variables 𝛼, 𝛽, 𝛾	 ∈ 	ℤW∗  are unknown”, which was defined in section 2.1.3.  

 

Then, a simulator takes as input the parameters of Ateniese’s assumption to simulate a game. 

Assume there is an adversary who owns non-negligible advanced probability 𝜀 to break the IND-

CPA security of OTC, the simulator is able to take advantage of the adversary to break Ateniese’s 

assumption with non-negligible probability. 

• In the beginning, the simulator sends the public key 𝑝𝑘	 ← 	𝑔�� to the adversary. 

• After the adversary outputs messages (𝑚Í,𝑚�), the simulator assigns a challenge 𝐶Ï 	←

(𝑔�
��,𝑚Ï𝑔�

�) to the adversary where 𝑏	
$
	 {0, 1}. 

• The adversary outputs 𝑏Ó ∈ {0, 1} to terminate the game. If 𝑏 = 𝑏′, the simulator outputs 

𝛽 = 𝛾; otherwise, it outputs 𝛽 ≠ 𝛾. 

 

Now, there are two cases, whether 𝛽 = 𝛾 or not. 

• If 𝛽 = 𝛾, above simulation is an OTC encryption scheme so that the adversary has ½	 + 	𝜀 

probability to output a correct 𝑏Ó = 𝑏. 
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• If 𝛽 ≠ 𝛾, 𝑔�
� is a random number that is uniformly distributed in 𝔾� so that no information 

about 𝑔�
� will be obtained in the adversary’s viewpoint. In other words, for both possible 

messages 𝑚Ï,  no extra clue is provided to help distinguish between them. The probability 

of a right guessing is definitely ½. 

 

To sum up, the adversary has non-negligible advanced probability 𝜀/2 to output a right guess 𝑏′, 

which implies that the simulator inherently has non-negligible advanced probability 𝜀/2 to break 

Ateniese’s assumption. By the intractability of Ateniese’s assumption, it is said that OTC 

encryption is IND-CPA secure in the standard model based on Ateniese’s assumption. 

 

Discussions 

Compared to the dual-receiver encryption [71], the commutative encryption is much more elastic 

that the receivers can be dynamically chosen. That is, the first receiver is chosen by the first sender, 

and the second receiver can be selected by the second sender. In this scenario, the first sender 

might not know the second receiver and vice versa. The receiver-chosen flexibility is a feature that 

dual-receiver encryption cannot achieve, which creates the probability of commutative encryption 

schemes in difference applications. For example, the anonymous consensus system in Figure 13 is 

a wonderful case. 
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4. Public key encryption with equality test 
 

The equality test technique [72]–[74] is an extra functionality besides public key encryption 

schemes (see Figure 14), which the ciphertext receiver has capability to authorize a third party 

through a trapdoor that allows the plaintext equality test between ciphertexts without decryption. 

That is to say, equality test is a fundamental ciphertext computation that authorized users can verify 

the plaintext equivalence without decryption. The computation begins with a famous problem: the 

millionaire’s problem. 

 

Figure 14: Public key encryption with equality test 

 

The millionaire’s problem 

Proposed by Yao [20], the millionaire’s problem is briefly described as follows. Two millionaires 

assign an honest but curious third party to compare their wealth (assume 𝑚Í and 𝑚�) in a private 
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manner. They want to know who is richer without leaking their wealth. So, in the whole process, 

the top priority of this comparing is to keep both amount secret. After the comparing process, the 

third-party answers 1 for 𝑚Í > 	𝑚�; 0, in case 𝑚Í = 	𝑚�; or −1 for 𝑚Í < 	𝑚�. 

 

Peng et al.’s ciphertext comparison – a solution of the millionaire’s problem 

It is intuitive that the ciphertext computation is quite suitable for this problem. Peng et al. [59] 

proposed a solution called “ciphertext comparison” based on the homomorphic encryption. 

Interestingly, their scheme can not only verify the plaintexts equivalence between ciphertexts but 

also compare which side is bigger than the other side. It seems tailored to solve the millionaire’s 

problem. Before introducing their solution, four properties were defined in their work [59] to 

regulate the solutions of the millionaire’s problem. 

• Correctness: The comparison over two ciphertexts should be consistent with the 

comparison of the decrypted plaintext. 

• Precision: One out of three possible results should be precisely indicated by the comparison, 

namely larger than, equal to, or less than. 

• Public verifiability: The whole process can be verifiable by all participants (testers). 

• Privacy: Except for the comparison result, no other information about two messages will 

be leaked; or at least as few as possible. 

 

The discussion begins with revisiting their schemes in a high-level view. First, an additive 

homomorphic encryption scheme is required, which supports ∀𝑚Í,𝑚� ∈ ℳ:	𝐸𝑛𝑐 𝑝𝑘,𝑚Í 	

𝐸𝑛𝑐 𝑝𝑘,𝑚� 	= 𝐸𝑛𝑐 𝑝𝑘, 𝑚Í + 𝑚�  and 𝐸𝑛𝑐 𝑝𝑘,𝑚Í
� = 𝐸𝑛𝑐 𝑝𝑘, 𝑎𝑚Í , see equation (27) 

in section 3.3. For security proof purpose, they choose Paillier encryption as the building block. 

Second, to avoid the outsourced third party being compromised, there are a group of 𝑛 users 

responsible to compare two ciphertexts, rather than just one user. Third, the cipher space of Paillier 

encryption is a big composite number 𝑁 = 𝑝𝑞. However, the message space ℳ is set to a quite 

small space 0, 2�  instead of 𝑁 , where 2�Ü?�ð 	< 	 x
�

 and 1, 2�ð  is the salt space. The 

comparison starts with the encryption of both messages (assume 𝐶Í and 𝐶�); then the wealth are 
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computed through the homomorphic decrease between these ciphertexts; and finally each tester 

adds a salt. A message looks random will be obtained after decryption, and the comparison result 

relies on the plaintext distribution in 𝑁. The algorithms are summarized below. Some proofs for 

security concerns might be omitted.  

• 𝑆𝑒𝑡𝑢𝑝 1É : the ciphertext comparison sets the public parameter 𝑝𝑝	 ← 	1É like the Paillier 

encryption. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input the public parameter, all testers cooperate to decide the modular 𝑁 =

𝑝𝑞  and an element 𝑔 ∈ ℤx¡
∗  where 𝑝, 𝑞 < 1É  are two big prime random numbers with 

equal bit-length. Equation gcd 𝑔Ö, 𝑁 = 1  must be satisfied where 𝜆𝑁	 ← 	𝜙(𝑁�) ; 

otherwise, another 𝑔 will be randomly chosen to satisfy the condition. Besides, another 

two numbers 𝐿, 𝐿′  are needed, where 2�Ü?�ð 	< 	 x
�

.  Finally, the public key 𝑝𝑘	 ←

	(𝑔, 𝑁, 𝐿, 𝐿′) is published and the secret key 𝜆 is kept in secret. It is remarkable that no 

particular one tester knows the secret key 𝜆. The secret key is shared to all testers through 

secret sharing techniques; and the decryption is available only when all testers cooperate. 

Finally, the message space ℳ is set to 0, 2� . 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): The same as the Paillier encryption, to encrypt a message 𝑚, the sender 

selects a random number 𝑟	
$
	ℤx¡
∗  computes 𝐶 ≡ 𝑔²𝑟x	𝑚𝑜𝑑	𝑁�. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): The same with Paillier encryption. The receiver decrypts the ciphertext 𝐶 to 

obtain the hidden message 𝑚  through 𝑚 ≡	 (	𝐿(𝐶Ö	𝑚𝑜𝑑	𝑁�) 𝐿(𝑔Ö	𝑚𝑜𝑑	𝑁�))	𝑚𝑜𝑑	𝑁 

where 𝐿 𝑥 	
123

		 (𝑥 − 1) 𝑁. 

• 𝐶𝑜𝑚𝑝𝑎𝑟𝑒(𝑠𝑘, 𝐶Í, 𝐶�): First, each tester 𝑈� randomly picks 𝑣� 	
$
	 [1, 2�ð] for all 𝑖	 ∈ [1, 𝑛]. 

Secondly, they cooperate to decrypt 𝑚∗ 	← 𝐷𝑒𝑐(𝑠𝑘, 𝐶∗) where 𝐶∗ 	← 𝐶Í 	 ∙ 𝐶�°� úì
ñ
ìû  .  

Finally, algorithm 𝐶𝑜𝑚𝑝𝑎𝑟𝑒(𝑠𝑘, 𝐶Í, 𝐶�)  outputs 1  (𝑚Í > 𝑚� ) if 𝑚∗ < 	 x
�

; outputs 0 

(𝑚Í = 𝑚�) if 𝑚∗ = 0; or outputs −1 (𝑚Í < 𝑚�) if 𝑚∗ > 	 x
�

. 
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Correctness: The decryption follows the Paillier decryption with equation (18) to (21). By the 

additive homomorphism, the final message will be 𝑚∗ 	← (𝑚Í −𝑚�) 𝑣�?
�Ø� . Since all 𝑣� are 𝐿Ó-

bit positive integers and 2�Ü?�ð < x
�

, the distribution of 𝑚∗  simply relies on the subtracted 

message (𝑚Í − 𝑚�) . If 𝑚∗ = 0 , the only possibility is 𝑚Í = 𝑚� ; if 𝑚∗ < x
�

, it indicates 

𝑚Í −𝑚� > 0, which implies 𝑚Í > 𝑚�; otherwise, the condition 𝑚∗ > x
�

 occurs only when 

𝑚Í −𝑚� < 0. The plaintext distribution is illustrated in Figure 15. 

 

Figure 15: The plaintext distribution of ciphertext comparison 

 

Precision and Public verifiability: following the Correctness, all testers coordinate to execute 

the comparison algorithm which indicates one of three possible results. Privacy: Peng et al.’s 

scheme can be inherently proved IND-CCA secure as Paillier encryption does. 

 

Remark. Owing to the fact that the additive homomorphic encryption is the main building block 

of their work, the ciphertext comparison can be executed only between the same user’s ciphertexts 

which are encrypted under the same public key.  
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4.1 Equality test among different users’ ciphertexts 
 

Although that Peng et al.’s ciphertext computation [59] is an excellent solution to solve the 

millionaire’s problem, the applications are inherently limited to ciphertexts encrypted using the 

same public key because it highly relies on the core building block, homomorphic encryption. 

Then, it is intuitive to seek for the ciphertext computation solutions among ciphertexts encrypted 

using different public keys. There is no doubt that the solution among different public keys directly 

cover the solution under the same public key. 

 

Guomin Yang [75] proposed the first solution3, public key encryption with equality test (PKEET), 

that allows comparisons among different users’ ciphertext without decryption. Unlike Peng et al.’s 

solution, the PKEET schemes nowadays is only able to execute the fundamental functionality that 

tests the plaintext equivalence between two ciphertexts. When it comes to the syntax, it is really 

close to the public key encryption containing 𝑆𝑒𝑡𝑢𝑝(1Ö) , 𝐾𝑒𝑦𝐺𝑒𝑛(𝑝𝑝) , 𝐸𝑛𝑐(𝑝𝑘,𝑚)  and 

𝐷𝑒𝑐(𝑠𝑘, 𝐶); in addition, there is a 𝑇𝑒𝑠𝑡(𝐶�, 𝐶�) algorithm that anyone can verify the equivalence 

between any two ciphertexts. The syntax is illustrated as below. 

• 𝑆𝑒𝑡𝑢𝑝 1¼ : On input a secure parameter 𝜅, public parameters 𝑝𝑝 are generated for public 

usage. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): A user picks a pair of private key and public key (𝑠𝑘, 𝑝𝑘) through the public 

parameters 𝑝𝑝, where the public key is published and the private key is securely kept. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): The sender uses the receiver’s public key to encrypt a message 𝑚 into a 

testable ciphertext 𝐶. 

																																																								
3 Another work “Plaintext-Checkable Encryption” [80] proposed in CT-RSA 2012 was also an 

early equality test work. But it focused on the comparison between a ciphertext (with trapdoor) 

and a plaintext, which is distinct from our research target so that it is not introduced in our 

discussions. 
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• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): The receiver can decrypt the acquired ciphertext 𝐶  and obtain the hidden 

message 𝑚. 

• 𝑇𝑒𝑠𝑡(𝐶Í, 𝐶�): On input two ciphertexts (𝐶Í, 𝐶�) (which can be encrypted using the same 

public key or different public keys), anyone can verify the equivalence between two 

ciphertexts. After the equality test, the algorithm outputs 1 for equal messages or 0 for 

different messages. 

 

On concerning the equality test functionality, two requirements were proposed as follows. Symbol 

𝜖 𝜅  was defined in Table 1, which means a negligible probability in 𝜅.	

• Perfect consistency: for all message 𝑚 ∈ ℳ 

Pr
𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 1¼ ;	 𝑠𝑘Í, 𝑝𝑘Í , 𝑠𝑘�, 𝑝𝑘� ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ;

𝐶Í ← 𝐸𝑛𝑐 	𝑝𝑘Í,𝑚 , 𝐶� ← 𝐸𝑛𝑐 	𝑝𝑘�,𝑚 ;	𝑇Í ← 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 𝑠𝑘Í ,
𝑇� ← 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 𝑠𝑘� : 𝑇𝑒𝑠𝑡 𝐶Í, 𝐶�, 𝑇Í, 𝑇� = 1

= 1 
 

(36) 

• Soundness:  for messages 𝑚�,𝑚� ∈ ℳ,𝑚� ≠ 𝑚�: 

Pr
𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 1¼ ;	 𝑠𝑘Í, 𝑝𝑘Í , 𝑠𝑘�, 𝑝𝑘� ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ;

𝐶Í ← 𝐸𝑛𝑐 	𝑝𝑘Í,𝑚Í , 𝐶� ← 𝐸𝑛𝑐 	𝑝𝑘�,𝑚� ;	𝑇Í ← 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 𝑠𝑘Í ,
𝑇� ← 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 𝑠𝑘� :	𝑇𝑒𝑠𝑡 𝐶Í, 𝐶�, 𝑇Í, 𝑇� = 1

≤ 𝜖(𝜅) 
 

(37) 

 

The idea about how to implement a testable ciphertext is quite straightforward. Conceptually, the 

ciphertext is composed of two parts which are designed for decryption purpose and equality test 

purpose, respectively. It is clear in Yang’s scheme. A ciphertext 𝐶 is composed of (𝑈, 𝑉,𝑊) where 

(𝑈,𝑊) is designed for decryption, and (𝑈, 𝑉) is designed for equality test obviously. To better 

understand how it works, Yang’s concrete construction is summarized as follows: 

• 𝑆𝑒𝑡𝑢𝑝(1¼) : On input a secure parameter 𝜅 , a type-I bilinear mapping system 

𝑒:	𝔾�	×	𝔾� 	→ 	𝔾� is selected first. Then, 𝑔 ∈ 𝔾� denotes a generator in 𝔾�; and 𝑞 stands 

for the order of 𝔾� and 𝔾�. 𝐻: 0, 1 ∗ → 0, 1 WÜ¼ represents a collision-resistant one-way 
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hash function where 𝑞 and 𝜅 denote the bit-length of elements in 𝔾� and ℤW∗ , respectively. 

The outputted public parameters are 𝑝𝑝 ← {𝜅, 𝑒, 𝔾�, 𝔾�, 𝑔, 𝑞, 𝐻}. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input the public parameters 𝑝𝑝, a user randomly picks 𝑥
$
ℤW∗  as its private 

key and publishes the public key 𝑦 ← 	𝑔�s. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): To encrypt a message 𝑚 ∈ 𝔾�, a sender randomly picks 𝑟
$
ℤW∗  and outputs 

𝐶 ← (𝑈, 𝑉,𝑊)  where 𝑈 ← 𝑔�� , 𝑉 ← 𝑚�  and 𝑊 ← 𝐻 𝑈, 𝑉, 𝑦� ⨁(𝑚||𝑟) . Symbol ⨁ 

presents the XOR operation. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶) : To decrypt a ciphertext 𝐶 ← (𝑈, 𝑉,𝑊) , the receiver computes (𝑚||𝑟) ←

𝐻 𝑈, 𝑉, 𝑈s ⨁𝑊 and accepts 𝑚 if 𝑈 = 𝑔� and 𝑉 = 𝑚�. 

• 𝑇𝑒𝑠𝑡(𝐶Í, 𝐶�): On input ciphertexts 𝐶Í ← (𝑈Í, 𝑉Í,𝑊Í) and 𝐶� ← (𝑈�, 𝑉�,𝑊�), the equality 

between them can be easily verified through testing 𝑒 𝑈Í, 𝑉� = 𝑒(𝑈�, 𝑉Í). If the equation 

holds, it outputs 1 for tested equal; or it outputs 0 for non-equal. 

 

The original PKEET is both perfect consistency and perfect soundness. The detail security proof 

is omitted in this work, which it is proved OW-CCA2 secure in [75]. 

• Perfect consistency: when 𝐶Í ← 𝐸𝑛𝑐(𝑝𝑘Í,𝑚, 𝑟Í) and 𝐶� ← 𝐸𝑛𝑐(𝑝𝑘�,𝑚, 𝑟�), the perfect 

consistency holds because for all 𝑚 ∈ 𝔾�, 𝑒 𝑈Í, 𝑉� = 𝑒 𝑈�, 𝑉Í = 𝑒 𝑔�,𝑚 �ï� . 

• Perfect soundness: when 𝐶Í ← 𝐸𝑛𝑐(𝑝𝑘Í,𝑚Í, 𝑟Í)  and 𝐶� ← 𝐸𝑛𝑐(𝑝𝑘�,𝑚�, 𝑟�)  and 𝑚Í ≠

𝑚�, the perfect soundness holds because for all 𝑚Í,𝑚� ∈ 𝔾�, 𝑒 𝑈Í, 𝑉� = 𝑒 𝑔�,𝑚�
�ï�  ≠

𝑒 𝑔�,𝑚Í
�ï�  = 𝑒 𝑈�, 𝑉Í . 

 

After Yang’s first PKEET, a great amount of equality test schemes had been proposed for various 

improvements. For example, Tang [76]  firstly proposed an authorization concept in the All-or-

Nothing PKEET proposition, which is a great improvement that only specific users who obtain 

the authorization from both sides can execute the equality test between two ciphertexts. Following 

this architecture, the security issues are discussed into two classifications: the authorized type-I 
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users and the unauthorized type-II users. Owing to the fact that most equality test researches follow 

the authorization framework, the updated syntax is briefly introduced below: 

 

• 𝑆𝑒𝑡𝑢𝑝 1¼ : On input a secure parameter 𝜅, public parameters 𝑝𝑝 are generated for public 

usage. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): A user picks a pair of private key and public key (𝑠𝑘, 𝑝𝑘) through the public 

parameters 𝑝𝑝, where the public key is published and the private key is securely kept. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): The sender uses the receiver’s public key to encrypt a message 𝑚 into a 

testable ciphertext 𝐶. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): The receiver can decrypt the acquired ciphertext 𝐶  and obtain the hidden 

message 𝑚. 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘): The receiver is able to authorize the equality testability to some users 

through a trapdoor 𝑇 ← 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘). 

• 𝑇𝑒𝑠𝑡(𝐶Í, 𝐶�, 𝑇Í, 𝑇�) : On input two ciphertexts (𝐶Í, 𝐶�)  and their receivers’ trapdoors 

(𝑇Í, 𝑇�), the authorized user can verify the equivalence between two ciphertexts. After the 

equality test, the algorithm outputs 1 for equal messages or 0 for different messages. 

 

Tang et al.’ concrete AoN-PKEET scheme is omitted here for clear expression. It is worthy to be 

noted that the authorized trapdoor denotes an overall permission to all ciphertexts encrypted using 

the receiver’s public key. This kind of permissions are called permanent trapdoors afterward.   

 

Then, let’s recall the design of equality test which mostly comes from the combination of two parts: 

one for decryption and another one for equality test. Then, the technique is easy understanding that 

besides the decryption key, another key called testing key is additionally generated in the key 

generation phase, and it is enrolled while encrypting. Then, the trapdoor algorithm is done by 

simply sending the testing key to the authorized entity. Once a user is authorized, he/she is able to 

test the equivalence of all ciphertexts of that receiver who grants the permission. In general, the 

security notion is also discussed depending on the status whether a user is authorized or not. For 
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those authorized users (so called type-I adversaries), Tang et al.’s scheme is proved OW-CCA2 

secure; on the other hand, their scheme is IND-CCA2 secure for the unauthorized users (namely 

type-II adversaries). 

 

Several authorization-based equality test schemes were gradually proposed. For example, Tang et 

al. also proposed another work called Fine-Grained PKEET [77], which is quite similar to [76]; 

the only difference is that [77] is not as efficient as [76] so that it was introduced to be designed 

against brute force attacks.  Ma et al. [78] proposed a delegated equality test scheme, which works 

even less effectively than [77]. Both of them follow the permanent trapdoor setting as well. 

Some ID-based encryption schemes [73], [74] with equality test functionality were also proposed 

gradually. Besides, with the growing trend of PKEET schemes, a series of security notions between 

the one-way security and the indistinguishability were proposed by Lu et al. [72] in order to 

regulate the security of PKEET schemes; after all, the one-way security is quite weak, but the 

indistinguishability is a hard upper bound due to the equality test functionality. 

 

Discussion 

Aforementioned permanent trapdoors could be authorized to trusted users to outsource the equality 

testability of all the receiver’s ciphertexts. For example, a boss can authorize its privilege to its 

secretary to help test emails in the company. However, there are some private email which are not 

related to the work that might come from the boss’s family or friends. If there are only permanent 

trapdoors, and the boss really needs the secretary’s help to pre-process the emails, how can the 

boss keep its secrecy about its private emails? Definitely, a more elastic solution is required that 

there should be another kind of trapdoor that outsources not all ciphertext testability to the 

authorized users. Perhaps the ciphertexts could be classified into different categories which some 

of them can be authorized and others do not. Or there could be a precise solution that a trapdoor is 

valid for a specific ciphertext. In the following section, it is going to introduce a cipher-bound 

trapdoor that satisfies above demand. A flexible equality test scheme will no doubt be more flexible 

with the aid of the cooperation between permanent trapdoors and cipher-bound trapdoors. 
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4.2 The cipher-bound trapdoors 
 

A research about equality test with cipher-bound trapdoors was proposed in [79]. Rather than 

existing PKEET schemes with permanent trapdoor which Bob can test the equality of all Alice’s 

ciphertexts once he got Alice’s trapdoor, a brand-new idea called ciphertext-bound-authority (CBA) 

was proposed in this paper. What is CBA? It denotes that the trapdoor which enables equality test 

is allocated ciphertext by ciphertext, every ciphertext requires a specific trapdoor. If ciphertext 1 

is authorized to Bob, no information about ciphertext 2 will be leaked even when two ciphertexts 

are encrypted using the same public key. 

 

Syntax of CBA-PKEET 

The architecture mainly follows Tang’s AoN-PKEET construction; the only modification is the 

trapdoor which is modified from an overall authorization to an individual authorization. For clear 

expression, the syntax is introduced here again. 

• 𝑆𝑒𝑡𝑢𝑝 1¼ : On input a secure parameter 𝜅, public parameters 𝑝𝑝 are generated for public 

usage. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): A user picks a pair of private key and public key (𝑠𝑘, 𝑝𝑘) through the public 

parameters 𝑝𝑝, where the public key is published and the private key is securely kept. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): The sender uses the receiver’s public key to encrypt a message 𝑚 into a 

testable ciphertext 𝐶. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): The receiver can decrypt the acquired ciphertext 𝐶  and obtain the hidden 

message 𝑚. 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝐶): The receiver is able to authorize the equality testability to some users 

through a trapdoor 𝑇 ← 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝐶). 

• 𝑇𝑒𝑠𝑡(𝐶Í, 𝐶�, 𝑇Í, 𝑇�) : On input two ciphertexts (𝐶Í, 𝐶�)  and their receivers’ trapdoors 

(𝑇Í, 𝑇�), the authorized user can verify the equivalence between two ciphertexts. After the 

equality test, the algorithm outputs 1 for equal messages or 0 for different messages. 
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What advantages or applications do ciphertext-bound authorities provides? 

Let’s focus on the trapdoor phase, obviously the trapdoor algorithm 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝐶) takes a 

ciphertext as an additional parameter when compared to the AoN-PKEET scheme. That is what so 

called ciphertext-bound authorities / trapdoors. Definitely, it provides an additional choice that the 

data receiver can authorize the authority of a particular ciphertext, rather than all ciphertexts to the 

tester. In the following two scenarios, the authorization of particular range might be more suitable 

than overall authorization. 

• A patient has some teeth problems so that he visits a dentist. Before being diagnosed, the 

dentist unavoidably checks the medical records of this patient. Now, the ciphertext-bound 

authorities might help the patient to reveal necessary teeth-related records to the dentist 

and meanwhile hide others like heart disease or high blood-pressure for his better privacy. 

• Bank A tries to verify only one payment with bank B. If there are only equality test schemes 

with permanent trapdoors, bank A has to open all its ledger to bank B for simply one 

equality test request. The ciphertext-bound authority provides a more flexible solution to 

satisfy this problem. 

 

Numerous cases may support the idea that sometimes an individual authorization is more flexible 

than an overall authorization. It is worthy to be noted that overall authorizations still satisfy many 

current applications, which will not be replaced by the individual authorizations. It is emphasized 

that the individual authorization makes equality test scheme much more flexible and stable. Then, 

after the syntax, a concrete construction of CBA-PKEET is proposed in this work. 

• 𝑆𝑒𝑡𝑢𝑝(1¼) : On input a secure parameter 𝜅 , a multiplicative cyclic group {𝔾, 𝑔, 𝑞}  is 

generated where 𝑔 ∈ 𝔾 denotes a generator of 𝔾; 𝑞  stands for the order of 𝔾. For all 

elements in 𝔾 and ℤW∗ , the bit-length are set as 𝔾 = 𝑞 and 𝑞 = 𝜅, respectively. Three 

collision-resistant and one-way hash functions 𝐻�: 0, 1 ∗ → ℤW∗ , 𝐻�:𝔾 → 0, 1 WÜ�¼  and 

𝐻Þ:𝔾 → 0, 1 ¼  are required. The message space ℳ  is set identical to group 𝔾 . The 

outputted public parameters are 𝑝𝑝 ← {𝜅, 𝔾, 𝑔, 𝑞, 𝐻�, 𝐻�, 𝐻Þ}. 
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• 𝐾𝑒𝑦𝐺𝑒𝑛(𝑝𝑝): On input the public parameters 𝑝𝑝, a user randomly picks 𝑥
$
ℤW∗  as its 

private key and publishes the public key 𝑦 ← 	𝑔s. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): To encrypt a message 𝑚 ∈ 𝔾, a sender randomly picks 𝑟
$
ℤW∗  and outputs 

𝐶 ← (𝑈, 𝑉)  where 𝑢 ← 𝐻� 𝑚 𝑟 𝐻Þ 𝑚 ,  𝑈 ← 𝑔ý , 𝑉 ← 𝐻� 𝑦ý ⨁ 𝑚	 𝑟 𝐻Þ 𝑚 . 

Symbol ⨁ and || denote the XOR operation and the concatenation symbol, respectively. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): To decrypt a ciphertext (𝑈, 𝑉) ← 𝐶, the receiver computes 𝑚 𝑟 𝐻Þ 𝑚 ←

𝐻� 𝑈s ⨁𝑉 and accepts 𝑚 if 𝑈 = 𝑔�  ² � �á ²  . 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝐶): The receiver is able to authorize the equality testability to someone 

through trapdoor 𝑇 ← 𝐿𝑆𝐵¼ 𝐻� 𝑈s . Symbol 𝐿𝑆𝐵¼(∙) denotes the least 𝜅 significant bits 

of the inputted parameter. 

• 𝑇𝑒𝑠𝑡(𝐶Í, 𝐶�, 𝑇Í, 𝑇�) : On input ciphertexts 𝐶Í ← (𝑈Í, 𝑉Í) , 𝐶� ← (𝑈�, 𝑉�)  and trapdoors 

(𝑇Í, 𝑇�) , the equality between them is verified through the following equation. If the 

equation holds, it outputs 1 for tested equal; or it outputs 0 for non-equal. 

(	𝐿𝑆𝐵¼(VÍ)	⨁	𝑇Í	) 		= 	 (	𝐿𝑆𝐵¼(V�)	⨁	𝑇�	) (38) 

 

The CBA-PKEET is perfect consistency and computational soundness. Equation (38) is clear that: 

𝐿𝑆𝐵¼(VÍ)	⨁	𝑇Í 	= 	 𝐿𝑆𝐵¼(VÍ	⨁	𝐻�(𝑈Ís)) 	= 	HÞ(mÍ) and 𝐿𝑆𝐵¼(V�)	⨁	𝑇� 	= HÞ(m�).  

• Perfect consistency: when 𝑚Í = 𝑚� , the perfect consistency holds because 𝐻Þ 𝑚Í =

𝐻Þ(𝑚�). 

• Computationally soundness: the verification whether 𝐻Þ 𝑚Í = 𝐻Þ(𝑚�) or not is almost 

the same as whether 𝑚Í = 𝑚�  or not. But there is negligible probability 𝐴𝑑𝑣𝒜,�á
�«  that 

𝑚Í ≠ 𝑚� 	∧ 	 𝐻Þ 𝑚Í = 𝐻Þ 𝑚� . Symbol 𝐴𝑑𝑣𝒜,�á
�«  is defined in section 2.2.1, which 

denotes the negligible probability that collisions of hash function 𝐻Þ were found. 
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Table 3: The efficiency comparison between CBA-PKEET and previous PKEET schemes 

 𝐾𝐺𝑒𝑛 𝐸𝑛𝑐 𝐷𝑒𝑐 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 𝑇𝑒𝑠𝑡 
PKEET [75] 𝑡2 3	𝑡2 3	𝑡2 N/A 2	𝑡v 

PCE [80] 𝑡2 4	𝑡2 2	𝑡v N/A 2	𝑡v 
AoN-PKEET [76] 2	𝑡2 5	𝑡2 2	𝑡2 0 4	𝑡2 
FG-PKEET [77] 2	𝑡2 4	𝑡2 2	𝑡2 3	𝑡2 4	𝑡v 

CBA-PKEET  𝑡2 2	𝑡2 2	𝑡2 𝑡2 2	𝑡s 

 

Efficiency comparison with previous works 

Table 3 shows the efficiency comparison with previous PKEET works. Symbols 𝑡2, 𝑡v and 𝑡s are 

defined in Table 1, which stands for the time of exponential operations, pairing operations and 

XOR operations, respectively. The bilinear pairing is a computational heavy operation that costs 

approximately 8 times as the exponential operation in cyclic groups. Besides, 𝑡s is negligible when 

compared to the other two operations.	

𝑡s ≪ 	 𝑡2 < 	 𝑡v 	≅ 	8	𝑡2 (39) 

 

Compared to previous works, the proposed CBA-PKEET works pretty efficiently since the 

computational heavy tool, bilinear mapping, is not adopted in this construction. Most previous 

works require heavy computations while equality tests were executed, and this is one of the most 

remarkable advantages that CBA-PKEET owns.  

 

Security proof 

Theorem 6: CBA-PKEET is OW-CCA2 secure against type-I adversaries in RO model. 

 

Proof. Assuming that CBA-PKEET is not OW-CCA2 secure, which means there is a type-I 

adversary has non-negligible probability 𝜖(𝜅) to break the one-way security, then it could be 

demonstrated how to play a simulator role to break the one-wayness of the hash function 𝐻Þ by 

utilizing this adversary. Following, the one-wayness “given 𝐻Þ and 𝐻Þ(𝛿), find 𝛿” and the random 
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oracle model will be enrolled into security proof. A formal description of the security game 

simulated by the simulator is depicted in the following Figure 16. 

 

Figure 16: The simulated OW-CCA2 game of CBA-PKEET. 

 

The proof begins with environment settings like 𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 1É  and (𝑠𝑘, 𝑝𝑘) ← 𝐾𝐺𝑒𝑛(𝑝𝑝). 

Two hash tables 𝜏�, 𝜏� are initialized empty. The adversary is allowed to request decryption queries 

𝒪�  and 𝒪�¡, trapdoor queries 𝒪�, and hash queries 𝒪�  and 𝒪�¡ to the simulator, which will be 

replied as those drawn in The simulated OW-CCA2 game of CBA-PKEET.. The random oracles 

𝒪�  and 𝒪�¡ enable the simulator to regard any random number pair (𝑈, 𝑉) as a legal ciphertext 

	

𝐸𝑥𝑝𝒜,�³Â�ª°��Â�(κ)	
						𝜏�, 𝜏� ←⊥;	𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1É);	
						(𝑠𝑘, 𝑝𝑘) ← 𝐾𝐺𝑒𝑛(𝑝𝑝);	
						𝒜𝒪Ð (∙)𝒪) (∙)𝒪)¡(∙)𝒪*(∙)(𝑝𝑝, 𝑝𝑘);	

						𝑈∗
$
←𝔾;	𝑉∗

$
←	{0, 1}WÜ�¼;	

						𝐶∗ ← (𝑈∗, 𝑉∗);	
						𝜏�. 𝑎𝑑𝑑(((𝑈∗)Ý~, 𝑉∗⊕ 𝐻Þ(𝛿)));	
						𝑚′ ← 𝒜𝒪Ð¡(∙)𝒪) (∙)𝒪)¡(∙)𝒪*(∙)(𝑝𝑝, 𝑝𝑘, 𝐶∗);	
	

𝒪� (𝑚, 𝑟, ℎÞ)	
						if (∃(𝑚, 𝑟, ℎÞ, 𝑢) ∈ 𝜏�) 
											return 𝑢; 
						else 
          if (ℎÞ = 𝐻Þ(𝑚)) 

               𝑢
$
← ℤW∗ ; 

               𝜏�. 𝑎𝑑𝑑((𝑚, 𝑟, ℎÞ, 𝑢)) 
               return 𝑢; 
          else 
               return ⊥; 

𝒪� (𝐶)	
						if (𝑖𝑠𝑉𝑎𝑙𝑖𝑑(𝐶)) 
											return 𝐷𝑒𝑐(𝑠𝑘, 𝐶);	
						else	return ⊥; 
	
𝒪�¡(𝐶)	
						if (𝐶 ≠ 𝐶∗) 
											return 𝒪� (𝐶)	
						else	return ⊥; 
	

𝒪�¡(𝑑)	
						if (∃(𝑑, ℎ�) ∈ 𝜏�) 
											return ℎ�; 
						else 

          ℎ�
$
← {0, 1}WÜ�¼; 

          𝜏�. 𝑎𝑑𝑑((𝑑, ℎ�)) 
          return ℎ�; 
 

𝒪�(𝐶)	
						(𝑈, 𝑉) ← 𝐶; 
						if (𝑖𝑠𝑉𝑎𝑙𝑖𝑑(𝐶)) 
											return 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝐶);	
						else	return ⊥; 
 

𝑖𝑠𝑉𝑎𝑙𝑖𝑑(𝐶)	
					(𝑈, 𝑉) ← 𝐶;	(𝑚, 𝑟) ← 𝐷𝑒𝑐(𝑠𝑘, 𝐶);	
     𝑛 ← 𝑚||𝑟||𝐻Þ(𝑚); 𝑢 ← 𝒪� (𝑛);	
						if (𝑈 = 𝑔ý ∧ 𝑉 = (𝒪�¡(𝑦

ý)⊕ 𝑛)) 
											return 𝑇𝑟𝑢𝑒; 
						else 
          return 𝐹𝑎𝑙𝑠𝑒; 
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pair over any message 𝑚 and randomize 𝑟. In other words, there is actually no information hidden 

in ciphertext 𝐶∗ since both 𝑈∗ and 𝑉∗ are just some meaningless random numbers. The only clue 

comes from the injection 𝜏�. 𝑎𝑑𝑑 𝑈∗ Ý~, 𝑉∗⊕ 𝐻Þ 𝛿  which reveals the hash value 𝐻Þ(𝛿) to 

the adversary. Now the problem can be simplified to the targeted question: if the adversary can 

find a message 𝑚 that satisfies 𝐻Þ 𝑚 = 𝐻Þ(𝛿) to break the one-way security of CBA-PKEET, 

then the simulator can directly output 𝛿 ← 𝑚 to break the one-wayness of hash function 𝐻Þ. By 

the negligible probability of breaking the one-wayness of hash functions, it is proved one-way 

security for CBA-PKEET. 

Figure 17: The simulated IND-CCA2 game for CBA-PKEET. 

 

Theorem 7: CBA-PKEET is IND-CCA2 secure against type-II adversaries in RO model. 

 

Proof. As type-II adversaries, the trapdoors are not available in the security proof. Assuming that 

CBA-PKEET is not IND-CCA2 secure, which means there is a type-II adversary has non-negligible 

probability 𝜖(𝜅) to break the IND-CCA2 security, then it can be demonstrated how to play a 

simulator role to break the DDH problem by utilizing this adversary. Following, the DDH problem 

	

𝐸𝑥𝑝𝒜,�³ÂÎx�°��Â�°Ï(κ)	
						𝜏 ←⊥;	𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1É);	𝑝𝑘 ← 𝑔𝛽;	
						(𝑚Í,𝑚�) ← 𝒜𝒪Ð (∙)𝒪) (∙)(𝑝𝑝, 𝑝𝑘);	

						𝑈Ï ← 𝑔�;	𝑟
$
← ℤW∗ ;	

						𝑉Ï ←	𝐻�(𝑔𝛾)⊕ (𝑚Ï, 𝑟	, 𝐻Þ(𝑚Ï));	
						𝐶Ï ← (𝑈Ï, 𝑉Ï);	
						𝑏′ ← 𝒜𝒪Ð¡(∙)𝒪) (∙)(𝑝𝑝, 𝑝𝑘, 𝐶Ï);	
	

𝒪� (𝐶)	
						for all (𝑚, 𝑟, ℎ, 𝑢) ∈ 𝜏  
          if (𝑈 = 𝑔ý ∧ 𝑉 = 𝐻�(𝑦ý)⊕ (𝑚, 𝑟, ℎ)) 
               return 𝑚; 
      return ⊥; 
	

𝒪� (𝑚, 𝑟, ℎ)	
						if (∃(𝑚, 𝑟, ℎ, 𝑢) ∈ 𝜏) 
											return 𝑢; 
						else 
          if (ℎ = 𝐻Þ(𝑚)) 

               𝑢
$
← ℤW∗ ; 

               𝜏. 𝑎𝑑𝑑((𝑚, 𝑟, ℎ, 𝑢)); 
               return 𝑢; 
          else 
               return ⊥; 

𝒪�¡(𝐶)	
						if (𝐶 ≠ 𝐶Ï) 
											return 𝒪� (𝐶);	
						else	return ⊥; 
	



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

	

	 66	

“whether (𝛾 = 𝛼𝛽) ← 𝒜 𝑔, 𝑔�, 𝑔�, 𝑔�  or not” will be imported for security proof. By integrating 

the IND-CCA2 secure model illustrated in Figure 9 and the random oracle model defined in section 

2.2.1, the applied secure game is illustrated in Figure 17. 

 

It is clear that the simulator begins the game with two settings: the first one is to replace 𝐻� with 

random oracle that has to be queried to the simulator; the second one is to set 𝑝𝑘 ← 𝑔�.  With 

these settings, the simulator may be able to answer the decryption oracles 𝒪�  and 𝒪�¡ through 

checking the hash table 𝜏. With above settings, the simulator successfully simulates an IND-CCA2 

game. Then, if the adversary has a correct guess 𝑏Ó = 𝑏, the simulator outputs 𝛾 = 𝛼𝛽; otherwise, 

the simulator outputs 𝛾 ≠ 𝛼𝛽. The discussion continues with two scenarios. 

• In case 𝛾 = 𝛼𝛽. This is the CBA-PKEET scheme. Then, the adversary has non-negligible 

probability 𝜖(𝜅) to break the IND-CCA2 security of CBA-PKEET. 

• In case 𝛾 ≠ 𝛼𝛽. This is not the CBA-PKEET scheme so that the adversary has only 50% 

probability to output correctly. 

 

Both of above cases occur in half probability. In sum, the simulator will win with (1 + 𝜖(𝜅))/2 

probability; in other words, it acquires 𝜖(𝜅)/2 advanced probability to break the DDH assumption 

and it is non-negligible. By the intractability of the DDH problem, it is proved that there is no 

polynomial-time adversary is able to break the IND-CCA2 security of CBA-PKEET with non-

negligible probability. To conclude, it is proved that CBA-PKEET is IND-CCA2 security based on 

the intractability of the DDH assumption. 
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4.3 Equality test scheme with compatible trapdoors 
 

After the CBA-PKEET scheme was introduced, there are two kinds of trapdoors, permanent 

trapdoors and ciphertext-bound trapdoors, in order to satisfy different requirements. It is intuitive 

to consider the compatibility between two systems. A novel authorization-based PKEET scheme 

was proposed to satisfy the compatibility between two trapdoor types. In addition, to prevent the 

eavesdropping and tampering attacks, or it can be realized as the removal of secure channels, the 

newly-designed trapdoors are encrypted which could be accessed only by the assigned testers. On 

the other hand, the testers can verify the validity of trapdoors before equality tests. Finally, when 

it is compared to previous PKEET works, the proposed PKE-AET scheme is more efficient than 

most previous works, it firstly supports the compatibility, it removes the requirements of secure 

channels, and then it satisfies the highest security layers as other works do. Following, the newly 

designed compatible syntax called public key encryption with authorized equality test [81], PKE-

AET, will be introduced. 

• 𝑆𝑒𝑡𝑢𝑝 1¼ : On input a secure parameter 𝜅, public parameters 𝑝𝑝 are generated for public 

usage. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): A user picks a pair of private key and public key (𝑠𝑘, 𝑝𝑘) through the public 

parameters 𝑝𝑝, where the public key is published and the private key is securely kept. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): The sender uses the receiver’s public key to encrypt a message 𝑚 into a 

testable ciphertext 𝐶. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): The receiver can decrypt the acquired ciphertext 𝐶  and obtain the hidden 

message 𝑚. 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟: Both kinds of trapdoors are generated on input the receiver’s secret key 𝑠𝑘 and 

the tester’s public key 𝑝𝑘�. 

1. 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝑝𝑘�): The permanent trapdoor 𝑇 may be granted to a higher layer 

tester who can execute the equality test for all ciphertext of the receiver. 

2. 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝑝𝑘�, 𝐶) : The cipher-bound trapdoor 𝑇�  may be authorized to a 

normal tester who can only test a specific ciphertext of the receiver. 



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

	

	 68	

• 𝑉𝑒𝑟𝑖𝑓𝑦: Both kinds of trapdoors are verified using the receiver’s public key 𝑝𝑘 and the 

tester’s secret key 𝑠𝑘�. 

1. 𝑉𝑒𝑟𝑖𝑓𝑦(𝑝𝑘, 𝑠𝑘�, 𝑇): It outputs 1 for valid or 0 for invalid. 

2. 𝑉𝑒𝑟𝑖𝑓𝑦(𝑝𝑘, 𝑠𝑘�, 𝑇�, 𝐶): It outputs 1 for valid or 0 for invalid. 

• 𝑇𝑒𝑠𝑡(𝐶Í, 𝐶�, 𝑇Í, 𝑇�, 𝑠𝑘�) : On input two ciphertexts (𝐶Í, 𝐶�) , their receivers’ trapdoors 

𝑇Í, 𝑇� ∈ 𝑇, 𝑇� �  and the tester’s secret key 𝑠𝑘� , the authorized user can verify the 

equivalence between two ciphertexts. After the equality test, the algorithm outputs 1 for 

equal messages or 0 for different messages. 

 

As a compatible solution, the description is a bit more complicated. Symbol 𝑇 denotes a permanent 

trapdoor and 𝑇�  stands for a cipher-bound trapdoor. Then, symbols (𝑠𝑘, 𝑝𝑘)  and (𝑠𝑘�, 𝑝𝑘�) 

represent the receiver’s key pair and the tester’s key pair, respectively. Following, a concrete 

scheme is proposed in this work. 

• 𝑆𝑒𝑡𝑢𝑝(1¼): On input a secure parameter 𝜅, a type-I bilinear pairing {𝑒: 𝔾	×	𝔾 → 𝔾�, 𝑔, 𝑞} 

is generated where 𝑔 ∈ 𝔾 denotes a generator of 𝔾; 𝑞 stands for the order of 𝔾 and 𝔾�. 

The bit-length of elements in 𝔾 and 𝔾� is 𝑞; and the bit-length of elements in ℤW∗  is 𝜅. Two 

collision-resistant and one-way hash functions 𝐻�:𝔾 → 𝔾  and 𝐻�:𝔾 → 0, 1 WÜ¼  are 

required. The message space ℳ  is set identical to group 𝔾 . The outputted public 

parameters are 𝑝𝑝 ← {𝜅, 𝑒, 𝔾, 𝔾�, 𝑔, 𝑞, 𝐻�, 𝐻�}. 

• 𝐾𝑒𝑦𝐺𝑒𝑛(𝑝𝑝): On input the public parameters 𝑝𝑝, a user randomly picks 𝑎, 𝑏
$
ℤW∗  as its 

private key and publishes the public key (𝑔�, 𝑔Ï). 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): To encrypt a message 𝑚 ∈ 𝔾, a sender randomly picks 𝑟
$
ℤW∗  and outputs 

𝐶 ← (𝑈, 𝑉,𝑊)  where 𝑈 ← 𝑔� ,  𝑉 ← 𝑚�𝐻�(𝑔��) , 𝑊 ← 𝐻� 𝑔Ï� ⨁(𝑚||𝑟) . Symbol ⨁ 

presents the XOR operation. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): To decrypt a ciphertext 𝐶 ← (𝑈, 𝑉,𝑊), the receiver computes (𝑚∗||𝑟∗) ←

𝐻� 𝑈Ï ⨁𝑊 and accepts 𝑚 ← 𝑚∗ if both 𝑈 = 𝑔�∗  and 𝑉 = 𝑚∗ �∗𝐻�(𝑈�) hold. 
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• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 : Both kinds of trapdoors are generated on input the receiver’s secret key 

𝑎, 𝑏 ← 𝑠𝑘 and the tester’s public key 𝑔�. , 𝑔Ï. ← 𝑝𝑘�. 

1. 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝑝𝑘�): 𝑇 ← (𝑔ý, 𝑎𝐻�(𝑔Ï.ý)) is outputted as a permanent trapdoor 

where 𝑢
$
ℤW∗ . 

2. 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝑝𝑘�, 𝐶) : On input a ciphertext 𝑈, 𝑉,𝑊 ← 𝐶 , 𝑇� ←

(𝑔ý, 𝑈�𝐻�(𝑔Ï.ý)) is outputted as a cipher-bound trapdoor where 𝑢
$
ℤW∗ . 

• 𝑉𝑒𝑟𝑖𝑓𝑦: Both kinds of trapdoors are verified using the receiver’s public key (𝑔�, 𝑔Ï) ←

𝑝𝑘 and the tester’s secret key (𝑎�, 𝑏�) ← 𝑠𝑘�. 

1. 𝑉𝑒𝑟𝑖𝑓𝑦(𝑝𝑘, 𝑠𝑘�, 𝑇) : the permanent trapdoor (𝑋,𝑌) ← 𝑇  can be verified by 

computing 𝑎∗ ← 𝑌/𝐻� 𝑋Ï. 	𝑚𝑜𝑑	𝑞, and outputting 1 if 𝑔�∗ = 𝑔�; or 0, otherwise. 

2. 𝑉𝑒𝑟𝑖𝑓𝑦(𝑝𝑘, 𝑠𝑘�, 𝑇�, 𝐶) : on input a ciphertext 𝐶 ← (𝑈, 𝑉,𝑊)  the cipher-bound 

trapdoor (𝑋,𝑌) ← 𝑇�  can be verified by computing 𝐴 ← 𝑌/𝐻�(𝑋Ï.) , and 

outputting 1 if 𝑒 𝐴, 𝑔 = 𝑒(𝑔�, 𝑈); or 0, otherwise. 

• 𝑇𝑒𝑠𝑡(𝐶Í, 𝐶�, 𝑇Í, 𝑇�, 𝑠𝑘�): On input ciphertexts 𝐶Í ← (𝑈Í, 𝑉Í,𝑊Í) , 𝐶� ← (𝑈�, 𝑉�,𝑊�)  and 

trapdoors (𝑇Í, 𝑇�), the equality test follows the steps below. 

1. If both trapdoors are verified valid, continue to next step; otherwise, forbid and quit. 

2. If (𝑋Í,𝑌Í) ← 𝑇Í  is a permanent trapdoor, compute 𝑎∗ ← 𝑌Í/𝐻� 𝑋Í
Ï. 	𝑚𝑜𝑑	𝑞 and 

𝑍Í ← 𝑉Í/𝐻�(𝑈Í�); otherwise, compute 𝑍Í ← 𝑉Í/𝐻�(𝑌Í/𝐻�(𝑋Í
Ï.)). 

3. Compute 𝑍� with 𝐶� and 𝑇� in the same way as step 2. 

4. Output 1 if 𝑒(𝑈�,𝑍Í) = 𝑒(𝑈Í,𝑍�); or 0, otherwise. 

 

The decryption is straightforward so that the inference is omitted here. The consistency and 

soundness are analyzed as follows. Before that, a brief inference related to the 𝑇𝑒𝑠𝑡 algorithm will 

be helpful for the analysis. After the basic computation over numerous symbol replacements, 𝑍Í 

will become 𝑚Í
�ï and 𝑍� is equal to 𝑚�

�  where 𝑟Í, 𝑟� are the randomness that 𝑈Í = 𝑔�ï and 𝑈� =

𝑔� , respectively. The 𝑇𝑒𝑠𝑡 algorithm finally verifies whether 𝑒(𝑔� ,𝑚Í
�ï) = 𝑒(𝑔�ï,𝑚�

� ) or not. 
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• Perfect consistency: When 𝑚Í = 𝑚�, the perfect consistency holds because 𝑒 𝑔� ,𝑚Í
�ï =

𝑒 𝑔�ï,𝑚�
�  = 𝑒 𝑔,𝑚Í

�ï� . 

• Perfect soundness: By the type-I bilinear pairing setting, 𝑚Í ≠ 𝑚� implies 𝑒 𝑔� ,𝑚Í
�ï ≠

𝑒 𝑔�ï,𝑚�
�   and vice versa. 

 

Table 4: An overall comparison between PKE-AET and previous PKEET schemes 

  AoN-PKEET[77] FG-PKEET[76] PKE-DET[78] PKE-AET 
Efficiency 𝐾𝐺𝑒𝑛	 2𝑡2 2𝑡2 2𝑡2 2𝑡2 
 𝐸𝑛𝑐	 5𝑡2 4𝑡2 𝑡v + 5𝑡2 4𝑡2 
 𝐷𝑒𝑐	 2𝑡2 2𝑡2 𝑡v + 4𝑡2 4𝑡2 
 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟	 0 3𝑡2 3𝑡2 2𝑡2/3𝑡2 
 𝑇𝑒𝑠𝑡	 4𝑡2 4𝑡v 4𝑡v + 2𝑡2 2𝑡v + (4𝑡2/2𝑡2) 
Storage Ciphertext 5𝑞 + 𝜅 5𝑞 + 𝜅 4𝑞 + 𝜅 3𝑞 + 𝜅 
 Trapdoor 𝜅 2𝑞 2𝑞 2𝑞/2𝑞 
Trapdoor Permanent P P P P 
 Cipher-bound O O O P 
 Private O P P P 
 Verifiable O O O P 

 

Overall comparison with previous PKEET schemes 

Above Table 4 shows the comparison between PKE-AET and previous PKEET schemes. The time 

units 𝑡2, 𝑡v as well as the length units 𝑞, 𝜅 denote the computation time of exponential and pairing 

operations as well as the bit-length of elements in 𝔾 and ℤW∗ , respectively. All tokens are defined 

in Table 1. Due to the fact that PKE-AET supports both permanent trapdoors and cipher-bound 

trapdoors, some fields are demonstrated as 𝐴/𝐵 that denotes the performance of permanent/cipher-

bound trapdoor, respectively. In general, PKE-AET leads better efficiency and storage space than 

[76], [78], but worse than [77]. However, PKE-AET is the only scheme that is compatible with 

both permanent trapdoors and cipher-bound trapdoors. On the other hand, when it comes to the 

privacy and verifiability of the trapdoors, PKE-AET is the only one scheme that ensures trapdoors 
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can merely be obtained by assigned testers; and meanwhile, it provides the testers opportunities to 

verify the validity of received trapdoors. Next, the security is going to be discussed. 

Figure 18: The simulated OW-CCA2 game of PKE-AET. 

 

Security proof 

Theorem 8: PKE-AET is OW-CCA2 secure against type-I adversaries in the RO model. 

 

Proof. Assume that there is an adversary who is able to break the one-way security with non-

negligible probability in the random oracle model, it can be demonstrated that how one simulator 

may utilize the adversary to break the CONF assumption (“given 𝑔�, 𝑔�� ∈ 𝔾, find 𝑔�”, defined 

in section 2.1.2) with non-negligible probability. The detail proof is illustrated in Figure 18, which 

	

𝐸𝑥𝑝𝒜,»¸Ë°ÂË��ª°��Â� (κ)	
						𝜏 ←⊥;	𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1É);	
						(𝑠𝑘, 𝑝𝑘) ← 𝐾𝐺𝑒𝑛(𝑝𝑝);		
						𝑝𝑘� ← 𝒜𝒪Ð (∙),𝒪)¡(∙)(𝑝𝑝, 𝑝𝑘);	
						𝒜𝒪Ð (∙),𝒪)¡(∙),𝒪* ,𝒪*1(∙)(𝑝𝑝, 𝑝𝑘);	

						𝑈∗ ← 𝑔�;	𝑉∗
$
←	𝑔��𝐻�((𝑔�)�);	

						𝑊∗ $
← {0, 1}WÜ¼ ;	𝐶∗ ← (𝑈∗, 𝑉∗,𝑊∗);	

						𝑚′ ← 𝒜𝒪Ð¡(∙),𝒪)¡(∙),𝒪* ,𝒪*1(∙)(𝑝𝑝, 𝑝𝑘, 𝐶∗);	
	

𝒪�¡(𝑑)	
						if (∃(𝑑, ℎ) ∈ 𝜏) 
											return ℎ; 
						else 

          ℎ
$
← {0, 1}WÜ¼; 

          𝜏. 𝑎𝑑𝑑ô(𝑑, ℎ)õ; 
          return ℎ; 
 

𝒪�()	
					 return 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝑝𝑘�); 
 

𝑖𝑠𝑉𝑎𝑙𝑖𝑑(𝐶)	
					(𝑈, 𝑉,𝑊) ← 𝐶;	(𝑚, 𝑟) ← 𝐷𝑒𝑐(𝑠𝑘, 𝐶);	
     if (𝑈 = 𝑔� ∧ 𝑉 = 𝑚�𝐻�(𝑔��) ∧𝑊 = (𝑚||𝑟)⊕ 𝐻�(𝑔Ï�)))	 
											return 𝑇𝑟𝑢𝑒; 
						else 
          return 𝐹𝑎𝑙𝑠𝑒; 
 

𝒪� (𝐶)	
						if (𝑖𝑠𝑉𝑎𝑙𝑖𝑑(𝐶)) 
											return 𝐷𝑒𝑐(𝑠𝑘, 𝐶);	
						else	return ⊥; 
	
𝒪�¡(𝐶)	
						if (𝐶 ≠ 𝐶∗) 
											return 𝒪� (𝐶)	
						else	return ⊥; 
	

𝒪�1(𝐶)	
						if (𝑖𝑠𝑉𝑎𝑙𝑖𝑑(𝐶)) 
											return 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘, 𝑝𝑘�, 𝐶);	
						else	return ⊥; 
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is shown in the pseudo-code expression. In the beginning, the simulator initializes an empty hash 

table 𝜏, a set of public parameter 𝑝𝑝 and the key pair (𝑠𝑘, 𝑝𝑘); and the adversary outputs his public 

key 𝑝𝑘� on receiving parameters (𝑝𝑝, 𝑝𝑘). Then, the adversary is allowed to request hash oracle 

𝒪�¡, trapdoor oracles 𝒪�, 𝒪�1 and decryption oracles 𝒪� , 𝒪�¡. The simulator will answer them as 

shown. Finally, if the adversary outputs 𝑚 where 𝑒 𝑔�,𝑚 = 𝑒(𝑔��, 𝑔), it breaks the OW-CCA2 

of PKE-AET; and meanwhile, the simulator breaks the CONF assumption by outputting 𝑔� ← 𝑚. 

By the intractability of the CONF assumption, it is said that PKE-AET is OW-CCA2 secure. 

 

Theorem 9: PKE-AET is IND-CCA2 secure against type-II adversaries in the RO model. 

 

Proof. Assume that there is an adversary who is able to break the IND-CCA2 security of PKE-AET 

with non-negligible probability in the random oracle model, it can be demonstrated that how one 

simulator may utilize the adversary to break the CDH assumption (given 𝑔�, 𝑔� ∈ 𝔾, find 𝑔��, 

defined in section 2.1.2) with non-negligible probability. Let Pr	[𝐸𝑥𝑝?] be the probability the 

adversary wins the experiment 𝐸𝑥𝑝?. A series of experiments and the difference lemma [82] will 

be adopted to gradually proof the security.  

 

Experiment 𝐸𝑥𝑝Í: A simulator initializes the public parameters 𝑝𝑝 and a pair of keys 𝑠𝑘, 𝑝𝑘  in 

the beginning. Then, it passes 𝑝𝑝, 𝑝𝑘  to the adversary to begin the experiment. When the 

decryption oracle 𝒪� (𝐶) is requested, it returns 𝐷𝑒𝑐(𝑠𝑘, 𝐶); when the decryption oracle 𝒪�¡(𝐶) 

is requested, it returns 𝒪� (𝐶) if 𝐶 ≠ 𝐶Ï. The challenge 𝐶Ï ← 𝐸𝑛𝑐(𝑝𝑘,𝑚Ï) is the encryption of 

one of messages (𝑚Í,𝑚�) outputted by the adversary. Obviously, 𝐸𝑥𝑝Í is identical the PKE-AET 

scheme. The probability is estimated as follow. 

𝐴𝑑𝑣𝒜,»¸Ë°ÂË�Îx�°��Â� = Pr 𝐸𝑥𝑝Í = Pr

𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 1É ; 𝑠𝑘, 𝑝𝑘 ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ;
(𝑚Í,𝑚�) ← 𝒜𝒪Ð (∙)(𝑝𝑝, 𝑝𝑘);

𝑏
$
0, 1 ; 𝐶Ï ← 𝐸𝑛𝑐 𝑝𝑘,𝑚Ï ;

𝑏′ ← 𝒜𝒪Ð¡ ∙ 𝑝𝑝, 𝑝𝑘, 𝐶Ï : b = b′

−
1
2

 

 

 

(40) 
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Experiment 𝐸𝑥𝑝�: It is mainly the same as 𝐸𝑥𝑝Í except the hash functions are replaced by random 

oracle accesses. Two hash tables 𝜏�, 𝜏� ←⊥ are initialized in the beginning of 𝐸𝑥𝑝�. When a hash 

query 𝒪�  𝑑�  or 𝒪�¡ 𝑑�  is queried, the simulator checks data on table 𝜏�  or 𝜏� , if there is 

already a record 𝑑�, ℎ� ∈ 𝜏� or 𝑑�, ℎ� ∈ 𝜏�, it returns the recorded hash value; if no record is 

found, it randomly picks a random value ℎ�
$
𝔾 or ℎ�

$
0, 1 WÜ¼, saves 𝑑�, ℎ�  or 𝑑�, ℎ�  on 

table 𝜏� or 𝜏�, and returns hash value ℎ� or ℎ�, respectively. The hash functions in the encryption 

process and decryption oracles 𝒪�  ∙  and 𝒪�¡ ∙  are substituted by random oracles as well. By 

the definition of the random oracle: 

Pr 𝐸𝑥𝑝Í = Pr 𝐸𝑥𝑝� = Pr

𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 1É ; 𝑠𝑘, 𝑝𝑘 ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ;
(𝑚Í,𝑚�) ← 𝒜𝒪Ð (∙)𝒪) (∙)𝒪)¡(∙)(𝑝𝑝, 𝑝𝑘);

𝑏
$
0, 1 ; 𝐶Ï ← 𝐸𝑛𝑐 𝑝𝑘,𝑚Ï ;

𝑏′ ← 𝒜𝒪Ð¡ ∙ 𝒪)  ∙ 𝒪)¡ ∙ 𝑝𝑝, 𝑝𝑘, 𝐶Ï : b = b′

 

 

 

(41) 

 

Experiment 𝐸𝑥𝑝�: It is mainly the same as 𝐸𝑥𝑝� except that the challenge is modified as 𝐶Ï ←

(𝑔�, 𝑅�, 𝑅�)  where 𝑟
$
ℤW∗ , 𝑅�

$
	𝔾  and 𝑅�

$
0, 1 WÜ¼ . Then, two records (𝑔��, 𝑅�/𝑚Ï

�)  and 

(𝑔Ï�, 𝑅�⊕ (𝑚Ï||𝑟)) are added to hash tables 𝜏� and 𝜏�, respectively. It is inherently identical to 

𝐸𝑥𝑝�  by the definition of random oracle. Experiment 𝐸𝑥𝑝�  reveals an interesting idea that 

ciphertext or challenge could actually be totally composed of randomness if the related hash 

records are correctly recorded in the hash tables. The probability of Pr 𝐸𝑥𝑝�  is shown below. 

Pr 𝐸𝑥𝑝� = Pr 𝐸𝑥𝑝� = Pr

𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 1É ; 𝑠𝑘, 𝑝𝑘 ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ;
(𝑚Í,𝑚�) ← 𝒜𝒪Ð (∙)𝒪) (∙)𝒪)¡(∙)(𝑝𝑝, 𝑝𝑘);

𝑏
$
0, 1 ; 𝑟

$
ℤW∗ , 𝑅�

$
	𝔾;	𝑅�

$
0, 1 WÜ¼;

𝜏�. 𝑎𝑑𝑑((𝑔��, 𝑅�/𝑚Ï
�));	

𝜏�. 𝑎𝑑𝑑((𝑔Ï�, 𝑅�⊕ (𝑚Ï||𝑟)));
𝐶Ï ← (𝑔Ï�, 𝑅�, 𝑅�);

𝑏′ ← 𝒜𝒪Ð¡ ∙ 𝒪)  ∙ 𝒪)¡ ∙ 𝑝𝑝, 𝑝𝑘, 𝐶Ï : 𝑏 = 𝑏′

 

 

 

(42) 
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Experiment 𝐸𝑥𝑝Þ: It is mainly the same as 𝐸𝑥𝑝� except for following modifications related to the 

CDH assumption (given 𝑔�, 𝑔� ∈ 𝔾, find 𝑔�� ). The detail simulation is described in form of 

pseudo codes illustrated in Figure 19. Four main modifications are listed below. 

 

Figure 19: The simulated IND-CCA2 game of PKE-AET. 

 

1. The public key. Let 𝑎, 𝑏
$
ℤW∗ , the new public key is replaced by 𝑝𝑘 ← 𝑔� �, 𝑔� Ï . 

2. The decryption oracle. Let 𝑈, 𝑉,𝑊 ← 𝐶  and 𝜂 ←⊥ . For all 𝑑�, ℎ� ∈ 𝜏� , set 𝜂[𝑉/

𝑑�] ← 𝑇𝑟𝑢𝑒 . For all 𝑑�, ℎ� ∈ 𝜏� , computes 𝑚||𝑟 ← 𝑊⊕ ℎ� ; if (𝑈 = 𝑔� ∧ 𝜂[𝑚�] ), 

returns 𝑚 as the decryption result. If no matched record found, it returns ⊥. 

	

𝐸𝑥𝑝𝒜,»¸Ë°ÂË�Îx�°��Â�°Ï(κ)	
						𝜏�, 𝜏� ←⊥;	𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1É);		

						𝑎, 𝑏
$
←ℤW∗ ;	𝑝𝑘 ← ((𝑔�)�, (𝑔𝛼)𝑏);	

						(𝑚Í,𝑚�) ← 𝒜𝒪Ð (∙)𝒪) (∙)𝒪)¡(∙)(𝑝𝑝, 𝑝𝑘);	

						𝑈Ï ← 𝑔�;	𝑉Ï
$
←𝔾;	𝑊Ï

$
←	{0, 1}WÜ¼;	

						𝐶Ï ← (𝑈Ï, 𝑉Ï,𝑊Ï);	
						𝑏′ ← 𝒜𝒪Ð¡(∙)𝒪) (∙)𝒪)¡(∙)(𝑝𝑝, 𝑝𝑘, 𝐶Ï);	
	
𝒪� (𝐶)	
						(𝑈, 𝑉,𝑊) ← 𝐶;	𝜂 ←⊥;	
						for all (𝑑�, ℎ�) ∈ 𝜏�  
           𝜂[𝑉/𝑑�] ← 𝑇𝑟𝑢𝑒;	
						for all (𝑑�, ℎ�) ∈ 𝜏�  
           𝑚||𝑟 ← 𝑊⊕ ℎ�; 
           if (𝑈 = 𝑔� ∧ 𝜂[𝑚�]) 
                 return 𝑚; 
      return ⊥; 
	
𝒪�¡(𝐶)	
						if (𝐶 ≠ 𝐶Ï) 
											return 𝒪� (𝐶);	
						else	return ⊥; 
	

𝒪�¡(𝑑�)	

						if 4�̂� 6𝑑�
Ïø , 𝑔7 = �̂�ô𝑔�, 𝑔�õ8 

          output 𝑔�� ← 𝑑�
Ïø ; 

          abort; 
						else	
						if (∃(𝑑�, ℎ�) ∈ 𝜏�) 
											return ℎ�; 
						else 

          ℎ�
$
← {0, 1}WÜ¼; 

          𝜏�. 𝑎𝑑𝑑((𝑑�, ℎ�)); 
          return ℎ�; 
 

𝒪� (𝑑�)	

						if 4�̂� 6𝑑�
�ø , 𝑔7 = �̂�ô𝑔�, 𝑔�õ8 

          output 𝑔�� ← 𝑑�
�ø ; 

          abort; 
						else if (∃(𝑑�, ℎ�) ∈ 𝜏�) 
											return ℎ�; 
						else 

          ℎ�
$
← 𝔾; 

          𝜏�. 𝑎𝑑𝑑((𝑑�, ℎ�)); 
          return ℎ�; 
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3. The hash oracle checks. Owing to the fact that the CDH problem is imported into 𝐸𝑥𝑝Þ, 

a check is executed before returning the hash values. If the adversary requests a hash query 

𝒪� (𝑔
���) or  𝒪�¡(𝑔

Ï��), the simulator will not be able to return a convincing answer to 

the adversary and the simulation will fail. Let it be event 𝐸.  When revising the description 

in Experiment 𝐸𝑥𝑝�, the ciphertexts could be composed of randomness and the experiment 

still works if some hash records are correctly recorded. But in this Experiment 𝐸𝑥𝑝Þ, these 

records cannot be recorded due to the hardness of the CDH problem. If event 𝐸 happens, 

the simulator aborts the simulated experiment and outputs 𝑔�� ← 𝑑�
�ø  or 𝑔�� ← 𝑑�

Ïø  

to break the CDH problem. 

4. The challenge. The challenge is set to 𝐶Ï ← (𝑔�, 𝑅�, 𝑅�)  where 𝑅�
$
	𝔾  and 

𝑅�
$
0, 1 WÜ¼.  

 

The probability Pr	[𝐸𝑥𝑝�] is going to be discussed based on probabilities Pr	[𝐸𝑥𝑝Þ] and Pr	[𝐸].  

• If the adversary ever requests 𝒪� (𝑔
���)  or  𝒪�¡(𝑔

Ï��)  that might cause failure, the 

simulated 𝐸𝑥𝑝Þ will fail. But in this condition the simulator can break the CDH problem 

by outputting 𝑔�� ← 𝑑�
�ø   or 𝑔�� ← 𝑑�

Ïø  . The probability of event 𝐸 is estimated as 

(𝑞�  + 𝑞�¡)𝐴𝑑𝑣𝒜,𝔾 ,𝔾*
���  where 𝑞�  and 𝑞�¡ are the access limits of 𝐻� and 𝐻�, respectively. 

• If above event doesn’t occur, no information about 𝑚Ï is hidden in the challenge 𝐶Ï, the 

probability Pr	[𝐸𝑥𝑝Þ]	is 1/2 for any adversary. 

 

By the difference lemma [82], the probability Pr	[𝐸𝑥𝑝�]  is estimated as Pr 𝐸𝑥𝑝� ≤ �
�
+

	𝐴𝑑𝑣𝒜,𝔾 ,𝔾*
��� . Then, combining equation  

 (45) to (47), the probability 𝐴𝑑𝑣𝒜,»¸Ë°ÂË�Îx�°��Â�  is estimated as 

𝐴𝑑𝑣𝒜,»¸Ë°ÂË�Îx�°��Â� = Pr 𝐸𝑥𝑝Í −
1
2
= Pr 𝐸𝑥𝑝� −

1
2
≤ (𝑞�  + 𝑞�¡)𝐴𝑑𝑣𝒜,𝔾 ,𝔾*

���  
 

(43) 
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As a result, by the intractable of the CDH problem, it is said that PKE-AET is IND-CCA2 secure 

against unauthorized type-II adversaries in the random oracle model. 

 

Discussion 

So far, all PKEET schemes suffer from a problem that their security against type-I adversaries, or 

so called authorized users, may not be indistinguishable. A simple and general demonstration 

below shows that the indistinguishability is unachievable for most PKEET schemes. In any 

indistinguishable game, the adversary outputs two messages 𝑚Í,𝑚� to the simulator and one of 

them is encrypted into the challenge 𝐶Ï. Then, the adversary requests trapdoor oracle to acquire a 

permanent or cipher-bound trapdoor. Next, it encrypts 𝑚� into 𝐶�∗ and executes 𝑇𝑒𝑠𝑡(𝐶Ï, 𝐶�∗, 𝑇) 

with its trapdoor. Finally, the answer 𝑏 ← 𝑇𝑒𝑠𝑡(𝐶Ï, 𝐶�∗, 𝑇)  is easily obtained. That is why the 

security proof has to be discussed in two categories. After analyzing the reason why no known 

PKEET scheme can defend this attack, a conclusion was obtained: the adversary always obtains 

the trapdoor he needs. If this condition can be avoided, the security notion will be much better than 

just one-way security. Following, in the next research paper, a PKEET solution will be introduced, 

which is provable indistinguishable in the standard model that means the random oracle model is 

no longer needed while proofing the security. On the other hand, it could be proved 

indistinguishable even against the authorized users so that the categories type-I and type-II are also 

no longer required. 
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4.4 Semantic secure equality test 
 

Following the discussion of the previous page, there is no known PKEET scheme before this work 

that can be proved IND-CCA2 secure, or so called semantic secure. Hence, it was quite remarkable 

when the first semantic secure PKEET solution was proposed. Informally speaking, the proposed 

PKE-FET framework is similar to other PKEET schemes, including 𝑆𝑒𝑡𝑢𝑝, 𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 

𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 and 𝑇𝑒𝑠𝑡. The spotlight focuses on how the trapdoor is designed for better security. In 

previous works, the trapdoor is valid for all ciphertext or for a specific ciphertext, and the adversary 

in the simulated security games knows that the given trapdoor definitely works with the challenge 

ciphertext. The newly designed trapdoor breaks this. In the PKE-FET syntax (illustrated in Figure 

20), a receiver picks several messages to generate a trapdoor that only makes these messages 

equality testable; and these messages are intractable from the trapdoor. In the viewpoint of the 

adversary, the trapdoor is valid for only few unknown messages. The detail discussion begins with 

the definition of the new syntax PKE-FET. 

 

Figure 20: The flowchart of filtered equality test 
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Syntax of PKE-FET 

• 𝑆𝑒𝑡𝑢𝑝 1¼ : On input a secure parameter 𝜅, public parameters 𝑝𝑝 are generated for public 

usage. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): A user picks a pair of private key and public key (𝑠𝑘, 𝑝𝑘) through the public 

parameters 𝑝𝑝, where the public key is published and the private key is securely kept. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): The sender uses the receiver’s public key to encrypt a message 𝑚 into a 

testable ciphertext 𝐶. 

• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): The receiver can decrypt the acquired ciphertext 𝐶 with its secret key and then 

obtain the hidden message 𝑚. 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘,𝑴) : The receiver firstly picks several messages, say group 𝑴 , then it 

outputs a trapdoor 𝑇 ← 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘,𝑴). This trapdoor is valid only when the inputted 

message 𝑚 ∈ 𝑴. 

• 𝑇𝑒𝑠𝑡 𝐶Í, 𝐶�, 𝑇Í, 𝑇� : Let 𝐸𝑛𝑐 𝑝𝑘Í,𝑚Í ← 𝐶Í , 𝐸𝑛𝑐 𝑝𝑘�,𝑚� ← 𝐶� , 

𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 𝑠𝑘Í,𝑴Í ← 𝑇Í  and 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 𝑠𝑘�,𝑴� ← 𝑇� , on input two ciphertexts and 

their receivers’ trapdoors, the authorized user can verify the equivalence between two 

ciphertexts if 𝑚Í ∈ 𝑴Í and 𝑚� ∈ 𝑴�. After the equality test, the algorithm outputs 1 for 

𝑚Í ∈ 𝑴Í, 𝑚� ∈ 𝑴� and 𝑚Í = 𝑚�; or 0, otherwise. 

 

	  

𝐴𝑑𝑣𝒜,»¸Ë°�Ë�Îx�°��Â� (𝜅)
123

Pr

𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 1É ; 𝑠𝑘, 𝑝𝑘 ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ;

𝑴
$
ℳ; 	𝑇 ← 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 𝑠𝑘,𝑴 ;

(𝑚Í,𝑚�) ← 𝒜𝒪Ð  ∙ (𝑝𝑝, 𝑝𝑘, 𝑇);

𝑏
$
0, 1 ; 𝐶Ï ← 𝐸𝑛𝑐 𝑝𝑘,𝑚Ï ;

𝑏′ ← 𝒜𝒪Ð¡ ∙ 𝑝𝑝, 𝑝𝑘, 𝑇, 𝐶Ï : 𝑏 = 𝑏′

−
1
2

 

 

 

 

(44) 
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Security notion 

The IND-CCA2 security4 is quite similar to that defined in section 3.1.2. In addition, the trapdoor 

is given to the adversary when the experiment starts with receiving the public parameters 𝑝𝑝 and 

the public key 𝑝𝑘. A PKE-FET scheme is IND-CCA2 secure if 𝐴𝑑𝑣𝒜,»¸Ë°�Ë�Îx�°��Â� 𝜅  is negligible. 

The implementation of the PKE-FET scheme relies on the cooperation of bilinear mapping and 

the secret sharing technology, both of which were defined in chapter 2. 

• 𝑆𝑒𝑡𝑢𝑝(1¼) : On input a secure parameter 𝜅 , a type-III bilinear pairing {𝑒: 𝔾�	×	𝔾� →

𝔾�, 𝑔�, 𝑔�, 𝑞}  is generated where 𝑔� ∈ 𝔾�, 𝑔� ∈ 𝔾�  denote generators of 𝔾�  and 𝔾� , 

respectively; and 𝑞 stands for the order of 𝔾�, 𝔾� and 𝔾�. Two collision-resistant and one-

way hash functions 𝐻�:𝔾 → 𝔾� and 𝐻�: 0, 1 ∗ → ℤW∗  are required. The message space ℳ 

is set identical to group 𝔾. Another secure parameter 𝑛 (𝑛 ≪ ℳ = 𝑞) that regulates the 

maximum size of message sets hidden in the trapdoors is required.  The outputted public 

parameters are 𝑝𝑝 ← {𝑒, 𝔾�, 𝔾�, 𝔾�, 𝑔�, 𝑔�, 𝑞, 𝐻�, 𝐻�, 𝑛}. 

• 𝐾𝑒𝑦𝐺𝑒𝑛(𝑝𝑝) : On input the public parameters 𝑝𝑝 , a user randomly picks 

(𝑘, 𝑙, 𝑠Í, … , 𝑠?)
$
ℤW∗  as its private key and publishes the public key (𝐾, 𝐿, 𝑆Í, … 𝑆?) where 

𝐾 ← 𝑔�~, 𝐿 ← 𝑒 𝑔�, 𝑔� ~î and 𝑆� ← 𝑔�
Ýì for all 𝑖 ∈ [0, 𝑛]. 

• 𝐸𝑛𝑐(𝑝𝑘,𝑚): To encrypt a message 𝑚 ∈ 𝔾�, a sender randomly picks 𝑟
$
ℤW∗  and outputs 

𝐶 ← (𝑈, 𝑉,𝑊,𝑿) where 𝑈 ← 𝑔�� ,  𝑉 ← 𝑚𝐾�  and 𝑊 ← 𝐿�𝐻�(𝑚). Set 𝑿 is composed of 

𝑿 ← (𝑋Í,… , 𝑋?) where ℎ ← 𝐻�(𝑚) and 𝑋� ← 𝑆��;
ì
 for all 𝑖 ∈ [0, 𝑛].  

																																																								
4 The probability 𝐴𝑑𝑣𝒜,»¸Ë°�Ë�Îx�°��Â� 𝜅  is defined without consideration about the trapdoor oracle and 

the test oracle. Whereas, the adversary might or might not acquire useful information if those two 

oracle accesses are available. If one day, the trapdoor oracle is taken into consideration, the key 

pair of the receiver has to change in each session, and it has to be ensured that the adversary has 

to output  𝑤Í,𝑤�  in a session without trapdoor oracle. The practical setting among key pairs, 

sessions, and trapdoor oracles is quite complicated so that it is kept as a future work. 
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• 𝐷𝑒𝑐(𝑠𝑘, 𝐶): To decrypt a ciphertext 𝐶 ← (𝑈, 𝑉,𝑊, 𝑋Í, … , 𝑋? ← 𝑿), the receiver firstly 

computes 𝑚 ← 𝑉/𝑈~ and ℎ = 𝐻�(𝑚); then it accepts if both 𝑊 = 𝑒 𝑈, 𝑔� ~î𝐻�(𝑚) and 

𝑋� = 𝑈Ýì;ì for all 𝑖 ∈ [0, 𝑛]. 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟: On input a message set 𝑚�,… ,𝑚? ← 𝑴 and secret key 𝑘, 𝑙, 𝑠Í, … 𝑠? ← 𝑠𝑘, 

it firstly samples a 𝑛 -degree polynomial function 𝑓 𝑥 = 𝑘𝑙 + 𝑥 − 𝐻� 𝑚�
?
�Ø� =

𝑎�𝑥�?
�ØÍ . Then, it outputs the trapdoor 𝑻 ← 𝑇Í,… , 𝑇?  where 𝑇� ← 𝑔�

�ì/Ýì  for all 𝑖 ∈

[0, 𝑛]. Note that the message set 𝑴 and coefficients 𝑎� are unknown to the testers. 

• 𝑇𝑒𝑠𝑡(𝐶Í, 𝐶�, 𝑇Í, 𝑇�) : Let 𝐶Í ← (𝑈Í, 𝑉Í,𝑊Í,𝑿Í) , 𝐶� ← (𝑈�, 𝑉�,𝑊�,𝑿�) , 𝑇Í,Í, … , 𝑇Í,? ←

𝑇Í and 𝑇�,Í, … , 𝑇�,? ← 𝑇�, the filtered equality test follows the steps below. 

1. Parse 𝑿Í and 𝑿� as (𝑋Í,Í, … , 𝑋Í,?) ← 𝑿Í and (𝑋�,Í, … , 𝑋�,?) ← 𝑿�. 

2. Compute 𝑍Í ← 𝑊Í/ 𝑒(𝑋Í,�, 𝑇Í,�)?
�ØÍ  and 𝑍� ← 𝑊�/ 𝑒(𝑋�,�, 𝑇�,�)?

�ØÍ . 

3. Output 1 if 𝑍Í = 𝑍�; or output 0, otherwise. 

 

The decryption process is straightforward so that it is omitted. For the second step of algorithm 

𝑇𝑒𝑠𝑡, a brief inference might help understand. The computation is symmetric so that symbols 𝐶Í 

𝑇Í , 𝑈Í , 𝑉Í  and 𝑊Í  are replaced by 𝐶 , 𝑇, 𝑈, 𝑉 and 𝑊 , respectively; 𝑋Í,�  and 𝑇Í,�  are substituted 

with 𝑋� and 𝑇�, respectively. The same replacements are applied to those variables on the other 

side like 𝐶� 𝑇�, 𝑈�, 𝑉�, 𝑊�, 𝑋�,� and 𝑇�,�. 

𝑒 𝑋�, 𝑇	�

?

�ØÍ

= 	 𝑒 𝑆��;
ì
, 𝑔�

�ì/Ýì
?

�ØÍ

= 𝑒 𝑔�, 𝑔� ��ì;ì
?

�ØÍ

= 𝑒 𝑔�, 𝑔� � �ì;ìñ
ìûï = 𝑒 𝑔�, 𝑔� �3(;) 

 

 (45) 

 

This is a checkpoint. If 𝑚ÍÏℳÍ or 𝑚�Ïℳ�, equation  

 (45) will definitely come to a random value located in 𝔾�  because 𝑓 𝐻� 𝑚  will return an 

unpredictable result; otherwise, 𝑓(ℎ) will return a fixed value 𝑘𝑙 ← 𝑓(ℎ) since ℎ ← 𝐻�(𝑚). The 

second step of algorithm 𝑇𝑒𝑠𝑡 becomes: 
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𝑊/ 𝑒 𝑋�, 𝑇	�

?

�ØÍ

= 𝐿�𝐻�(𝑚)/𝑒 𝑔�, 𝑔� ~î� = 𝐻�(𝑚) 
 

(46) 

 

Following, the discussion continues with three conditions: I. 𝑚Í ∈ ℳÍ; II. 𝑚� ∈ ℳ�; and III. 

𝑚Í = 𝑚�.  

• Perfect consistency: By equation (46), the comparison between 𝑍Í and 𝑍� is actually the 

comparison between 𝐻� 𝑚Í  and 𝐻� 𝑚�  in case both condition I and II hold. The 

consistency definitely holds because 𝑚Í = 𝑚�  implies 𝐻� 𝑚Í = 𝐻� 𝑚� . 

• Computational soundness: Two scenarios are taken into consideration as follows. 

o Condition I and II hold, but condition III fails. By the collision resistant property, 

it is computationally hard to find 𝑚Í ≠ 𝑚�  and 𝐻� 𝑚Í = 𝐻�(𝑚�) . The 

probability is estimated as  𝐴𝑑𝑣𝒜,� 
�« (𝜅). It is defined in section 2.2.1. 

o At least one of condition I or II fails. Since function 𝑓(𝑚Í)  or 𝑓(𝑚�)  is 

unpredictable, the false positive probability is estimated as 𝑞°�. 

 

It is clear that the computation of filtered equality test is not that efficient because of the 

belongingness verification is heavy. When it is compared with previous PKEET works (depicted 

in Table 5), despite 𝑛 ≪ |𝔾|, the computation complexity of PKE-FET is higher than other PKEET 

works. The spotlight is that it is IND-CCA2 secure against no matter type-I and type-II adversaries. 

 

Table 5: Comparison between PKE-FET and previous PKEET schemes. 

  AoN-PKEET[77] PKE-DET[78] PKE-AET[81] PKE-FET 
Efficiency 𝐾𝐺𝑒𝑛	 𝑂(1) 𝑂(1) 𝑂(1) 𝑂(𝑛) 

 𝐸𝑛𝑐	 𝑂(1) 𝑂(1) 𝑂(1) 𝑂(𝑛) 
 𝐷𝑒𝑐	 𝑂(1) 𝑂(1) 𝑂(1) 𝑂(𝑛) 
 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟	 𝑂(1) 𝑂(1) 𝑂(1) 𝑂(𝑛) 
 𝑇𝑒𝑠𝑡	 𝑂(1) 𝑂(1) 𝑂(1) 𝑂(𝑛) 

Storage Key 𝑂(1) 𝑂(1) 𝑂(1) 𝑂(𝑛) 
 Ciphertext 𝑂(1) 𝑂(1) 𝑂(1) 𝑂(𝑛) 
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 Trapdoor 𝑂(1) 𝑂(1) 𝑂(1) 𝑂(𝑛) 
Trapdoor Scope 𝔾 𝔾 𝔾 or 1 𝑛 
Security W/O trapdoor One-way One-way One-way IND 

 With trapdoor IND IND IND IND 

 

Security proof 

The efficiency is not good among all PKEET schemes, but the security is outstanding. Following, 

the security proof will focus on the security against type-I adversaries (authorized users), which 

implies the security against type-II adversaries (unauthorized users).  

 

Theorem 10: PKE-FET is IND-CCA2 secure in the standard model. 

 

Proof. Assume that there is an adversary who is able to break the IND-CCA2 security of PKE-FET 

with non-negligible probability 𝜖(𝜅), it can be demonstrated that how one simulator may utilize 

the adversary to break the SXDH assumption (“given 𝑔��, 𝑔�
�, 𝑔�

� ∈ 𝔾�, decide whether 𝛾 = 𝛼𝛽 or 

not”, defined in section 2.1.3) with non-negligible probability. The detail proof is illustrated in 

Figure 21, which is shown in the pseudo-code expression. In the beginning, the simulator initializes 

a set of public parameter 𝑝𝑝 and the key pair (𝑠𝑘, 𝑝𝑘). Then, the adversary is allowed to request 

the decryption oracles 𝒪� , 𝒪�¡ to the simulator, and the simulator answers as those in Figure 21. 

The discussion goes with several probabilities. 
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Figure 21: The simulated IND-CCA2 game of PKE-FET. 

 

First, if at least one of the outputted two messages is included in the message set 𝑴 inside trapdoor 

𝑇, the simulated game can be break easily without acquiring any advanced probability. In this case, 

it could be realized as the simulator fails, which occurs with 2𝑛/𝑞 probability. It is a negligible 

probability since 𝑛 ≪ 𝑞. 

 

Second, if above scenario does not happen, the simulator outputs 𝛾 = 𝛼𝛽 if the adversary had a 

right guess; or it outputs 𝛾 ≠ 𝛼𝛽, otherwise. The discussion continues with two scenarios. 

	

𝐸𝑥𝑝𝒜,»¸Ë°�Ë�Îx�°��Â�°Ï(κ)	

							𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1É);	(𝑚�,… ,𝑚?)
$
← 𝔾;	(𝑘, 𝑙, 𝑠�, … , 𝑠?)

$
← ℤW∗ ;	

							𝑓(𝑥) ← 𝑘𝑙+∏ ô𝑥 − 𝐻2(𝑚𝑖)õ𝑛
𝑖=1 = ∑ 𝑎𝑖𝑥𝑖𝑛

𝑖=0 ;	𝐾 ← 𝑔�~;	𝐿 ← 𝑒@ô𝑔1,𝑔2õ
𝑘𝑙−𝑎0𝑒@ô𝑔1

𝛼, 𝑔2õ
𝑎0;		

						𝑆Í ← 𝑔��;	∀𝑖 ∈ [1, 𝑛]:	𝑆� ← 𝑔�
Ýì;	𝑝𝑘 ← (𝐾, 𝐿, 𝑆Í,… , 𝑆?);		

						𝑇Í ← 𝑔�
�ï;	∀𝑖 ∈ [1, 𝑛]: 𝑇� ← 𝑔�

�ì/Ýì ;	𝑇 ← (𝑇Í,… , 𝑇?);	
						(𝑚Í,𝑚�) ← 𝒜𝒪Ð (∙)(𝑝𝑝, 𝑝𝑘, 𝑇);	

						𝑈Ï ← 𝑔�;	𝑉Ï ← 𝑚Ï𝑔�~;	𝑊Ï ← 4�̂�6𝑔�
�, 𝑔�7

~î°�ï
⋅ �̂�ô𝑔�

�, 𝑔�õ
�ï8 ⊕ 𝐻�(𝑚Ï)	

						ℎ ← 𝐻�(𝑚Ï);	𝑋Í ← 𝑔�
�;	∀𝑖 ∈ [1, 𝑛]:	𝑋� ← 6𝑔�

�7
Ýì;ì

;		
						𝑿 ← (𝑋Í, … , 𝑋?);	𝐶Ï ← (𝑈Ï, 𝑉Ï,𝑊Ï,𝑿);	
						𝑏′ ← 𝒜𝒪Ð¡(∙)(𝑝𝑝, 𝑝𝑘, 𝐶Ï, 𝑇);	
	
𝒪� (𝐶)	
						(𝑈, 𝑉,𝑊,𝑿) ← 𝐶;	(𝑋Í, … , 𝑋?) ← 𝑿;	𝑚 ← 𝑉/𝑈~;	ℎ = 𝐻�(𝑚);	
						if 4𝑊 = �̂�(𝑈, 𝑔�)~î°�ï�̂�(𝑋Í, 𝑔�)�ï𝐻�(𝑚) ∧ 6∀𝑖 ∈ [1, 𝑛]:	𝑋� = 𝑈Ýì;ì78 

          return 𝑚; 
     else return ⊥; 
 
𝒪�¡(𝐶)	
						if (𝐶 ≠ 𝐶Ï) return 𝒪� (𝐶); 
						else	return ⊥; 
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• In case 𝛾 = 𝛼𝛽. This is the PKE-FET scheme. Then, the adversary has non-negligible 

probability 𝜖(𝜅) to break the IND-CCA2 security of PKE-FET. 

• In case 𝛾 ≠ 𝛼𝛽. This is not the PKE-FET scheme so that the adversary has only 50% 

probability to output correctly. 

 

Both of above cases in the second scenario occur in half probability so that the simulator will win 

with (1 + 𝜖(𝜅))/2 probability; in other words, it acquires 𝜖(𝜅)/2 advanced probability to break 

the SXDH assumption and it is non-negligible.  

 

In sum, assume there is an adversary who can break the IND-CCA2 of PKE-FET with a non-

negligible probability 𝜖(𝜅), the simulator may take advantage of the adversary to break the SXDH 

problem with advanced probability 1 − �?
W

⋅ A ¼
�

, which is also non-negligible. By the 

intractability of the SXDH problem, it is proved that there is no polynomial-time adversary is able 

to break the IND-CCA2 security of PKE-FET with non-negligible advanced probability. To 

conclude, it is proved that PKE-FET is IND-CCA2 security based on the intractability of the SXDH 

assumption. 
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5. Public key encryption with keyword search 
 

In the keyword search syntax (depicted in Figure 22), there are encrypted documents that were 

outsourced to a cloud storage server. With the aid of powerful storage space of cloud servers, on 

one hand, users don’t need large storage space on their local machines; on the other hand, those 

outsourced data can be retrieved and accessed by different devices like mobile phones, laptops and 

PCs easily. Besides the convenience of cloud storage, users also concern the privacy issues so that 

they prefer to store encrypted data on cloud server. In the ideal scenario, if the cloud server 

provides storage service and knows nothing about the content what was outsourced, that will be a 

great solution.  However, there is a current obstacle that if user outsources encrypted data on the 

server, the encrypted documents cannot be searched. If the document owner desires to search and 

retrieve its encrypted documents corresponding to a specific keyword like “urgent”, the server 

cannot help; what the server can do is just returning all the owner’s documents. To organize an 

efficient search over encrypted documents, some addition metadata is required.  

 

The public key encryption with keyword search, PEKS, [83] was originally proposed by Dan 

Boneh et al. It is also called a searchable encryption. In their design, one encrypted keyword is 

attached beside one encrypted document so that this document can be found with this keyword. 

The encrypted keyword is called an index due to the fact that encrypted keyword works like the 

index in the database systems: both of them accelerate the speed of data accesses. The scenario in 

Figure 22 shows that a sender encrypts a document with a keyword and then store them on the 

cloud server. While needed, the receiver can request a keyword search query through a trapdoor 

(with one or some hidden keywords); and the server will return the encrypted documents when the 

keywords on both the index side and the trapdoor side match. In the whole process, the server 

acquires pretty few information about the documents and keywords since they are both encrypted. 

Just like the equality test schemes, the searchable encryption is another application of secure 

computation. By the way, the encryption and decryption of documents are usually omitted in 

searchable encryption schemes because the research target focuses on the test between index and 

trapdoors. Of course, there are some works like [84] does not omit the document part. 
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Figure 22: The syntax of searchable encryption. 

 

5.1 Framework and previous works of PEKS 

 

After the informal description above, the formal introduction of PEKS begins with the syntax 

definition. Then, the security notion will be formally introduced as well. By the definition of [83], 

the PEKS is composed of five algorithms including 𝑆𝑒𝑡𝑢𝑝, 𝐾𝐺𝑒𝑛, 𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥, 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 and 

𝑇𝑒𝑠𝑡. Some names of algorithms may be different from the original work because different PEKS 

adopted different names, but their functionality is consistent. In this work, all algorithm names and 

functions are synchronized as below. 

• 𝑆𝑒𝑡𝑢𝑝(𝜅): On input a secure parameter 𝜅, it outputs a series of public parameters 𝑝𝑝 to 

construct a PEKS environment. 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): A pair of public key and secret key are created for further usage. Senders use 

receiver’s public key 𝑝𝑘 to encrypt keywords into index; and receivers utilize their secret 

key 𝑠𝑘 to generate trapdoors, and they send the trapdoors to cloud servers as search queries. 

• 𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥(𝑝𝑘,𝑤): It builds an index of an inputted keyword 𝑤 using the receiver’s 

public key. The index 𝐼 is attached beside the encrypted document for keyword search. 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘,𝑤Ó): The receiver is able to request a keyword search query with keyword 

𝑤’. A trapdoor 𝑇 will be sent to the cloud server as a search query. 

Sender

Receiver

Server

!" #$"

!%

&'(

Keyword
search

---------------------------------------------------------------------

)'* ← ,-./0)1023(567, 9:)
&'( ← &<=50>><(?67, 9@)

A: )'*

A@ )'(

------------

------------⋯
⋯

DB
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• 𝑇𝑒𝑠𝑡(𝐼, 𝑇) : On input a trapdoor 𝑇 , the cloud server executes the test with all index 

outsourced to the server and returns the corresponding documents when the hidden 

keyword on both sides match. 

 

Security notions of searchable encryption 

When it comes to the security model, Dan Boneh et al. defined the indistinguishability against 

chosen keyword attack, IND-CKA, a security notion that is quite similar to IND-CCA2. If the 

keyword is regarded as a message, the IND-CKA can be treated as the IND-CCA2 model defined 

in section 3.1.2. It is still a game between an adversary and a simulator. The simulator simulates a 

game and provides the trapdoor oracle 𝒪�   access to the adversary. After polynomial-times of 

trapdoor requests, the adversary outputs two keywords 𝑤Í and 𝑤�; the simulator randomly picks 

one of them and builds a challenge index 𝐼Ï. On receiving the challenge, the adversary is still 

allowed to request trapdoor query to oracle 𝒪�¡, but both keyword 𝑤Í and 𝑤� are forbidden to be 

queried to the trapdoor oracle. Finally, the adversary outputs a guess 𝑏′ to terminate the IND-CKA 

game. A PEKS scheme is called IND-CKA secure if the following probability 𝐴𝑑𝑣𝒜,»Ë¸¢Îx�°�¸Â  is 

negligible. By the way, the IND-CKA secure is also called semantic secure for PEKS schemes. 

𝐴𝑑𝑣𝒜,»Ë¸¢Îx�°�¸Â 𝜅
123

Pr

𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝 𝜅 ; 𝑠𝑘, 𝑝𝑘 ← 𝐾𝐺𝑒𝑛 𝑝𝑝 ;

𝑤Í,𝑤� ← 𝒜𝒪*  ⋅ 𝑝𝑝, 𝑝𝑘 ; 𝑏
$
0, 1 ;

𝐼Ï ← 𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥 𝑝𝑘,𝑤Ï ;
𝑏Ó ← 𝒜𝒪*¡ ⋅ 𝑝𝑝, 𝑝𝑘, 𝐼Ï : 𝑏 = 𝑏Ó

−
1
2

 

 

 

(47) 

	
Construction 

They proposed the first PEKS construction on a variant of the computational Diffie-Hellman 

problem. Then, another identity-based construction [25] was also proposed by Dan Boneh et al. 

The ID-based construction relies on the Type-I bilinear pairing, and it is pretty easy-understanding. 

For clear, the ID-based construction is demonstrated below. 

 

• 𝑆𝑒𝑡𝑢𝑝(𝜅): A type-I pairing 𝑒:	𝔾�	×	𝔾� → 	𝔾� as well as two one-way collision-resistant 

hash functions 𝐻�: 0, 1 ∗ → 𝔾� and 𝐻�:	𝔾� → 0, 1 W are hired. The public parameter 𝑝𝑝 
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is composed of 𝑝𝑝 ← {𝑒, 𝔾�, 𝔾�, 𝑔, 𝑞, 𝐻�, 𝐻�} where 𝑔 ∈ 𝔾� and 𝑞 denote a generator and 

the order of 𝔾�,𝔾�, respectively 

• 𝐾𝐺𝑒𝑛(𝑝𝑝): On input the public parameters 𝑝𝑝, a user randomly picks 𝑥
$
ℤW∗  as its private 

key and publishes the public key 𝑦 ← 	𝑔s. 

• 𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥(𝑝𝑘,𝑤): It outputs 𝐼 ← (𝑈, 𝑉) where 𝑈 ← 𝑔� , 𝑉 ← 𝐻�(𝑒(𝐻� 𝑤 , 𝑦�)) and 𝑟
$
ℤW∗ . 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘,𝑤Ó): It outputs 𝑇 ← 𝐻� 𝑤′ s as a trapdoor with hidden keyword 𝑤′. 

• 𝑇𝑒𝑠𝑡(𝐼, 𝑇): Let 𝑈, 𝑉 ← 𝐼, it outputs 1 if 𝑉 = 𝐻�(𝑒(𝑇, 𝑈)); or it outputs 0, otherwise. 

 

The inference of the test algorithm is straightforward because 𝑉 = 𝐻� 𝑒 𝐻� 𝑤 , 𝑦� =

𝐻� 𝑒 𝐻� 𝑤 , 𝑔 s� , and  𝐻� 𝑒 𝑇, 𝑈 = 𝐻� 𝑒 𝐻� 𝑤Ó s, 𝑔� = 𝐻�(𝑒 𝐻� 𝑤′ , 𝑔 s�) . By the 

bilinear property of the pairing algebra, the “equality test between keywords” can be easily 

understood in this construction. 

 

Previous works with multi-keyword search 

It is obvious that above construction is a PEKS scheme with single keyword match. Each document 

can be found by one keyword.  It is a nice beginning but not the destination yet. When considering 

the modern webpages, Instagram photo posts or blog articles, one single keyword or hashtag is far 

from enough to make those articles easily searchable. In a search engine’s view, if one webpage 

can be found only by one specific keyword, imagine that how many keywords do users have to 

memorize in order to find their documents? It might be a terrible experience for users to correctly 

find their required single keyword attached document.  As a result, a multi-keyword search is 

intuitive and required in the PEKS syntax. Fortunately, several previous works had proposed 

solutions to cope with multi-keyword search such as conjunctive keyword search [32], [85]–[89], 

disjunctive keyword search [90] and subset keyword search [91]. Let 𝒘 ← (𝑤�, … ,𝑤²) and 𝒘′ ←

(𝑤′�, … ,𝑤′?)  be the keyword sets hidden in the index and trapdoor respectively, two most 

common seen multi-keyword search architectures are introduced below. 
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• Conjunctive keyword search 𝑤� = 𝑤�Ó ∧ 𝑤� = 𝑤�Ó ∧ …∧ 𝑤? = 𝑤?Ó .  The test 

passes only when all keywords on both sides match. This is the most common seen multi-

keyword search syntax. In some works, even the order should be noticed correctly. 

• Disjunctive keyword search 𝑤� = 𝑤�Ó ∨ 𝑤� = 𝑤�Ó ∨ …∨ 𝑤? = 𝑤?Ó . The test returns 

1 if there are one or more matches on the both sides. 

 

Among these two types of multi-keyword search syntax, the conjunctive keyword search is 

actually as hard as the single keyword search in users’ viewpoint. In that scenario, a user has to 

correctly remember 𝑛 keywords in a right order to retrieve one document. Perhaps it is even more 

difficult and impractical in authors’ opinion. Then, when it comes to the disjunctive keyword 

search, it is a totally opposite condition. Too much documents with weak connectivity to the target 

will be returned because of the disjunctive search condition. For instance, when I organize a search 

query corresponding to keywords “FIFA”, “world” and “cup”, the following unrelated documents 

will be returned. 

• Document with keywords “handmade”, “souvenir” and “cup”. 

• Document with keywords “second” “world”, and “war”. 

 

On the other hand, both conjunctive and disjunctive keyword search are not intuitive to our search 

habit. In the above case, when searching for keywords “FIFA”, “world” and “cup”, users may 

expect the results contains subset keywords like “world” and “cup”, which is based on the 

conjunctive keyword search and it in advance provides a more elastic and flexible solution that 

allows subset keyword search. 

• Subset keyword search (𝒘 ⊆ 𝒘′  or 𝒘′ ⊆ 𝒘 ). The test also contains the conjunctive 

keyword search since 𝒘 = 𝒘′ ⟹ 𝒘 ⊆ 𝒘′ ∧ (𝒘Ó ⊆ 𝒘). 
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5.2 Public key encryption with subset keyword search 
 

Extracted from [92], the “filtered-equality-test, FET” can be regarded as a building block that may 

be utilized  to construct a somewhat semantic secure PKEET scheme. The term “somewhat” 

indicates the fact that the semantic secure comes from skillfully bypassing some challenges that 

might cause fail. Due to the fact that the probability is limited negligible, it is called “somewhat 

semantic secure” for precise description. 

 

The FET skill was adopted to construct the first provable somewhat semantic secure PKEET 

scheme [92]. Then, it was utilized to build a subset keyword search scheme [93] named public key 

encryption with multi-keyword search, PE-MKS. Intuitively, the filtered-equality test over 

keywords may be quite suitable to construct a subset keyword search scheme since FET checks 

the belongingness first and the equivalence later. Informally, the PE-MKS works as follows. 

Referring to Figure 22, a sender gathers 𝑚 keywords 𝒘 ← (𝑤�, …𝑤²) to build an index 𝐼, and it 

outsources it to a cloud server. One day, the receiver requests a search trapdoor 𝑇 with keyword 

set 𝒘′ ← (𝑤′�, … ,𝑤′?)  to the server. On receiving the search request, the cloud server returns 

related documents if 𝒘 ⊆ 𝒘′.5 The formal definitions of the PE-MKS is introduced as follows. 

• 𝑆𝑒𝑡𝑢𝑝(𝜅): On input a secure parameter 𝜅, it outputs a series of public parameters 𝑝𝑝 to 

construct a PEKS environment. 

• 𝐾𝐺𝑒𝑛𝑈𝑠𝑒𝑟(𝑝𝑝): A user’s key pair, a public key 𝑝𝑘 and a secret key 𝑠𝑘, are created for 

further usage.  

• 𝐾𝐺𝑒𝑛𝑆𝑒𝑟𝑣𝑒𝑟(𝑝𝑝): A server’s key pair, a public key 𝑝𝑘Ý and a secret key 𝑠𝑘Ý, are created 

for further usage.  

																																																								
5 In fact, it is also great to build a FET-based subset keyword search scheme that tests 𝒘′ ⊆ 𝒘. 

There are different applications on the both sides. Only one of them is demonstrated in this work. 
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• 𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥(𝑝𝑘, 𝑝𝑘Ý,𝒘) : It builds an index of the inputted keyword set 𝒘  using the 

receiver’s public key and the servers’ public key. The index 𝐼  is attached beside the 

encrypted document for keyword search. 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘,𝒘′): The receiver is able to request a keyword search query with keyword 

𝒘’. A trapdoor 𝑇 will be sent to the cloud server as a search query. 

• 𝑇𝑒𝑠𝑡(𝑠𝑘Ý, 𝐼, 𝑇): On input a trapdoor 𝑇, only the cloud server can execute the test with all 

index stored on the server and returns the corresponding documents. It outputs 1 when 𝒘 ⊆

𝒘′; or it outputs 0, otherwise. 

 

With the syntax above, the subset keyword search can be executed only by the assigned server. 

This design was proposed to clarify who can search for those outsourced documents. It also 

prevents information leakage while transporting. Then, the detail construction is introduced below. 

• 𝑆𝑒𝑡𝑢𝑝(𝜅): A type-III pairing 𝑒:	𝔾�	×	𝔾� → 	𝔾� as well as a one-way collision-resistant 

hash function 𝐻: 0, 1 ∗ → ℤW∗  is hired. The public parameter 𝑝𝑝  is composed of 𝑝𝑝 ←

{𝑒, 𝔾�, 𝔾�, 𝔾�, 𝑔�, 𝑔�, 𝑞, 𝐻, 𝑛} where 𝑔� ∈ 𝔾� , 𝑔� ∈ 𝔾�  and 𝑞 denote two generators and 

the same order of all three groups, respectively. Number 𝑛 denotes an auxiliary information 

that regulates the maximum size of searched keywords in the trapdoors. 

• 𝐾𝐺𝑒𝑛𝑈𝑠𝑒𝑟(𝑝𝑝) :  On input the public parameters 𝑝𝑝 , a user randomly picks 

(𝑥Í, … , 𝑥?, 𝑦)
$
ℤW∗  as its private key 𝑠𝑘 and publishes the public key 𝑝𝑘 ← (𝑋Í, … , 𝑋?,𝑌) 

where 𝑌 ← 𝑔�
F and ∀𝑖 ∈ 0, 𝑛 : 𝑋� ← 𝑔�

sì. 

• 𝐾𝐺𝑒𝑛𝑆𝑒𝑟𝑣𝑒𝑟(𝑝𝑝): On input the public parameters 𝑝𝑝, a server randomly picks 𝑠
$
ℤW∗  as 

its private key and publishes the public key 𝑆 ← 	𝑔�Ý. 

• 𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥 𝑝𝑘, 𝑝𝑘Ý,𝒘 : On input 𝑋Í,… , 𝑋?,𝑌 ← 𝑝𝑘, 𝑝𝑘Ý and 𝑤�, …𝑤² ← 𝒘  (it is 

required that 𝑚 ≤ 𝑛 ), it outputs an index 𝐼 ← 𝑈, 𝑉Í, … , 𝑉?  where 𝑟
$
ℤW∗ , 𝑈 ←

𝐻 𝑒 𝑆,𝑌 �� , 𝑡 ← ℎ�?
�ØÍ  and ∀𝑖 ∈ 0, 𝑛 : ℎ� ← 𝐻(𝑤�)�²

�Ø� , 𝑉� ← 𝑋�
�;ì. 
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• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘,𝒘′): On input 𝑤′�, …𝑤′? ← 𝒘′, it outputs 𝑇 ← (𝑇Í, … , 𝑇?) as follows. 

First, it samples a polynomial function 𝑓 𝑥 = (𝑥 − 𝐻(𝑤′�))?
�Ø� = 𝑎�𝑥�?

�ØÍ . Then, it 

picks a random number 𝑟′
$
ℤW∗  and computes ∀𝑖 ∈ 0, 𝑛 : 𝑇� ← 𝑔�

(�ð�ìÜF)/sì. 

𝑇𝑒𝑠𝑡(𝑠𝑘Ý, 𝐼, 𝑇): On input 𝑈, 𝑉Í, … , 𝑉? ← 𝐼 and 𝑇Í, … , 𝑇? ← 𝑇, it outputs 1 if equation  

• (48) holds; or it outputs 0, otherwise. 

𝑈 = 𝐻 𝑒 𝑉�, 𝑇�
?

�ØÍ

Ý
 

 

(48) 

 

The test is a bit complicated so that it is inferred step by step for better realizing.  

𝐻 𝑒 𝑉�, 𝑇�
?

�ØÍ

Ý
= 	𝐻 𝑒 𝑋�

�;ì , 𝑔�
�ð�ìÜF
sì

?

�ØÍ

Ý

	

= 𝐻 𝑒 𝑔�, 𝑔� Ý�;ì �ð�ìÜF
?

�ØÍ
	

= 𝐻 𝑒 𝑆, 𝑔� ��ð �ì;ì
ñ
ìûï Ü �F ;ì

ñ
ìûï 	

= 𝐻 𝑒 𝑆, 𝑔� ��ð �ì� GH
ìI

Hû 
ñ
ìûï Ü�F�  

 

 

 

 

 

(49) 

 

By definition, when any 𝑤 ∈ 𝒘′ is inputted into the polynomial function 𝑓(𝑥), value 𝑓(𝐻(𝑤)) 

will be 0. In case 𝒘 ⊆ 𝒘′, which means all elements belong to 𝒘 also belong to 𝒘′; then, value 

𝑎�𝐻 𝑤�
�²

�Ø�
?
�ØÍ = 𝑎�𝐻 𝑤�

�?
�ØÍ

²
�Ø� = 𝑓 𝐻 𝑤�²

�Ø�  will definitely be 0  because the 

sum of 𝑚 zeros is still zero. Following, equation (49) keeps going to equation (50). In sum, 

algorithm 𝑇𝑒𝑠𝑡(𝑠𝑘Ý, 𝐼, 𝑇) outputs 1 if 𝒘 ⊆ 𝒘′. 

𝐻 𝑒 𝑉�, 𝑇�
?

�Ø�

Ý
= 𝐻 𝑒 𝑆, 𝑔� �F� = 𝐻 𝑒 𝑆,𝑌 �� = 𝑈 

(50) 
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Table 6: Comparison between PE-MKS and previous subset keyword search scheme. 

  ZZ11[91] PE-MKS 
Efficiency 𝐾𝐺𝑒𝑛𝑈𝑠𝑒𝑟	 𝑡2 𝑛 + 1 𝑡2 

 𝐾𝐺𝑒𝑛𝑆𝑒𝑟𝑣𝑒𝑟	 𝑁/𝐴 𝑡2 
 𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥	 𝑡v + (2𝑛 + 4)𝑡2 𝑡v + (𝑛 + 2)𝑡2 
 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟	 (2𝑛 + 3)𝑡2 𝑛 ⋅ 𝑡2 
 𝑇𝑒𝑠𝑡	 (2𝑛 + 3)𝑡v 𝑛 + 1 𝑡v + 𝑡2 

Storage Secret key (user) 𝜅 (𝑛 + 1)𝜅 
 Public key (user) 𝑞 (𝑛 + 1)𝑞 
 Secret key (server) 𝑁/𝐴 𝜅 
 Public key (server) 𝑁/𝐴 𝑞 
 Index 2𝑛 + 3 𝑞 + 𝜅 𝑛 + 1 𝑞 + 𝜅 
 Trapdoor (𝑛 + 3)𝑞 (𝑛 + 1)𝑞 

Security  𝑁/𝐴 IND-CKA 

 

Comparison with previous subset keyword search 

To the best of our knowledge, ZZ11[91] is the only work that support subset keyword search. That 

work is compared with the newly proposed PE-MKS scheme in Table 6, which considering the 

computational costs, the storage space and the security notion that has been proved. When the key 

generation and storage are concerned, the PE-MKS works worse than ZZ11. For other algorithms 

like 𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥, 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 and 𝑇𝑒𝑠𝑡, PE-MKS works twice efficient than ZZ11. Besides, the 

index size of PE-MKS is a two-fold reduction of ZZ11. In the PEKS scenario, the cloud server 

keeps tons of index in the database, and it deals with the search queries between one trapdoor and 

plenty of index. Hence, the computational cost of algorithm 𝑇𝑒𝑠𝑡 and the storage space of index 

are the two most important factories while determining the efficiency and storage. To conclude, 

the newly proposed PE-MKS scheme is twice efficient and it costs only half storage space when it 

is compared to the only known previous subset keyword search scheme ZZ11[91]. 

 

Security proof 

Theorem 11: PE-MKS is IND-CKA secure in the standard model. 
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Figure 23: The simulated PKE-CKA game of PE-MKS. 

 

Proof. Assume that there is an adversary who is able to break the IND-CKA security of PE-MKS 

with non-negligible probability 𝜖(𝜅), it can be demonstrated that how one simulator may utilize 

the adversary to break the SXDH assumption (“given 𝑔��, 𝑔�
�, 𝑔�

� ∈ 𝔾�, decide whether 𝛾 = 𝛼𝛽 or 

not”, defined in section 2.1.3) with non-negligible probability. The detail proof is illustrated in 

Figure 23, which is shown in the pseudo-code expression. In the beginning, the simulator initializes 

a set of public parameter 𝑝𝑝 and the user’s key pair (𝑠𝑘, 𝑝𝑘) and the server’s public key 𝑝𝑘Ý. Then, 

the adversary is allowed to request the trapdoor oracles 𝒪���v1��� , 𝒪���v1���¡ and the test oracle 

𝒪�2Ý� to the simulator, and the simulator answers as those in Figure 23. The simulator outputs 𝛾 =

	

𝐸𝑥𝑝𝒜,»Ë°Á¸¢Îx�°�¸Â°Ï(κ)	

							𝜏 ←⊥;	𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(1É);	(𝑥Í,… , 𝑥?, 𝑦)
$
← ℤW∗ ;	∀𝑖 ∈ [1, 𝑛]: 𝑋� ← 𝑔�

sì;	
							𝑋Í ← 𝑔�

�sï;	𝑌 ← 𝑔�
F;	𝑝𝑘 ← (𝑋Í,… , 𝑋?,𝑌);	𝑝𝑘Ý ← 𝑔��;	

							(𝒘Í,𝒘�) ← 𝒜𝒪*JKLMNNJ (∙),𝒪*OP.(∙,∙)	(𝑝𝑝, 𝑝𝑘, 𝑝𝑘Ý);	
							(𝑤�,… ,𝑤²) ← 𝒘Ï;	𝑡 ← ∑ ℎ�?

�ØÍ ;	∀𝑖 ∈ [0, 𝑛]: ℎ� ← ∑ 𝐻ô𝑤�õ
�²

�Ø� ;	

							𝑈 ← 𝐻(�̂�ô𝑔�
�,𝑌õ

�
);	𝑉Í ← 𝑔�

�sï;ï;	∀𝑖 ∈ [1, 𝑛]:	𝑉� ← 6𝑔�
�7

sì;H
;	𝐼Ï ← (𝑈, 𝑉Í, … , 𝑉?);	

							𝑏′ ← 𝒜𝒪*JKLMNNJ¡(∙),𝒪*OP.(∙,∙)	(𝑝𝑝, 𝑝𝑘, 𝑝𝑘Ý, 𝐼Ï);	
	
𝒪���v1��� (𝒘′)	
						{𝑇, (𝑎Í,… , 𝑎?)} ← 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑠𝑘,𝒘′);		
						𝜏[𝑇] ← {𝒘′, (𝑎Í,… , 𝑎?)};	
     return 𝑇 
	

𝒪���v1���¡(𝒘′)	
      if (|𝒘Í ∪𝒘� ∪𝒘Ó| > 0) return ⊥; 
      else return 𝒪���v1��� (𝒘′);	
	

𝒪�2Ý�(𝐼, 𝑇)	
      (𝑈, 𝑉Í, … , 𝑉?) ← 𝐼; {𝒘′, (𝑎Í, … , 𝑎?)} ← 𝜏[𝑇];  
      for all possible subset 𝑠𝑒𝑡 ⊆ 𝒘′ 
            𝑚 ← |𝑠𝑒𝑡|; (𝑤�Ó , … ,𝑤Ó

²) ← 𝑠𝑒𝑡; ∀𝑖 ∈ [0, 𝑛]:	ℎ� ← ∑ 𝐻ô𝑤Ó
�õ
�²

�Ø� ; 

 𝑡 ← ∑ ℎ�?
�ØÍ ; 𝑅 ← 𝑉�

(; s )ø ; 
            if (𝑈 = 𝐻(�̂�(𝑉Í,𝑌);ï

ø �))  
                  for 𝑖 ∈ [2,𝑛] 
                        if (𝑉�

(;ìsì)ø  ≠ 𝑅) 
                              return 0; 
                  return 1; 
						return 0;	
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𝛼𝛽 if the adversary had a right guess; or it outputs 𝛾 ≠ 𝛼𝛽, otherwise. The discussion continues 

with two scenarios. 

• In case 𝛾 = 𝛼𝛽 . This is the PE-MKS scheme. Then, the adversary has non-negligible 

probability 𝜖(𝜅) to break the IND-CKA security of PE-MKS. 

• In case 𝛾 ≠ 𝛼𝛽 . This is not the PE-MKS scheme so that the adversary has only 50% 

probability to output correctly. 

 

Both of above cases occur in half probability so that the simulator will win with (1 + 𝜖(𝜅))/2 

probability; in other words, it acquires 𝜖(𝜅)/2  advanced probability to break the SXDH 

assumption and it is non-negligible. By the intractability of the SXDH problem, it is proved that 

there is no polynomial-time adversary is able to break the IND-CKA security of PE-MKS with non-

negligible probability. To conclude, it is proved that PE-MKS is IND-CKA security based on the 

intractability of the SXDH assumption in the standard model. 
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5.3 Password-authenticated keyword search 
 

Password is a human-memorable short secret that is composed of the combination of 8 to 12 

English characters or digits. Compared to the secret key in the public key encryption systems, 

passwords are short enough to be memorized by human beings. On the bright side, users can log-

in the cloud services on different devices like laptops, PC, mobile phones, etc. The device-agnostic 

service makes the services much more convenient on users’ side. The scenario illustrated in Figure 

24 is different from previous PKE based keyword search; a data owner outsources his encrypted 

documents and index on cloud servers and retrieves documents from servers through search 

requests when needed. It is remarkable that this is a symmetric keyword search scheme that the 

outsource and retrieve algorithms are executed by the data owner who remembers the password. 

 

 

Figure 24: The dual server setting in PAKS schemes 

 

As mentioned in the previous paragraph, the password-based schemes are the most common seen 

identity verification technique, which can be device-agnostic in the modern network. The 

password-based keyword search (PAKS) scheme [94] is going to be discussed. The discussion 

begins with syntax definition illustrated in Figure 24. A dual-server setting is employed 

considering the single server might be compromised and it could launch a brute-force attack alone. 

In the dual-server setting, it could be proved secure even one server is compromised. 
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• 𝑆𝑒𝑡𝑢𝑝(𝜅): An initialization algorithm that on input a security parameter 𝜅 ∈ ℕ generates 

public parameters 𝑝𝑝 of the scheme. 

• 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟(𝑝𝑝): A registration protocol executed between some user 𝑈 (running interactive 

algorithm 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑈  and two servers 𝑆Í  and 𝑆�  (running interactive algorithms 

𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑆?, 𝑛 ∈ {0, 1}) according to the following specification: 

o 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑈(𝑝𝑝, 𝜋, 𝑆Í, 𝑆�): on input 𝑝𝑝 and some password 𝜋 in dictionary 𝐷𝑖𝑐𝑡, 

this algorithm interacts with 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑆? , 𝑛 ∈ {0, 1}  and outputs a flag 𝑓 ∈

{𝑠𝑢𝑐𝑐, 𝑓𝑎𝑖𝑙}. If 𝑓 = 𝑠𝑢𝑐𝑐, the user remembers 𝜋 and forgets all other information. 

o 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑆?(𝑝𝑝, 𝑈, 𝑆�°?): on input 𝑝𝑝, this algorithm interacts with 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑈 

(and possibly 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑆�°?) and at the end of successful interaction stores some 

secret information 𝑖𝑛𝑓𝑜? associated with 𝑈 at 𝑆?. 

• 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒: An outsourcing protocol executed between some user 𝑈 (running interactive 

algorithm 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑈 ) and two servers 𝑆Í  and 𝑆�  (running interactive algorithms 

𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆?, 𝑛 ∈ {0, 1}) according to the following specification: 

o 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑈(𝑝𝑝, 𝜋,𝑤, 𝐷, 𝑆Í, 𝑆�): on input 𝜋, a keyword 𝑤, and some document 𝐷, 

this algorithm interacts with 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆? , 𝑛 ∈ {0, 1}  and outputs a flag 𝑓 ∈

{𝑠𝑢𝑐𝑐, 𝑓𝑎𝑖𝑙}.   

o 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆?(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜?) : on input 𝑖𝑛𝑓𝑜? , this algorithm upon successful 

interaction with 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑈  (and possibly 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆�°? ) stores a record 

{𝐶, 𝐷} in its database 𝑫𝑩?.  

• 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 : A retrieval protocol executed between some user 𝑈  (running interactive 

algorithm 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑈 ) and two servers 𝑆Í  and 𝑆�  (running interactive algorithms 

𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆?, 𝑛 ∈ {0, 1}) according to the following specification: 

o 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑈(𝑝𝑝, 𝜋,𝑤, 𝑆Í, 𝑆�): on input 𝜋  and a keyword 𝑤 , this algorithm upon 

successful interaction with 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆? , 𝑛 ∈ {0, 1}  outputs set 𝑫  containing all 

documents 𝐷 associated with 𝑤. 

o 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆?(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜?) : on input 𝑖𝑛𝑓𝑜? , this algorithm interacts with 

𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑈 (and possibly 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆�°?) and outputs a flag 𝑓 ∈ {𝑠𝑢𝑐𝑐, 𝑓𝑎𝑖𝑙}. 
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Figure 25: The correctness of password authenticated keyword search. 

 

The correctness of the newly-defined PAKS scheme is illustrated in Figure 25. This work is a bit 

more complicated than other works in this dissertation, each protocol is composed of interactions 

between two or three sides, rather than the actions done by only one side. Hence, the expression 

of protocols is composed of algorithms on user side and server side. A brief description of the 

integrated syntax is described in the following scenario. 

 

This is a symmetric password-based scheme that user can outsource searchable documents and 

retrieve them back with keyword search when needed, both of which relies on the password-based 

authentication mechanism. In the beginning, the user has to register to two servers, which the 

protocol is composed of 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑈 and 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆?, 𝑛 ∈ {0, 1}. Note that only this step needs 

the aid of server-authenticated secure channels. The user remembers its password 𝜋 and forgets all 

other information after register. Then, the user can outsource searchable documents and their 

related index (encrypted keywords) to two servers, which is implemented by the cooperation of 

𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑈  and 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆? , 𝑛 ∈ {0, 1} . One day, when the user wants to retrieve its 

documents, it picks keyword and send search queries to duel-servers; servers will search for all 

this user’s documents on the database, and return the documents whose keywords match the 

requested keywords. This retrieve protocol is composed of algorithms 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑈  and 

𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆? , 𝑛 ∈ {0, 1} . In the whole process including register, outsource and retrieval, the 

password, documents and keywords are protected with cryptography so that both two servers 

obtain pretty few information about this information. Following, to formally regulate the privacy, 

three secure notions were proposed in this paper, which is shown in Figure 26. 

 

Correctness: 
							∀𝜅 ∈ ℕ, ∀𝐷, ∀𝑤 ∈ 𝒲,∀𝜋 ∈ 𝐷𝑖𝑐𝑡: Pr[𝐷 ∈ 𝑫] = 1⇔	

      ⟨𝑠𝑢𝑐𝑐, 𝑖𝑛𝑓𝑜Í, 𝑖𝑛𝑓𝑜�⟩ ← ⟨𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑈(𝑝𝑝, 𝜋, 𝑆Í, 𝑆�), 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑆Í(𝑝𝑝, 𝑈, 𝑆�), 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑆�(𝑝𝑝, 𝑈, 𝑆Í)⟩; 

      ⟨𝑠𝑢𝑐𝑐, {𝐶, 𝐷}, {𝐶, 𝐷}⟩ ← ⟨𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑈(𝑝𝑝, 𝜋,𝑤, 𝐷, 𝑆Í, 𝑆�), 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆Í(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜Í), 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆�(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜�)⟩; 

      ⟨𝑫, 𝑠𝑢𝑐𝑐, 𝑠𝑢𝑐𝑐⟩ ← ⟨𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒(𝑝𝑝, 𝜋,𝑤, 𝑆Í, 𝑆�), 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆Í(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜Í), 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆�(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜�)⟩; 
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Figure 26: Security notions for password authenticated keyword search schemes. 

𝐸𝑥𝑝𝒜,»Â¸¢Îx�°�¸Â°Ï(𝜅): 

     𝜏 ←⊥; 𝑖∗ ← −1; 𝑗 ← 0; 𝑆𝑒𝑡 ←⊥; 𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(𝜅); 

     𝑏Ó ← 𝒜�;ìñM(Ï,⋅,⋅,⋅,⋅)«2�(⋅)�ý�(⋅,⋅,⋅)«2�(⋅,⋅)«2�¢(⋅)(𝑝𝑝); 

     return 𝑏′; 

 

𝐸𝑥𝑝𝒜,»Â¸¢Âý�; (𝜅): 

     𝜏 ←⊥; 𝑗 ← 0; 𝑆𝑒𝑡 ←⊥; 𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(𝜅); 

     (𝑖∗,𝑤∗, 𝐷∗) ← 𝒜«2�(⋅)�ý�(⋅,⋅,⋅)�ý�¢(⋅)«2�(⋅,⋅)(𝑝𝑝); 

     ⟨𝑫, 𝑠𝑢𝑐𝑐, 𝑠𝑢𝑐𝑐⟩ ← 𝑅𝑒𝑡(𝑖∗,𝑤∗); 

     if (((𝑖∗,𝑤∗, 𝐷∗) ∉ 𝑆𝑒𝑡) ∧ (𝐷∗ ∈ 𝑫)) return 1; 

     else return 0; 

 

𝐸𝑥𝑝𝒜,»Â¸¢��? (𝜅): 

     𝜏 ←⊥;𝑖∗ ← −1; 𝑗 ← 0; 𝑆𝑒𝑡 ←⊥; 𝑝𝑝 ← 𝑆𝑒𝑡𝑢𝑝(𝜅); 

     𝑤� ← 𝒜�;1Nñ(⋅,⋅,⋅)«2�(⋅)�ý�(⋅,⋅,⋅)«2�(⋅,⋅)«2�¢(⋅)(𝑝𝑝); 

     ⟨𝑫, 𝑠𝑢𝑐𝑐, 𝑠𝑢𝑐𝑐⟩ ← 𝑅𝑒𝑡(𝑖∗,𝑤�); 

     if (((𝑖∗,𝑤∗, 𝐷∗) ∉ 𝑆𝑒𝑡) ∧ (𝐷∗ ∈ 𝑫)) return 1; 

     else return 0; 

 

𝐶ℎ�?1(𝑏, 𝑖,𝑤Í,𝑤�, 𝐷∗): 

     if (𝑖∗ ≥ 0 ∨ 𝑖 ≥ 𝑗 ∨ (𝑖,𝑤Í) ∈ 𝑆𝑒𝑡 ∨ (𝑖,𝑤�) ∈ 𝑆𝑒𝑡) 

          abort; 

     else 𝑖∗ ← 𝑖; 𝑂𝑢𝑡(𝑖∗,𝑤Ï, 𝐷∗); 

 

𝐶ℎ��?(𝑖,𝑤Í, 𝐷∗): 

     if (𝑖∗ ≥ 0 ∨ 𝑖 ≥ 𝑗) abort; 

     else 𝑖∗ ← 𝑖; 𝑂𝑢𝑡(𝑖∗,𝑤Í, 𝐷∗); 

 

𝑅𝑒𝑔(𝑛):                                                                 # 𝑛 ∈ {0, 1} 

     𝑫𝑩� ←⊥; 𝜋
$
←𝐷𝑖𝑐𝑡; while (∃(⋅, 𝜋,⋅) ∈ 𝜏) 𝜋

$
←𝐷𝑖𝑐𝑡; 

     ⟨𝑠𝑢𝑐𝑐, 𝑖𝑛𝑓𝑜?, 𝑖𝑛𝑓𝑜�°?⟩ ← ⟨𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑈(𝑝𝑝, 𝜋, 𝑆?,𝒜),	
𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑆?(𝑝𝑝, 𝑈, 𝑆�°?),𝒜⟩; 

     𝜏[𝑗] ← (𝑛, 𝜋, 𝑖𝑛𝑓𝑜?); 𝑗 ← 𝑗 + 1; 

     return 𝑗; 

 

𝑂𝑢𝑡(𝑖,𝑤, 𝐷): 

     if (𝑖 ≥ 𝑗) abort; 

     (𝑛, 𝜋, 𝑖𝑛𝑓𝑜?) ← 𝜏[𝑖]; 

     ⟨𝑠𝑢𝑐𝑐, {𝐶, 𝐷}, {𝐶, 𝐷}⟩ ← ⟨𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑈(𝑝𝑝, 𝜋,𝑤, 𝐷, 𝑆?,𝒜),	
𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆?(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜?),𝒜⟩; 

 

𝑅𝑒𝑡(𝑖,𝑤): 

     if (𝑖 ≥ 𝑗) abort;   

     if (𝐸𝑥𝑝 = 𝐼𝑁𝐷 − 𝐶𝐾𝐴 ∧ 𝑖∗ = 𝑖 ∧ 𝑤 ∈ {𝑤Í,𝑤�}) abort; 

     (𝑛, 𝜋, 𝑖𝑛𝑓𝑜?) ← 𝜏[𝑖]; 

     ⟨𝑫, 𝑠𝑢𝑐𝑐, 𝑠𝑢𝑐𝑐⟩ ← ⟨𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒(𝑝𝑝, 𝜋,𝑤, 𝑆?,𝒜),	
𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆?(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜?),𝒜⟩; 

     if (𝐸𝑥𝑝 = 𝐼𝑁𝐷 − 𝐶𝐾𝐴 ∧ 𝑖∗ = −1) 𝑆𝑒𝑡 ← 𝑆𝑒𝑡 ∪ (𝑖,𝑤); 

 

𝑂𝑢𝑡𝑆(𝑖) 

     if (𝑖 ≥ 𝑗) abort; 

     (𝑛, 𝜋, 𝑖𝑛𝑓𝑜?) ← 𝜏[𝑖]; 

     ⟨𝑠𝑢𝑐𝑐, {𝐶, 𝐷}, {𝐶, 𝐷}⟩ ← ⟨𝒜,	
𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆?(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜?),𝒜⟩; 

 

𝑅𝑒𝑡𝑆(𝑖): 

     if (𝑖 ≥ 𝑗) abort; 

     (𝑛, 𝜋, 𝑖𝑛𝑓𝑜?) ← 𝜏[𝑖]; 

     ⟨𝑫, 𝑠𝑢𝑐𝑐, 𝑠𝑢𝑐𝑐⟩ ← ⟨𝒜,𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆?(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜?),𝒜⟩; 
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The security notions are obviously tough to be easily understood so that more description is given 

in this paragraph. There are three security notions, IND-CKA, authentication and consistency 

defined in Figure 26. Three security notions share some oracle accesses such as 𝑅𝑒𝑔(⋅), 𝑂𝑢𝑡(⋅,⋅,⋅), 

𝑅𝑒𝑡(⋅,⋅) , 𝑂𝑢𝑡𝑆(⋅)  and 𝑅𝑒𝑡𝑆(⋅) . Among these shared oracles, the simulator and the adversary 

cooperate to accomplish protocols, and they play different roles in different oracles. 

• In oracle 𝑅𝑒𝑔(⋅), 𝑂𝑢𝑡(⋅,⋅,⋅) and 𝑅𝑒𝑡(⋅,⋅), the oracle operated by the simulator plays the 

roles of the honest 𝑈 and the honest server 𝑆?, and 𝒜 plays the role of corrupted 𝑆�°?. 

• In oracle 𝑂𝑢𝑡𝑆(⋅) and 𝑅𝑒𝑡𝑆(⋅), the oracle simulated by the simulator plays the role of 

honest server 𝑆? and 𝒜 plays the roles of (illegitimate) 𝑈 and corrupted 𝑆�°?. 

 

First, the adversary can query 𝑅𝑒𝑔(𝑛) to begin a new section with being role 𝑆�°? , a set of 

information 𝜏 𝑗 ← (𝑛, 𝜋, 𝑖𝑛𝑓𝑜?) will be created and stored on table 𝜏, which denotes the 𝑗-th 

session. Then, the adversary is allowed to request 𝑂𝑢𝑡(𝑖,𝑤, 𝐷), 𝑅𝑒𝑡(𝑖,𝑤), 𝑂𝑢𝑡𝑆(𝑖) and 𝑅𝑒𝑡𝑆(𝑖) 

and participates in the protocols on behalf of the corrupted server 𝑆�°? (and illegitimate user 𝑈 in 

oracles 𝑂𝑢𝑡𝑆(𝑖) and 𝑅𝑒𝑡𝑆(𝑖)) in the 𝑖-th session. Note that 𝑖 < 𝑗 is required to ensure that all 

sessions are registered and generated by oracle 𝑅𝑒𝑔(⋅). Second, when it comes to the challenge 

oracles 𝐶ℎ�?1(𝑏,⋅,⋅,⋅,⋅)  and 𝐶ℎ��?(⋅,⋅,⋅)  of experiments 𝐸𝑥𝑝𝒜,»Â¸¢»¸Ë°�¸Â°Ï  and 𝐸𝑥𝑝𝒜,»Â¸¢��?  

respectively, both of them can be queried only once; and the adversary will obtain its challenge. 

Following, all three security notions are briefly introduced as: 

• 𝐼𝑁𝐷 − 𝐶𝐾𝐴: It had appeared before in the previous searchable encryption paper. It denotes 

that the adversary picks two keywords and simulator outsources one of them as a challenge. 

Upon receiving the challenge, if the adversary cannot precisely indicate the chosen one 

with non-negligible advanced probability than general guessing, it could be said as no 

information about keywords is leaked after outsourcing. 

• 𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛: This is a newly-defined security notion that guarantees only legitimate 

user who owns the password can outsource index and documents. 

• 𝐶𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦: This is also a new-defined security notion which was inspired by [95]. A 

false positive probability that “uses keyword 𝑤Í to retrieve documents corresponding to 

keyword 𝑤� and 𝑤Í ≠ 𝑤�” should be guaranteed negligible. 
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High level idea. 

Our PAKS protocol is inspired by the techniques used in the recent password-authenticated secret 

sharing protocol from [96] which is modified to address the functionality and requirements of 

PAKS and extended with a suitable mechanism for symmetric searchable encryption of keywords. 

In particular, a new registration protocol 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟 is defined upon which the user registers its 

password 𝜋 encrypted in 𝐶Y  with both servers and also picks a symmetric key 𝐾  for which it 

computes appropriate shares 𝐾Í  and 𝐾�  which are then sent to the corresponding servers. The 

reconstruction of 𝐾 is protected by 𝜋 and 𝑀𝐴𝐶 codes 𝜇? are used to ensure the validity of 𝐾 upon 

its reconstruction. The protocols 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒  and 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒  proceed according to the similar 

pattern like password-authenticated secret sharing (PASS) [15], [18], [96]–[102]. First, the user 

reconstructs 𝐾 using its password 𝜋 after communication with both servers. Then, in 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 

protocol 𝑈 uses 𝐾 in combination with its keyword 𝑤 to derive a trapdoor 𝑡 ← 𝐾𝐷𝐹�(𝐾,𝑤) and a 

fresh randomness 𝑒  to derive verifier 𝑣 ← 𝑃𝑅𝐹(𝑡, 𝑒) . The pair (𝑒, 𝑣)  becomes part of the 

outsourced ciphertext 𝐶 which is bound to some data 𝐷. During the 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocol the user 

can recompute the trapdoor 𝑡 for a given keyword 𝑤 and then send it to the servers who can the 

find all outsourced ciphertexts 𝐶 for which 𝑣 ← 𝑃𝑅𝐹(𝑡, 𝑒) holds and hence identify which data 𝐷 

needs to be returned. The outsourcing and retrieval act like symmetric searchable encryption 

schemes [88], [103], [104]. In order to prevent servers from creating their own pairs (𝑒, 𝑣) for a 

given 𝑡 the outsourced ciphertext 𝐶 additionally includes a 𝑀𝐴𝐶 tag 𝜇� which authenticates (𝑒, 𝑣) 

and also 𝐷 and which can only be computed and verified using 𝐾. During the 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocol 

the user will ensure that its final search result contains only data that passes this integrity and 

authenticity check. In addition, both protocols make use of 𝑀𝐴𝐶 codes to ensure authenticity of 

messages, where the 𝑀𝐴𝐶 keys are derived from 𝐾 on the user side. It is emphasized that our 

PAKS construction is in the password-only setting where servers are not required to possess any 

public keys for the security of the PAKS scheme. However, if the registration protocol 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟 

is performed remotely over a public network then this protocol needs to be executed over server-

authenticated secure-channels (e.g. TLS). In order to enable reconstruction of 𝐾 by the user and to 

protect this phase with the password both servers communicate with each other as part of the 

𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒  and 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocols. While in practice this communication between the two 
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servers will likely be protected using a secure channel (e.g. TLS), it’s stressed that in our protocols 

this communication can take place over an insecure channel. 

 

Public inputs: 𝔾, 𝑞, 𝑔, ℎ, 𝐻, 𝐾𝐷𝐹�, 𝐾𝐷𝐹�, 𝑃𝑅𝐹,𝑀𝐴𝐶 

User 𝑈 

(𝜋,𝑤, 𝐷) 

 Server 𝑆? 

(𝑥?, 𝑔� , 𝑔�¡, 𝐶Y , 𝐾?,𝑚𝑘?) 

 To  

Server 𝑆�°? 

𝑎
$
ℤW∗ ; 𝐴 ← 𝑔�ℎY 

 

 
 

 
 

𝑒
$
0, 1 ¼; 

on input 𝑌,𝑍Í, 𝜇Í , 𝑌,𝑍�, 𝜇�  

𝐾 ← 𝑍Í𝑍�𝑌�; 

for all 𝑛 ∈ {0, 1} 

     𝑚𝑘? ← 𝐾𝐷𝐹(𝐾, 𝑆?, ′1′); 
     if (𝑉𝑟𝑓𝑦 𝑚𝑘?, 𝐴,𝑌,𝑍? , 𝜇? = 0) 
          abort; 

𝑡 ← 𝐾𝐷𝐹�(𝐾,𝑤); 𝑣 ← 𝑃𝑅𝐹(𝑡, 𝑒); 

𝑚𝑘ý ← 𝐾𝐷𝐹(𝐾, 𝑈, ′0′); 

𝜇� ← 𝑇𝑎𝑔 𝑚𝑘ý, 𝑒, 𝑣, 𝐷 ; 

𝑠𝑘? ← 𝐾𝐷𝐹�(𝑚𝑘?, 𝐴,𝑌, ′2′); 

𝐶 ← (𝑒, 𝑣, 𝜇�);  

𝜇Ý~ñ ← 𝑇𝑎𝑔(𝑠𝑘?, 𝐶, 𝐷 ); 

 
									Â							

	
	
	
	
	
	
	
	
	
	Z,[ñ,\ñ	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
�,�,\P]ñ	
	

𝑠?, 𝑦?
$
ℤW∗ ; 𝑌? ← 𝑔Fñ; 

𝑅? ← 𝑔�¡ Fñ;	𝑐? ← 𝑔Ýñℎ�(Zñ,«ñ);	

 

on input 𝑐�°? 

if (𝑐�°? = 𝑔Ý øñℎ�(Z øM,« øM)) 
     𝑌 ← 𝑌Í𝑌�; 𝑅 ← 𝑅Í𝑅�; 

     𝑍? ← 𝐾? 𝐶Y𝐴°� Fñ 𝑔� 𝑅 °sñ; 

     𝜇? ← 𝑇𝑎𝑔(𝑚𝑘?, (𝐴,𝑌,𝑍?)); 
else abort; 
 

 
 

 
 

 
 

 

𝑠𝑘? ← 𝐾𝐷𝐹�(𝑚𝑘?, 𝐴,𝑌, ′2′); 

if (𝑉𝑟𝑓𝑦 𝑠𝑘?, 𝐶, 𝐷 , 𝜇Ý~ñ = 1) 

     store (𝐶, 𝐷) on 𝐷𝐵?; 

else abort; 

 
														�ñ														 
												� øñ											 
								Zñ,«ñ,Ýñ								 
Z øñ,« øñ,Ý øñ 

Figure 27: The outsource protocol of password authenticated keyword search. 
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Public inputs: 𝔾, 𝑞, 𝑔, ℎ, 𝐻, 𝐾𝐷𝐹�, 𝐾𝐷𝐹�, 𝑃𝑅𝐹,𝑀𝐴𝐶 

User 𝑈 

(𝜋,𝑤) 

 Server 𝑆? 

(𝑥?, 𝑔� , 𝑔�¡, 𝐶Y , 𝐾?,𝑚𝑘?) 

 To  

Server 𝑆�°? 

𝑎
$
ℤW∗ ; 𝐴 ← 𝑔�ℎY 

 

 
 

 
 

 

on input 𝑌,𝑍Í, 𝜇Í , 𝑌,𝑍�, 𝜇�  

𝐾 ← 𝑍Í𝑍�𝑌�; 

for all 𝑛 ∈ {0, 1} 

     𝑚𝑘? ← 𝐾𝐷𝐹(𝐾, 𝑆?, ′1′); 

     if (𝑉𝑟𝑓𝑦 𝑚𝑘?, 𝐴,𝑌,𝑍? , 𝜇? = 0) 
          abort; 

𝑠𝑘? ← 𝐾𝐷𝐹�(𝑚𝑘?, 𝐴,𝑌, ′2′); 
𝑡 ← 𝐾𝐷𝐹�(𝐾,𝑤);  

𝜇Ý~ñ ← 𝑇𝑎𝑔(𝑠𝑘?, 𝑡); 

 

𝑫 ←⊥; 

𝑚𝑘ý ← 𝐾𝐷𝐹(𝐾, 𝑈, ′0′); 

𝑨 ← 𝑨Í ∪ 𝑨�; 

for all 𝐶, 𝐷 ∈ 𝑨 

     (𝑒, 𝑣, 𝜇�) ← 𝐶;  

     if (𝑣 = 𝑃𝑅𝐹 𝑡, 𝑒 ∧	
𝑉𝑟𝑓𝑦 𝑚𝑘ý, 𝑒, 𝑣, 𝐷 , 𝜇� = 1) 

     𝑫 ← 𝑫 ∪ 𝐷; 

return 𝑫; 

 
									Â							

	
	
	
	
	
	
	
	
	
	Z,[ñ,\ñ	

	
	
	
	
	
	
	
	
	
	
	
		�,\P]ñ			
	
	
	
	
						Âñ						

	
	
	
	

𝑠?, 𝑦?
$
ℤW∗ ; 𝑌? ← 𝑔Fñ; 

𝑅? ← 𝑔�¡ Fñ;	𝑐? ← 𝑔Ýñℎ�(Zñ,«ñ);	

 

on input 𝑐�°? 

if (𝑐�°? = 𝑔Ý øñℎ�(Z øM,« øM)) 

     𝑌 ← 𝑌Í𝑌�; 𝑅 ← 𝑅Í𝑅�; 

     𝑍? ← 𝐾? 𝐶Y𝐴°� Fñ 𝑔� 𝑅 °sñ; 

     𝜇? ← 𝑇𝑎𝑔(𝑚𝑘?, (𝐴,𝑌,𝑍?)); 
else abort; 

 
 

 
 

𝑨? ←⊥; 

𝑠𝑘? ← 𝐾𝐷𝐹�(𝑚𝑘?, 𝐴,𝑌, ′2′); 

if (𝑉𝑟𝑓𝑦 𝑠𝑘?, 𝑡, 𝜇Ý~ñ = 1) 

     for all (𝐶, 𝐷) ∈ 𝐷𝐵? 

          𝑒, 𝑣, 𝜇� ← 𝐶; 

          if (𝑣 = 𝑃𝑅𝐹(𝑡, 𝑒)) 
               𝑨? ← 𝑨? ∪ (𝐶, 𝐷); 
else abort; 

 
														�ñ														 
												� øñ											 
								Zñ,«ñ,Ýñ								 
Z øñ,« øñ,Ý øñ 

Figure 28: The retrieve protocol of password authenticated keyword search. 
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Detailed description 

A detailed description of all algorithms and protocols is provided to direct the PAKS scheme, along 

with Figure 27 and Figure 28 that illustrate the protocols 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 and 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒, respectively. 

• 𝑆𝑒𝑡𝑢𝑝 𝜅 : Generated public parameters 𝑝𝑝 contain 𝑝𝑝 ← {𝔾, 𝑞, 𝑔, ℎ, 𝐻, 𝐾𝐷𝐹�, 𝐾𝐷𝐹�,	

𝑃𝑅𝐹,𝑀𝐴𝐶}, where (𝔾, 𝑞, 𝑔, ℎ) represents a multiplicative cyclic group 𝔾 with a prime 

order 𝑞 and generators 𝑔, ℎ
$
𝔾 where the discrete logarithm of ℎ with respect to base 𝑔 

is unknown. 𝐻:	𝔾	×	𝔾 → ℤW∗  is a collision-resistant hash function. 𝐾𝐷𝐹�: 0, 1 ∗ → 𝒦ÁÂ�  

and 𝐾𝐷𝐹�:𝔾	×	𝒲 → 𝒦»«�  are two key derivation functions. 𝑃𝑅𝐹:	𝒦»«�	×	 0, 1 ¼ →

0, 1 ¼  is a pseudorandom function. 𝑀𝐴𝐶 ← {𝑀𝐾𝐺𝑒𝑛, 𝑇𝑎𝑔, 𝑉𝑟𝑓𝑦}  is a message 

authentication code with 𝑇𝑎𝑔:	𝒦ÁÂ�	×	 0, 1 ∗ → 0, 1 ¼  and 𝑉𝑟𝑓𝑦:	𝒦ÁÂ�	×	 0, 1 ¼ →

{0, 1} where 𝒦»«� and 𝒦ÁÂ�  are 𝑃𝑅𝐹 and 𝑀𝐴𝐶 key spaces, respectively. We assume that 

passwords from 𝐷𝑖𝑐𝑡 are represented as elements of ℤW∗ . 

• Protocol 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟 :  User 𝑈  picks (𝑟�, 𝑟�, 𝑥Í, 𝑥�)
$
ℤW∗  and (𝐾, 𝐾Í)

$
𝔾; computes 𝑋 ←

𝑔sïÜs  , 𝐾� ← 𝑋� 𝐾 𝐾Í °�  and 𝐶Y ← 𝑋�¡ℎY  Then, for 𝑛 ∈ {0, 1} , the user computes 

𝑚𝑘? ← 𝐾𝐷𝐹�(𝐾, 𝑆?, ′1′) , sets 𝑖𝑛𝑓𝑜? ← (𝑥?, 𝑔� , 𝑔�¡, 𝐶Y , 𝐾?,𝑚𝑘?)  and sends 𝑖𝑛𝑓𝑜?  to 

server 𝑆?, 𝑛 ∈ {0, 1}, over server-authenticated secure channels. Finally, 𝑈 memorizes 𝜋. 

• Protocol 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒: User 𝑈 picks 𝑎
$
ℤW∗  and sends 𝐴 ← 𝑔�ℎY  to servers and rebuilds 

𝐾 ← 𝑍Í𝑍�𝑌� after receiving 𝑌,𝑍Í, 𝜇Í  and 𝑌,𝑍�, 𝜇�  from two servers. Then, it picks 𝑒
$
0, 1 ¼ and computes a pseudo random number 𝑣 ← 𝑃𝑅𝐹(𝑡, 𝑒) where 𝑡 ← 𝐾𝐷𝐹�(𝐾,𝑤). 

Finally, the ciphertext (𝐶, 𝐷) is sent to two servers where 𝐶 ← (𝑒, 𝑣, 𝜇�); server 𝑆? accepts 

if the 𝑀𝐴𝐶 code 𝜇Ý~ñ is verified valid. The detail data flow is illustrated in Figure 27. 

• Protocol 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 : User 𝑈  picks 𝑎
$
ℤW∗  and sends 𝐴 ← 𝑔�ℎY  to servers and rebuilds 

𝐾 ← 𝑍Í𝑍�𝑌�  after receiving 𝑌,𝑍Í, 𝜇Í  and 𝑌,𝑍�, 𝜇�  from two servers. Then, it sends 

𝑡 ← 𝐾𝐷𝐹� 𝐾,𝑤  to servers as a search query. For all records 𝐶, 𝐷  on servers’ database, 

server returns a set 𝑨?  containing all records 𝐶, 𝐷 , 𝑒, 𝑣, 𝜇� ← 𝐶  that matches 𝑣 =

𝑃𝑅𝐹(𝑡, 𝑒). Finally, for all 𝐶, 𝐷 ∈ (𝑨Í ∪ 𝑨�), document 𝐷 is accepted if the 𝑀𝐴𝐶 code 

𝜇� is verified valid by 𝑈. The detail data flow is illustrated in Figure 27 and Figure 28. 
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Table 7: The comparison between PAKS and other password-based schemes. 

 Computation cost (𝑡2) Communication cost (bits) Rounds 

 Sharing Retrieval Sharing Retrieval Sharing Retrieval 

 user server user server 𝑈-𝑆? 𝑈-𝑆? servers   

BJSL11[97] 6 0 33 16 24𝑞 + 4𝜅 22𝑞 + 2𝜅 0 1 2 

JKK14[100] 4 1 11 4 8𝑞 + 4𝜅 8𝑞 + 4𝜅 0 1 1 

YCHL15[96] 1 0 7 12 6𝜅 10𝑞 8𝑞 1 1 

JKKX16[102] 3 1 3 1 8𝑞 + 4𝜅 8𝑞 + 4𝜅 0 2 1 

this PAKS 6 0 3 8 8𝑞 + 2𝜅 6𝑞 6𝑞 + 2𝜅 1 1 

 

Most equations in Figure 27 and Figure 28 are intuitive. The correctness of the key rebuilding is 

inferred step by step in equation (51) below. 

𝑍Í𝑍�𝑌� = 𝐾Í 𝐶Y𝐴°� Fï 𝑔� 𝑅 °sï𝐾� 𝐶Y𝐴°� F  𝑔� 𝑅 °s 𝑔� FïÜF  	

= 𝑋� 𝐾 𝑋�¡𝑔°� FïÜF  𝑔� 𝑅 ° sïÜs  𝑔� FïÜF  	

= 𝑋� 𝐾𝑋�¡(FïÜF )𝑋°� 𝑋°�¡(FïÜF ) = 𝐾 

 

 

 

(51) 

Efficiency comparison 

Given that our direct PAKS construction follows the general idea of building PAKS protocols based 

on the techniques used for password-authenticated secret sharing, we compare performance with 

existing PASS protocols. Since our PAKS scheme assumes password-only setting (except for the 

registration) we restrict our comparison to password-only PASS schemes [96]–[102] and compare 

only the costs that arise from the sharing and retrieval of the symmetric key 𝐾. Note that in the 

proposed PAKS scheme sharing of 𝐾  is performed as part of the 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟  protocol whereas 

retrieval of 𝐾 is part of both 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 and 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocols. Since the PAKS scheme adopts 

a two-server architecture but the aforementioned PASS schemes were designed for a more general 

𝑡-out-of-𝑛 threshold setting we consider their costs for the special case of 𝑡 = 𝑛 = 2 to ease the 
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comparison. The results of the comparison are presented in Table 7. The computation costs are 

compared through the number of modular exponentiations for the user and each of the servers 

during the sharing and retrieval phases of the symmetric key 𝐾. The communication costs are also 

compared in the number of bits communicated in both phases, while considering user-server and 

server-server communications. For the lengths of elements in 𝔾 and ℤW∗  assume 𝔾 = 𝑞 and 𝑞 =

𝜅 bits, respectively. We also compare the number of rounds needed for the sharing and retrieval 

of 𝐾. 

 

It is observed that in terms of computation and communication costs key sharing and 

reconstruction phases in the PAKS scheme compare fairly well with those of existing PASS 

protocols. In particular, only [102] which is the most computationally efficient PASS protocol 

today offers better overall computation and communication performance. It is stressed however 

that for PAKS protocols the efficiency of the retrieval phase is of greater importance than of the 

sharing phase. This is because in PAKS sharing of 𝐾  is performed only once as part of the 

registration procedure, but retrieval of 𝐾 occurs each time the user wants to outsource data or 

search for keywords. Furthermore, due to the simplified key management (i.e. reliance on 

passwords only) PAKS offers device-agnostic use of the functionality to the user and can possibly 

be executed on different client devices (ranging from desktops over to smartphones). In this case 

it becomes important to keep the costs associated with computations on the user side and the user-

server communication low. Considering this in comparison to [102] our PAKS scheme achieves 

similar and even partly better performance for computations and communication involving the 

user device.    

 

As a result of our comparison it is concluded that the proposed PAKS scheme is sufficiently 

practical since the additional costs arising from the encrypted keyword search functionality within 

the PAKS protocols are negligible (due to the nature of computations involved) in comparison to 

the costly key sharing and retrieval steps.   
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Extensions with multiple keywords 

In the given specification of the PAKS construction users can use only one keyword 𝑤 in each 

execution of 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 and 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocols at a time. Often, users may want to be able to 

outsource or search for documents associated with multiple keywords. The PAKS scheme can be 

extended to provide efficient support for multiple keywords. Let 𝒘 ← (𝑤�, … ,𝑤²) be a set of 

outsourced keywords for some document 𝐷  and let 𝒘′ ← (𝑤′�, … ,𝑤′î)  be a set of searched 

keywords. In the following we show how to support (i) outsourcing of 𝐷 with 𝒘 through a single 

session of the 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 protocol and (ii) search for all suitable documents 𝐷 using 𝒘′ through 

a single session of the 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocol, based on three different types of search queries [85]: 

conjunctive queries (𝒘 = 𝒘′), disjunctive queries ( 𝒘 ∪𝒘Ó > 0) , and those for a subset of 

keywords (𝒘′ ⊆ 𝒘).  

 

Outsourcing documents with multiple keywords. In order to outsource some document 𝐷 

associated with multiple keywords 𝒘 ← (𝑤�, … ,𝑤²), user 𝑈 can compute 𝒗 ← (𝑣�, … , 𝑣²), 𝑡� ←

𝐾𝐷𝐹�(𝐾,𝑤�) and 𝑣� ← 𝑃𝑅𝐹(𝑡�, 𝑒) for all 𝑖 ∈ [1,𝑚], and 𝜇� ← 𝑇𝑎𝑔 𝑚𝑘ý, (𝑒,𝒗)  as part of the 

same 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒  execution and outsource 𝐶 ← (𝑒,𝒗, 𝜇�)  as the resulting ciphertext to both 

servers. 

 

Search queries with multiple keywords. In order to search for documents using multiple 

keywords, i.e. 𝒘′ ← (𝑤′�, … ,𝑤′î), within a single execution of the 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocol, user 𝑈 can 

send a set of authenticated trapdoors 𝑡′� ← 𝐾𝐷𝐹�(𝐾,𝑤′�) for all searched keywords 𝑤′�, 𝑖 ∈ [1, 𝑙] 

to both servers. Then, for all 𝐶, 𝐷 ← (𝑒,𝒗, 𝜇�, 𝐷) stored in the database 𝐷𝐵? , server 𝑆?  can 

initialize an empty output set 𝑨?, compute 𝒗′ ← (𝑣′�, … , 𝑣′î),  where 𝑣′� ← 𝑃𝑅𝐹(𝑡′�, 𝑒) , 𝑖 ∈ [1, 𝑙]  

and update the output set 𝑨? ← 𝑨? ∪ (𝑒,𝒗, 𝜇�) according to the following conditions, depending 

on the type of search search query, i.e. 

• For conjunctive queries 𝒘 = 𝒘′: if 𝒗 = 𝒗′. 

• For disjunctive queries 𝒘 ∪𝒘Ó > 0: if 𝒗 ∪ 𝒗Ó > 0. 

• For subset queries 𝒘Ó ⊆ 𝒘: if 𝒗Ó ⊆ 𝒗. 
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Password change 

The PAKS scheme allows users to change their passwords without changing the encryption keys 

𝐾, avoiding re-encryption of outsourced keywords. A new password 𝜋∗ can be registered with the 

knowledge of the current 𝜋 as follows:  

1. User 𝑈 sends 𝐴 ← 𝑔�ℎY to both servers (as in 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 and 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒). Each server 𝑆?, 

𝑛 ∈ {0, 1}  uses its 𝑖𝑛𝑓𝑜? to respond with (𝑌,𝑍?, 𝑔�¡, 𝐶Y , 𝜇?)  where 𝜇? ←

𝑇𝑎𝑔(𝑚𝑘?, (𝑌,𝑍?, 𝑔�¡, 𝐶Y)). 

2. Upon reconstructing 𝑚𝑘? as in 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 and 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocols and verifying 𝜇?, the 

user picks random 𝑟∗
$
ℤW∗ , computes 𝐶Y∗ ← 𝐶Yℎ°Y �∗ℎY∗  and 𝜇?∗ ←

𝑇𝑎𝑔(𝑚𝑘?, (𝑔�¡�
∗, 𝐶Y∗)), and sends (𝑔�¡�∗, 𝐶Y∗, 𝜇?∗ ) to both servers. 

3. If 𝑉𝑟𝑓𝑦 𝑚𝑘?, 𝑔�¡�
∗, 𝐶Y∗ , 𝜇?∗ = 1  then each 𝑆?  replaces (𝑔�¡, 𝐶Y)  in its 𝑖𝑛𝑓𝑜? with 

(𝑔�¡�∗, 𝐶Y∗). 

 

Note that current 𝜋 is used to authenticate the user towards both servers. If the user no longer 

remembers 𝜋  then changing the password while keeping the encryption key 𝐾  would require 

additional authentication mechanisms based on which 𝑈 would be able to retrieve 𝑖𝑛𝑓𝑜? from 𝑆? 

to reconstruct and re-share 𝐾 with the new 𝜋∗, as in the registration phase.  

 

Security proof 

The security of PAKS scheme is going to be prove using some definitions in Figure 26. In the 

proofs the standard game-hopping technique [82] is adopted. Let 𝑆𝑢𝑐𝑐? denote the event that the 

adversary wins in the experiment 𝑛. 

 

Theorem 12: PAKS is IND-CKA secure assuming the hardness of the DL, DDH problems and 
the security of 𝐾𝐷𝐹�, 𝐾𝐷𝐹�, 𝑃𝑅𝐹 and 𝑀𝐴𝐶. 
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Proof. Experiment 𝐸𝑥𝑝ÍÎx�(𝜅) . The simulator initializes 𝜏, 𝑖∗, 𝑗, 𝑆𝑒𝑡  and 𝑝𝑝 ← {𝔾, 𝑞, 𝑔, ℎ, 𝐻,	

𝐾𝐷𝐹�, 𝐾𝐷𝐹�, 𝑃𝑅𝐹,𝑀𝐴𝐶}   as defined in the real security experiment 𝐸𝑥𝑝𝒜,»Â¸¢Îx�°�¸Â°Ï(𝜅) . The 

oracles {𝐶ℎ�?1 𝑏,⋅,⋅,⋅,⋅ , 𝑅𝑒𝑔 ⋅ , 𝑂𝑢𝑡 ⋅,⋅,⋅ , 𝑅𝑒𝑡(⋅,⋅), 𝑅𝑒𝑡𝑆(⋅)} which could be requested at most 

(1, 𝑞�, 𝑞�, 𝑞�, 𝑞Ý) times respectively, are implemented as follows. 

• 𝐶ℎ�?1(𝑏, 𝑖,𝑤Í,𝑤�, 𝐷∗): the oracle aborts if (𝑖∗ ≥ 0 ∨ 𝑖 ≥ 𝑗 ∨ 𝑖,𝑤 ∈ 𝑆𝑒𝑡 ∨ 𝑖,𝑤 ∈ 𝑆𝑒𝑡); 

otherwise, it sets 𝑖∗ ← 𝑖 and invokes oracle 𝑂𝑢𝑡(𝑖∗,𝑤Ï, 𝐷∗). 

• 𝑅𝑒𝑔(𝑛): the simulator randomly selects fresh 𝜋
$
𝐷𝑖𝑐𝑡, 𝐾

$
𝔾 and initializes an empty 

database 𝑫𝑩� ←⊥ . The simulator and 𝒜  complete the 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟  protocol, where the 

simulator plays the roles of 𝑈 and 𝑆?, and 𝒜 plays the role of 𝑆�°?. The oracle sends 𝑗 to 

𝒜 as a session identifier. Finally, it records 𝜏 𝑗 ← (𝑛, 𝜋, 𝑖𝑛𝑓𝑜?, 𝑟�, 𝑥�°?), 𝑖𝑛𝑓𝑜? ← (𝑆�°?,

𝑥?, 𝑔� , 𝑔�¡, 𝐶Y , 𝐾?,𝑚𝑘?) , increments 𝑗 ← 𝑗 + 1 . Variables 𝑟�  and 𝑥�°?  are stored for 

later use in the proof. 

• 𝑂𝑢𝑡(𝑖,𝑤, 𝐷): the simulator aborts if (𝑖 ≥ 𝑗); otherwise, it obtains 𝑛, 𝜋, 𝑖𝑛𝑓𝑜? ← 𝜏[𝑖]. 

Then, the simulator plays the roles of 𝑈 and 𝑆? and interacts with 𝒜 who plays the role of 

𝑆�°? in the 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 protocol. 

• 𝑅𝑒𝑡(𝑖,𝑤) : the simulator aborts if ( 𝑖 ≥ 𝑗 ∨ (𝑖∗ = 𝑖 ∧ 𝑤 ∈ {𝑤Í,𝑤�}))  or otherwise, it 

obtains 𝑛, 𝜋, 𝑖𝑛𝑓𝑜? ← 𝜏[𝑖]. Then, it plays the roles of 𝑈 and 𝑆? and interacts with 𝒜 who 

plays the role of 𝑆�°?  party in the 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocol. Finally, the simulator computes 

𝑆𝑒𝑡 ← 𝑆𝑒𝑡 ∪ (𝑖,𝑤) if 𝑖∗ = −1. 

• 𝑅𝑒𝑡𝑆(𝑖): the simulator aborts if (𝑖 ≥ 𝑗); otherwise, it obtains parameters 𝑛, 𝜋, 𝑖𝑛𝑓𝑜? ←

𝜏[𝑖] and executes 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆? 𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜? . 

 

Lemma 1: 𝐸𝑥𝑝𝒜,»Â¸¢Îx�°�¸Â°Ï 𝜅 = 𝐸𝑥𝑝ÍÎx� 𝜅 − 1/2 

 

Experiment 𝐸𝑥𝑝�Îx� 𝜅 . This experiment is similar to 𝐸𝑥𝑝ÍÎx� 𝜅  except that the simulator aborts 

if the value 𝑦? used on behalf of the honest server 𝑆? appears in two different protocol sessions 

through oracles 𝑂𝑢𝑡(⋅,⋅,⋅), 𝑅𝑒𝑡(⋅,⋅) and 𝑅𝑒𝑡𝑆(⋅). 
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Lemma 2: 𝑃𝑟	[𝑆𝑢𝑐𝑐�Îx�] = 𝑃𝑟	[𝑆𝑢𝑐𝑐ÍÎx�] 

 

Experiment 𝐸𝑥𝑝�Îx� 𝜅 . This experiment is similar to 𝐸𝑥𝑝�Îx� 𝜅  except that the simulator aborts 

if some value for 𝑌 appears in two different protocol sessions executed through oracles 𝑂𝑢𝑡(⋅,⋅,⋅), 

𝑅𝑒𝑡(⋅,⋅) and 𝑅𝑒𝑡𝑆(⋅). 

1. By the perfect hiding property of Pedersen commitments, value 𝑌�°? is guaranteed to be 

independent from 𝑌? because the adversary acquires nothing from 𝑐?. 

2. Due to the binding property of Pedersen commitments, which is based on the hardness of 

the DL problem, it is hard to open 𝑐�°? to a different 𝑌′�°? ≠ 𝑌�°?.  

 

Since 𝑌�°? is guaranteed to be independent from 𝑌?; and 𝑌? is fresh, we can follow that 𝑌 is fresh 

based on the hardness of the DL problem. 

 

Lemma 3: 𝑃𝑟 𝑆𝑢𝑐𝑐�Îx� − 𝑃𝑟 𝑆𝑢𝑐𝑐�Îx� < 𝐴𝑑𝑣𝒜,𝔾�� (𝜅) 

 

Experiment 𝐸𝑥𝑝ÞÎx� 𝜅 . This experiment is similar to 𝐸𝑥𝑝�Îx� 𝜅  except that in oracles 𝑂𝑢𝑡(⋅,⋅,⋅), 

𝑅𝑒𝑡(⋅,⋅) and 𝑅𝑒𝑡𝑆(⋅), the message (𝑍?, 𝜇?) from the honest server 𝑆? to the user is replaced with 

(𝐸, 𝜇′?) where 𝐸
$
𝔾 and 𝜇′? ← 𝑇𝑎𝑔(𝑚𝑘?, (𝐴,𝑌, 𝐸). We discuss the following two cases: 

1. For the oracles 𝑂𝑢𝑡(⋅,⋅,⋅)  and 𝑅𝑒𝑡(⋅,⋅) , let (𝑔, 𝑔�, 𝑔�, 𝑔�)  be an instance of the DDH 

problem, the simulator aims to output 1 if 𝛾 = 𝛼𝛽; or 0 otherwise. The simulator sets 𝐴 ←

𝑔�ℎY , 𝑌? ← 𝑔� , 𝑅? ← 𝑔� �¡  and 𝑍? ← 𝐾? 𝑔� �¡ sïÜs  𝑔� °� 𝑔�  𝑔� �¡𝑅�°?
°sñ . If 

𝛾 = 𝛼𝛽, this experiment is identical to 𝐸𝑥𝑝�Îx� 𝜅 ; otherwise, to 𝐸𝑥𝑝ÞÎx� 𝜅 . The hardness 

of the DDH problem implies the indistinguishability of 𝐸𝑥𝑝�Îx� 𝜅  from 𝐸𝑥𝑝ÞÎx� 𝜅 . 

2. For oracle 𝑅𝑒𝑡𝑆(⋅), assume 𝜋′ is the password tried by 𝒜, the key 𝐾 (in 𝐸𝑥𝑝�Îx� 𝜅 ) is 

equal to 𝑍Í𝑍�𝑌�ℎ(Y°YÓ)(FïÜF ) ; under the DDH assumption, the adversary cannot 
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distinguish ℎ(Y°YÓ)(FïÜF )  (in 𝐸𝑥𝑝�Îx� 𝜅 ) from a random number in 𝔾 (in 𝐸𝑥𝑝ÞÎx� 𝜅 ) 

unless 𝜋 = 𝜋′  which denotes a successful on-line dictionary attack. By the uniform 

distribution of passwords, its probability is estimated as 𝑞Ý ⋅ 𝐴𝑑𝑣𝒜,𝔾��� 𝜅 + WP
|����|

. 

 

Lemma 4: 𝑃𝑟 𝑆𝑢𝑐𝑐ÞÎx� − 𝑃𝑟 𝑆𝑢𝑐𝑐�Îx� < 	 (𝑞Ý + 1)𝐴𝑑𝑣𝒜,𝔾��� 𝜅 + WP
|����|

 

 

Experiment 𝐸𝑥𝑝ßÎx� 𝜅 . This experiment is similar to 𝐸𝑥𝑝ÞÎx� 𝜅  except that in each session 𝑖, 

values 𝑚𝑘ý ← 𝐾𝐷𝐹�(𝐾, 𝑈, ′0′) , 𝑚𝑘? ← 𝐾𝐷𝐹�(𝐾, 𝑆?, ′1′)  and 𝑚𝑘�°? ← 𝐾𝐷𝐹�(𝐾, 𝑆�°?, ′1′)  are 

replaced with 𝑚𝑘ý ← 𝐹�(𝑖, 𝑈, ′0′) , 𝑚𝑘? ← 𝐹�(𝑖, 𝑆?, ′1′)  and 𝑚𝑘�°? ← 𝐹�(𝑖, 𝑆�°?, ′1′) , 

respectively. A table 𝑇� is initialized to be empty in the beginning of 𝐸𝑥𝑝ßÎx� 𝜅 . The deterministic 

function 𝐹�: 0, 1 ∗ → 𝒦ÁÂ�  is defined as follows: if ∃ 𝑖, 𝑖𝑑, 𝑘,𝑚𝑘 ∈ 𝑇� then 𝐹�(𝑖, 𝑖𝑑, 𝑘) returns 

𝑚𝑘; otherwise, the simulator randomly picks a fresh 𝑚𝑘
$
𝒦ÁÂ� , stores 𝑖, 𝑖𝑑, 𝑘,𝑚𝑘  in 𝑇� and 

returns 𝑚𝑘 where fresh means that no record of the form ⋅,⋅,⋅, 𝑚𝑘 ∈ 𝑇� exists so far. Since 𝒜 

only acquires 𝑚𝑘�°?, by the uniform distribution of 𝐾 and the security of 𝐾𝐷𝐹�, we obtain 

 

Lemma 5: 𝑃𝑟 𝑆𝑢𝑐𝑐ßÎx� − 𝑃𝑟 𝑆𝑢𝑐𝑐ÞÎx� < 	𝑞� ⋅ 𝐴𝑑𝑣𝒜¸�� 𝜅  

 

Experiment 𝐸𝑥𝑝àÎx� 𝜅 . This experiment is similar to 𝐸𝑥𝑝ßÎx� 𝜅  except that in each session 𝑖 of 

oracles 𝑂𝑢𝑡(⋅,⋅,⋅)  and 𝑅𝑒𝑡(⋅,⋅) , value 𝑡 ← 𝐾𝐷𝐹�(𝐾,𝑤)  is replaced with 𝑡 ← 𝐹�(𝑖,𝑤) . 𝑇�  is 

initialized as an empty table in the beginning of 𝐸𝑥𝑝àÎx� 𝜅 . 𝐹�  returns 𝑡  if ∃ 𝑖,𝑤, 𝑡 ∈ 𝑇� ; 

otherwise, 𝐹� picks a fresh 𝑡
$
𝒦»«�, stores 𝑖,𝑤, 𝑡  in 𝑇� and returns 𝑡 where fresh means that no 

record of the form ⋅,⋅, 𝑡  exists in 𝑇�. By the uniform distribution of 𝐾 and the security of 𝐾𝐷𝐹�, 

we have 

 

Lemma 6: 𝑃𝑟 𝑆𝑢𝑐𝑐àÎx� − 𝑃𝑟 𝑆𝑢𝑐𝑐ßÎx� < (𝑞� + 𝑞�)𝐴𝑑𝑣𝒜¸�� 𝜅  
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Experiment 𝐸𝑥𝑝bÎx� 𝜅 . This experiment is similar to 𝐸𝑥𝑝àÎx� 𝜅  except for one of the following 

cases: 

1. For the oracle 𝑂𝑢𝑡(⋅,⋅,⋅), the adversary successfully forges (𝐶, 𝐷, 𝜇Ý~ñ) which satisfies 

𝑉𝑟𝑓𝑦(𝑠𝑘?, 𝐶, 𝐷 , 𝜇Ý~ñ). 

2. For the oracles 𝑅𝑒𝑡(⋅,⋅)  or 𝑅𝑒𝑡𝑆(⋅) , the adversary successfully forges (𝑡, 𝜇Ý~ñ)  which 

satisfies 𝑉𝑟𝑓𝑦(𝑠𝑘?, 𝑡, 𝜇Ý~ñ). 

 

By the unforgeability of 𝑀𝐴𝐶, it is said that 

Lemma 7: 𝑃𝑟 𝑆𝑢𝑐𝑐bÎx� − 𝑃𝑟 𝑆𝑢𝑐𝑐àÎx� < (𝑞� + 𝑞� + 𝑞Ý)𝐴𝑑𝑣𝒜ÁÂ� 𝜅  

 

Experiment 𝐸𝑥𝑝cÎx� 𝜅 . This experiment is similar to 𝐸𝑥𝑝bÎx� 𝜅  except that in oracles 𝑂𝑢𝑡(⋅,⋅,⋅) 

and 𝑅𝑒𝑡(⋅,⋅) , the value 𝑣  is set in a different way. Let 𝒪»«�  be the oracle from the security 

experiment of the pseudorandom function 𝑃𝑅𝐹; and let 𝑇ú be initialized as an empty table in the 

beginning of 𝐸𝑥𝑝cÎx� 𝜅 . When the simulator needs to compute 𝑣 ← 𝑃𝑅𝐹(𝑡, 𝑒) in session 𝑖, it 

obtains 𝑣  using table 𝑇ú . If ∃ 𝑖, 𝑡, 𝑒, 𝑟ú, 𝑣	 ∈ 𝑇ú , the simulator uses 𝑣  from 𝑇ú ; otherwise, it 

randomly picks 𝑣
$
0, 1 ¼ , stores 𝑖, 𝑡, 𝑒, 𝑟ú, 𝑣	  in 𝑇ú  and obtains 𝑣 . Assuming the pseudo-

randomness of 𝑃𝑅𝐹, it is said that 

 

Lemma 8: 𝑃𝑟 𝑆𝑢𝑐𝑐cÎx� − 𝑃𝑟 𝑆𝑢𝑐𝑐bÎx� < �
�
+ (𝑞� + 𝑞�)𝐴𝑑𝑣𝒜»«� 𝜅  

 

As a consequence, based on Lemmas 1 to 8 we can conclude that the proposed PAKS construction 

is IND-CKA secure assuming the intractability of the DL, DDH problems and security of 𝐾𝐷𝐹�, 

𝐾𝐷𝐹�, 𝑃𝑅𝐹 and 𝑀𝐴𝐶. 

 

Theorem 13: PAKS provides authentication based on the hardness of the DL, DDH problems 
and the security of 𝐾𝐷𝐹�, 𝐾𝐷𝐹� and 𝑀𝐴𝐶. 
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Proof. Experiment 𝐸𝑥𝑝ÍÂý�;(𝜅) . The simulator initializes 𝜏, 𝑗, 𝑆𝑒𝑡  and 𝑝𝑝 ← {𝔾, 𝑞, 𝑔, ℎ, 𝐻,	

𝐾𝐷𝐹�, 𝐾𝐷𝐹�, 𝑃𝑅𝐹,𝑀𝐴𝐶}  as defined in the real security experiment 𝐸𝑥𝑝𝒜,»Â¸¢Âý�; (𝜅). The oracles 

{𝑅𝑒𝑔 ⋅ , 𝑂𝑢𝑡 ⋅,⋅,⋅ , 𝑂𝑢𝑡𝑆 ⋅ , 𝑅𝑒𝑡(⋅,⋅)}  which could be requested at most (𝑞�, 𝑞�, 𝑞Ý, 𝑞�)  times 

respectively, are implemented as follows. 

• 𝑅𝑒𝑔(𝑛): the simulator randomly selects fresh 𝜋
$
𝐷𝑖𝑐𝑡, 𝐾

$
𝔾 and initializes an empty 

database 𝑫𝑩� ←⊥ . The simulator and 𝒜  execute the 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟  protocol, where the 

simulator plays the roles of 𝑈 and 𝑆?, and 𝒜 plays the role of 𝑆�°?. The oracle sends 𝑗 to 

𝒜 as a session identifier. Finally, it records 𝜏 𝑗 ← (𝑛, 𝜋, 𝑖𝑛𝑓𝑜?, 𝑟�, 𝑥�°?), 𝑖𝑛𝑓𝑜? ← (𝑆�°?,

𝑥?, 𝑔� , 𝑔�¡, 𝐶Y , 𝐾?,𝑚𝑘?) , increments 𝑗 ← 𝑗 + 1 . Variables 𝑟�  and 𝑥�°?  are stored for 

later use in the proof. 

• 𝑂𝑢𝑡(𝑖,𝑤, 𝐷): the simulator aborts if (𝑖 ≥ 𝑗); otherwise, it obtains 𝑛, 𝜋, 𝑖𝑛𝑓𝑜? ← 𝜏[𝑖]. 

Then, it sets 𝑆𝑒𝑡 ← 𝑆𝑒𝑡 ∪ (𝑖,𝑤, 𝐷). Finally, the simulator plays the roles of 𝑈 and 𝑆? and 

interacts with 𝒜 who plays the role of 𝑆�°? in the 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 protocol. 

• 𝑂𝑢𝑡𝑆(𝑖): the simulator aborts if (𝑖 ≥ 𝑗); otherwise, it obtains 𝑛, 𝜋, 𝑖𝑛𝑓𝑜? ← 𝜏[𝑖] and 

executes 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒𝑆?(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜?). 

• 𝑅𝑒𝑡(𝑖,𝑤): the simulator aborts if 𝑖 ≥ 𝑗 ; otherwise, it obtains 𝑛, 𝜋, 𝑖𝑛𝑓𝑜? ← 𝜏[𝑖]. Then, 

it plays the roles of 𝑈 and 𝑆? and interacts with 𝒜 who plays the role of 𝑆�°? party in the 

𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocol. 

  

Lemma 9: 𝐸𝑥𝑝𝒜,»Â¸¢Âý�; (𝜅) = 𝐸𝑥𝑝ÍÂý�; 𝜅  

 

Experiment 𝐸𝑥𝑝�Âý�; 𝜅 . This experiment is similar to 𝐸𝑥𝑝ÍÂý�; 𝜅  except that the simulator 

aborts if the value 𝑦?  used on behalf of the honest server 𝑆?  appears in two different protocol 

sessions through oracles 𝑂𝑢𝑡(⋅,⋅,⋅), 𝑂𝑢𝑡𝑆(⋅) and 𝑅𝑒𝑡(⋅,⋅). 

 

Lemma 10: 𝑃𝑟	[𝑆𝑢𝑐𝑐�Âý�;] = 𝑃𝑟	[𝑆𝑢𝑐𝑐ÍÂý�;] 
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Experiment 𝐸𝑥𝑝�Âý�; 𝜅 . This experiment is similar to 𝐸𝑥𝑝�Âý�; 𝜅  except that the simulator 

aborts if some value for 𝑌 appears in two different protocol sessions executed through oracles 

𝑂𝑢𝑡(⋅,⋅,⋅), 𝑂𝑢𝑡𝑆(⋅) and 𝑅𝑒𝑡(⋅,⋅). 

1. By the perfect hiding property of Pedersen commitments, value 𝑌�°? is guaranteed to be 

independent from 𝑌? because the adversary acquires nothing from 𝑐?. 

2. Due to the binding property of Pedersen commitments, which is based on the hardness of 

the DL problem, it is hard to open 𝑐�°? to a different 𝑌′�°? ≠ 𝑌�°?.  

 

Since 𝑌�°? is guaranteed to be independent from 𝑌?; and 𝑌? is fresh, we can follow that 𝑌 is fresh 

based on the hardness of the DL problem. 

 

Lemma 11: 𝑃𝑟 𝑆𝑢𝑐𝑐�Âý�; − 𝑃𝑟 𝑆𝑢𝑐𝑐�Âý�; < 𝐴𝑑𝑣𝒜,𝔾�� (𝜅) 

 

Experiment 𝐸𝑥𝑝ÞÂý�; 𝜅 . This experiment is similar to 𝐸𝑥𝑝�Âý�; 𝜅  except that in oracles 𝑂𝑢𝑡(⋅,⋅

,⋅), 𝑂𝑢𝑡𝑆(⋅) and 𝑅𝑒𝑡(⋅,⋅), the message (𝑍?, 𝜇?) from the honest server 𝑆? to the user is replaced 

with (𝐸, 𝜇′?) where 𝐸
$
𝔾 and 𝜇′? ← 𝑇𝑎𝑔(𝑚𝑘?, (𝐴,𝑌, 𝐸). It is discussed about the following two 

cases: 

1. For the oracles 𝑂𝑢𝑡(⋅,⋅,⋅)  and 𝑅𝑒𝑡(⋅,⋅) , let (𝑔, 𝑔�, 𝑔�, 𝑔�)  be an instance of the DDH 

problem, the simulator aims to output 1 if 𝛾 = 𝛼𝛽; or 0 otherwise. The simulator sets 𝐴 ←

𝑔�ℎY , 𝑌? ← 𝑔� , 𝑅? ← 𝑔� �¡  and 𝑍? ← 𝐾? 𝑔� �¡ sïÜs  𝑔� °� 𝑔�  𝑔� �¡𝑅�°?
°sñ . If 

𝛾 = 𝛼𝛽 , this experiment is identical to 𝐸𝑥𝑝�Âý�; 𝜅 ; otherwise, to 𝐸𝑥𝑝ÞÂý�; 𝜅 . The 

hardness of the DDH problem implies the indistinguishability of 𝐸𝑥𝑝�Âý�; 𝜅  from 

𝐸𝑥𝑝ÞÂý�; 𝜅 . 

2. For oracle 𝑂𝑢𝑡𝑆(⋅), assume 𝜋′ is the password tried by 𝒜, the key 𝐾 (in 𝐸𝑥𝑝�Âý�; 𝜅 ) is 

equal to 𝑍Í𝑍�𝑌�ℎ(Y°YÓ)(FïÜF ) ; under the DDH assumption, the adversary cannot 

distinguish ℎ(Y°YÓ)(FïÜF ) (in 𝐸𝑥𝑝�Âý�; 𝜅 ) from a random number in 𝔾 (in 𝐸𝑥𝑝ÞÂý�; 𝜅 ) 
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unless 𝜋 = 𝜋′  which denotes a successful on-line dictionary attack. By the uniform 

distribution of passwords, its probability is estimated as 𝑞Ý ⋅ 𝐴𝑑𝑣𝒜,𝔾��� 𝜅 + WP
|����|

. 

 

Lemma 12: 𝑃𝑟 𝑆𝑢𝑐𝑐ÞÂý�; − 𝑃𝑟 𝑆𝑢𝑐𝑐�Âý�; <	 (𝑞Ý + 1)𝐴𝑑𝑣𝒜,𝔾��� 𝜅 + WP
|����|

 

 

Experiment 𝐸𝑥𝑝ßÂý�; 𝜅 . This experiment is similar to 𝐸𝑥𝑝ÞÂý�; 𝜅  except that in each session 𝑖, 

values 𝑚𝑘ý ← 𝐾𝐷𝐹�(𝐾, 𝑈, ′0′) , 𝑚𝑘? ← 𝐾𝐷𝐹�(𝐾, 𝑆?, ′1′)  and 𝑚𝑘�°? ← 𝐾𝐷𝐹�(𝐾, 𝑆�°?, ′1′)  are 

replaced with 𝑚𝑘ý ← 𝐹�(𝑖, 𝑈, ′0′) , 𝑚𝑘? ← 𝐹�(𝑖, 𝑆?, ′1′)  and 𝑚𝑘�°? ← 𝐹�(𝑖, 𝑆�°?, ′1′) , 

respectively. A table 𝑇�  is initialized to be empty in the beginning of 𝐸𝑥𝑝ßÂý�; 𝜅 . The 

deterministic function 𝐹�: 0, 1 ∗ → 𝒦ÁÂ�  is defined as follows: if ∃ 𝑖, 𝑖𝑑, 𝑘,𝑚𝑘 ∈ 𝑇�  then 

𝐹�(𝑖, 𝑖𝑑, 𝑘)  returns 𝑚𝑘 ; otherwise, the simulator randomly picks a fresh 𝑚𝑘
$
𝒦ÁÂ� , stores 

𝑖, 𝑖𝑑, 𝑘,𝑚𝑘  in 𝑇� and returns 𝑚𝑘 where fresh means that no record of the form ⋅,⋅,⋅, 𝑚𝑘 ∈ 𝑇� 

exists so far. Since 𝒜 only acquires 𝑚𝑘�°?, by the uniform distribution of 𝐾 and the security of 

𝐾𝐷𝐹�, we obtain 

 

Lemma 13: 𝑃𝑟 𝑆𝑢𝑐𝑐ßÂý�; − 𝑃𝑟 𝑆𝑢𝑐𝑐ÞÂý�; <	𝑞� ⋅ 𝐴𝑑𝑣𝒜¸�� 𝜅  

 

Experiment 𝐸𝑥𝑝àÂý�; 𝜅 . This experiment is similar to 𝐸𝑥𝑝ßÂý�; 𝜅  except that in each session 𝑖 

of oracles 𝑂𝑢𝑡(⋅,⋅,⋅)  and 𝑅𝑒𝑡(⋅,⋅) , value 𝑡 ← 𝐾𝐷𝐹�(𝐾,𝑤)  is replaced with 𝑡 ← 𝐹�(𝑖,𝑤) . 𝑇�  is 

initialized as an empty table in the beginning of 𝐸𝑥𝑝àÂý�; 𝜅 . 𝐹�  returns 𝑡  if ∃ 𝑖,𝑤, 𝑡 ∈ 𝑇� ; 

otherwise, 𝐹� picks a fresh 𝑡
$
𝒦»«�, stores 𝑖,𝑤, 𝑡  in 𝑇� and returns 𝑡 where fresh means that no 

record of the form ⋅,⋅, 𝑡  exists in 𝑇�. By the uniform distribution of 𝐾 and the security of 𝐾𝐷𝐹�, 

we have 

 

Lemma 14: 𝑃𝑟 𝑆𝑢𝑐𝑐àÂý�; − 𝑃𝑟 𝑆𝑢𝑐𝑐ßÂý�; < (𝑞� + 𝑞�)𝐴𝑑𝑣𝒜¸�� 𝜅  
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We observe that 𝐸𝑥𝑝àÂý�; 𝜅  is simulated independent the key 𝐾. The only probability of winning 

𝐸𝑥𝑝àÂý�; 𝜅  comes from the adversary successfully forging 𝜇�  for (𝑒, 𝑣, 𝐷)  such that 

𝑉𝑟𝑓𝑦 𝑚𝑘ý, 𝑒, 𝑣, 𝐷 , 𝜇� = 1. Assuming that 𝑀𝐴𝐶 is unforgeable, we obtain 

 

Lemma 15: 𝑃𝑟 𝑆𝑢𝑐𝑐àÂý�; = 𝐴𝑑𝑣𝒜ÁÂ� 𝜅  

 

To sum, by Lemmas 9 to 15, we can conclude that the PAKS scheme provides authentication based 

on the hardness of the DL, DDH problems and security of 𝐾𝐷𝐹�, 𝐾𝐷𝐹� and 𝑀𝐴𝐶. 

 

Theorem 14: The PAKS construction offers Consistency based on the hardness of the DL, DDH 
problems and the security of 𝐾𝐷𝐹�, 𝐾𝐷𝐹� and 𝑀𝐴𝐶. 

 

Proof. Experiment 𝐸𝑥𝑝Í��?(𝜅) . The simulator initializes 𝜏, 𝑖∗		𝑗, 𝑆𝑒𝑡  and 𝑝𝑝 ← {𝔾, 𝑞, 𝑔, ℎ, 𝐻,	

𝐾𝐷𝐹�, 𝐾𝐷𝐹�, 𝑃𝑅𝐹,𝑀𝐴𝐶}  as defined in the real security experiment 𝐸𝑥𝑝𝒜,»Â¸¢��? (𝜅). The oracles 

{𝐶ℎ��? ⋅,⋅,⋅ , 𝑅𝑒𝑔 ⋅ , 𝑂𝑢𝑡 ⋅,⋅,⋅ , 𝑅𝑒𝑡(⋅,⋅), 𝑅𝑒𝑡𝑆 ⋅ }  which could be requested at most 

(1, 𝑞�, 𝑞�, 𝑞�, 𝑞Ý) times respectively, are implemented as follows. 

• 𝐶ℎ��?(𝑖,𝑤Í, 𝐷∗): the simulator aborts if 𝑖∗ ≥ 0 ∨ 𝑖 ≥ 𝑗 . Otherwise, it sets 𝑖∗ ← 𝑖 and 

invoke oracle 𝑂𝑢𝑡(𝑖∗,𝑤Í, 𝐷∗). 

• 𝑅𝑒𝑔(𝑛): the simulator randomly selects fresh 𝜋
$
𝐷𝑖𝑐𝑡, 𝐾

$
𝔾 and initializes an empty 

database 𝑫𝑩� ←⊥ . The simulator and 𝒜  execute the 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟  protocol, where the 

simulator plays the roles of 𝑈 and 𝑆?, and 𝒜 plays the role of 𝑆�°?. The oracle sends 𝑗 to 

𝒜 as a session identifier. Finally, it records 𝜏 𝑗 ← (𝑛, 𝜋, 𝑖𝑛𝑓𝑜?, 𝑟�, 𝑥�°?), 𝑖𝑛𝑓𝑜? ← (𝑆�°?,

𝑥?, 𝑔� , 𝑔�¡, 𝐶Y , 𝐾?,𝑚𝑘?) , increments 𝑗 ← 𝑗 + 1 . Variables 𝑟�  and 𝑥�°?  are stored for 

later use in the proof. 

• 𝑂𝑢𝑡(𝑖,𝑤, 𝐷): the simulator aborts if (𝑖 ≥ 𝑗); otherwise, it obtains 𝑛, 𝜋, 𝑖𝑛𝑓𝑜? ← 𝜏[𝑖]. 

Then, it sets 𝑆𝑒𝑡 ← 𝑆𝑒𝑡 ∪ (𝑖,𝑤, 𝐷). Finally, the simulator plays the roles of 𝑈 and 𝑆? and 

interacts with 𝒜 who plays the role of 𝑆�°? in the 𝑂𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 protocol. 
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• 𝑅𝑒𝑡(𝑖,𝑤): the simulator aborts if 𝑖 ≥ 𝑗 ; otherwise, it obtains 𝑛, 𝜋, 𝑖𝑛𝑓𝑜? ← 𝜏[𝑖]. Then, 

it plays the roles of 𝑈 and 𝑆? and interacts with 𝒜 who plays the role of 𝑆�°? party in the 

𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒 protocol. 

• 𝑂𝑢𝑡𝑆(𝑖): the simulator aborts if (𝑖 ≥ 𝑗); otherwise, it obtains 𝑛, 𝜋, 𝑖𝑛𝑓𝑜? ← 𝜏[𝑖] and 

executes 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑆?(𝑝𝑝, 𝑈, 𝑖𝑛𝑓𝑜?). 

  

Lemma 16: 𝐸𝑥𝑝𝒜,»Â¸¢��? (𝜅) = 𝐸𝑥𝑝Í��? 𝜅  

 

Experiment 𝐸𝑥𝑝���? 𝜅 . This experiment is similar to 𝐸𝑥𝑝Í��? 𝜅  except that the simulator aborts 

if the value 𝑦? used on behalf of the honest server 𝑆? appears in two different protocol sessions 

through oracles 𝑂𝑢𝑡(⋅,⋅,⋅), 𝑅𝑒𝑡(⋅,⋅) and 𝑅𝑒𝑡𝑆(⋅). 

 

Lemma 17: 𝑃𝑟	[𝑆𝑢𝑐𝑐���?] = 𝑃𝑟	[𝑆𝑢𝑐𝑐Í��?] 

 

Experiment 𝐸𝑥𝑝���? 𝜅 . This experiment is similar to 𝐸𝑥𝑝���? 𝜅  except that the simulator aborts 

if some value for 𝑌 appears in two different protocol sessions executed through oracles 𝑂𝑢𝑡(⋅,⋅,⋅), 

𝑅𝑒𝑡(⋅,⋅) and 𝑅𝑒𝑡𝑆(⋅). 

1. By the perfect hiding property of Pedersen commitments, value 𝑌�°? is guaranteed to be 

independent from 𝑌? because the adversary acquires nothing from 𝑐?. 

2. Due to the binding property of Pedersen commitments, which is based on the hardness of 

the DL problem, it is hard to open 𝑐�°? to a different 𝑌′�°? ≠ 𝑌�°?.  

 

Since 𝑌�°? is guaranteed to be independent from 𝑌?; and 𝑌? is fresh, we can follow that 𝑌 is fresh 

based on the hardness of the DL problem. 

 

Lemma 18: 𝑃𝑟 𝑆𝑢𝑐𝑐���? − 𝑃𝑟 𝑆𝑢𝑐𝑐���? < 𝐴𝑑𝑣𝒜,𝔾�� (𝜅) 
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Experiment 𝐸𝑥𝑝Þ��? 𝜅 . This experiment is similar to 𝐸𝑥𝑝���? 𝜅  except that in oracles 𝑂𝑢𝑡(⋅,⋅,⋅), 

𝑅𝑒𝑡(⋅,⋅) and 𝑅𝑒𝑡𝑆(⋅), the message (𝑍?, 𝜇?) from the honest server 𝑆? to the user is replaced with 

(𝐸, 𝜇′?) where 𝐸
$
𝔾 and 𝜇′? ← 𝑇𝑎𝑔(𝑚𝑘?, (𝐴,𝑌, 𝐸). It is discussed about the following two 

cases: 

1. For the oracles 𝑂𝑢𝑡(⋅,⋅,⋅)  and 𝑅𝑒𝑡(⋅,⋅) , let (𝑔, 𝑔�, 𝑔�, 𝑔�)  be an instance of the DDH 

problem, the simulator aims to output 1 if 𝛾 = 𝛼𝛽; or 0 otherwise. The simulator sets 𝐴 ←

𝑔�ℎY , 𝑌? ← 𝑔� , 𝑅? ← 𝑔� �¡  and 𝑍? ← 𝐾? 𝑔� �¡ sïÜs  𝑔� °� 𝑔�  𝑔� �¡𝑅�°?
°sñ . If 

𝛾 = 𝛼𝛽, this experiment is identical to 𝐸𝑥𝑝���? 𝜅 ; otherwise, to 𝐸𝑥𝑝Þ��? 𝜅 . The hardness 

of the DDH problem implies the indistinguishability of 𝐸𝑥𝑝���? 𝜅  from 𝐸𝑥𝑝Þ��? 𝜅 . 

2. For oracle 𝑅𝑒𝑡𝑆(⋅), assume 𝜋′ is the password tried by 𝒜, the key 𝐾 (in 𝐸𝑥𝑝���? 𝜅 ) is 

equal to 𝑍Í𝑍�𝑌�ℎ(Y°YÓ)(FïÜF ) ; under the DDH assumption, the adversary cannot 

distinguish ℎ(Y°YÓ)(FïÜF )  (in 𝐸𝑥𝑝���? 𝜅 ) from a random number in 𝔾 (in 𝐸𝑥𝑝Þ��? 𝜅 ) 

unless 𝜋 = 𝜋′  which denotes a successful on-line dictionary attack. By the uniform 

distribution of passwords, its probability is estimated as 𝑞Ý ⋅ 𝐴𝑑𝑣𝒜,𝔾��� 𝜅 + WP
|����|

. 

 

Lemma 19: 𝑃𝑟 𝑆𝑢𝑐𝑐Þ��? − 𝑃𝑟 𝑆𝑢𝑐𝑐���? < 	 (𝑞Ý + 1)𝐴𝑑𝑣𝒜,𝔾��� 𝜅 + WP
|����|

 

 

Experiment 𝐸𝑥𝑝ß��? 𝜅 . This experiment is similar to 𝐸𝑥𝑝Þ��? 𝜅  except that in each session 𝑖, 

values 𝑚𝑘ý ← 𝐾𝐷𝐹�(𝐾, 𝑈, ′0′) , 𝑚𝑘? ← 𝐾𝐷𝐹�(𝐾, 𝑆?, ′1′)  and 𝑚𝑘�°? ← 𝐾𝐷𝐹�(𝐾, 𝑆�°?, ′1′)  are 

replaced with 𝑚𝑘ý ← 𝐹�(𝑖, 𝑈, ′0′) , 𝑚𝑘? ← 𝐹�(𝑖, 𝑆?, ′1′)  and 𝑚𝑘�°? ← 𝐹�(𝑖, 𝑆�°?, ′1′) , 

respectively. A table 𝑇� is initialized to be empty in the beginning of 𝐸𝑥𝑝ß��? 𝜅 . The deterministic 

function 𝐹�: 0, 1 ∗ → 𝒦ÁÂ�  is defined as follows: if ∃ 𝑖, 𝑖𝑑, 𝑘,𝑚𝑘 ∈ 𝑇� then 𝐹�(𝑖, 𝑖𝑑, 𝑘) returns 

𝑚𝑘; otherwise, the simulator randomly picks a fresh 𝑚𝑘
$
𝒦ÁÂ� , stores 𝑖, 𝑖𝑑, 𝑘,𝑚𝑘  in 𝑇� and 

returns 𝑚𝑘 where fresh means that no record of the form ⋅,⋅,⋅, 𝑚𝑘 ∈ 𝑇� exists so far. Since 𝒜 

only acquires 𝑚𝑘�°?, by the uniform distribution of 𝐾 and the security of 𝐾𝐷𝐹�, we obtain 
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Lemma 20: 𝑃𝑟 𝑆𝑢𝑐𝑐ß��? − 𝑃𝑟 𝑆𝑢𝑐𝑐Þ��? < 	𝑞� ⋅ 𝐴𝑑𝑣𝒜¸�� 𝜅  

 

Experiment 𝐸𝑥𝑝à��? 𝜅 . Let 𝐶Í ← (𝑒Í, 𝑣Í, 𝜇�)  be the ciphertext that has been outsourced in 

response to the query of 𝒜 to the oracle 𝐶ℎ��?(𝑖,𝑤Í, 𝐷∗). Note that 𝑣Í ← 𝑃𝑅𝐹(𝑡Í, 𝑒Í) where 𝑡Í ←

𝐾𝐷𝐹�(𝐾,𝑤Í). This experiment is similar to 𝐸𝑥𝑝ß��? 𝜅  except that while processing 𝑅𝑒𝑡(𝑖∗,𝑤�) 

on behalf of honest 𝑈 and 𝑆? the simulator aborts if 𝑡Í ← 𝐾𝐷𝐹�(𝐾,𝑤�). In this case we obtain a 

𝐾𝐷𝐹� collision, i.e. 𝐾𝐷𝐹� 𝐾,𝑤Í = 𝐾𝐷𝐹�(𝐾,𝑤�)  for 𝑤Í ≠ 𝑤�, and hence 

Lemma 21: 𝑃𝑟 𝑆𝑢𝑐𝑐à��? − 𝑃𝑟 𝑆𝑢𝑐𝑐ß��? < 𝑞� ⋅ 𝐴𝑑𝑣𝒜¸�� 𝜅  

 

Experiment 𝐸𝑥𝑝b��? 𝜅 . This experiment is similar to 𝐸𝑥𝑝à��? 𝜅  except that while processing 

𝑅𝑒𝑡(𝑖∗,𝑤�) on behalf of honest 𝑈 and 𝑆? the simulator aborts if 𝑣Í = 𝑃𝑅𝐹(𝑡�, 𝑒Í) for some 𝑡� ←

𝐾𝐷𝐹�(𝐾,𝑤�). In this case we obtain a 𝑃𝑅𝐹 collision, i.e. 𝑃𝑅𝐹 𝑡Í, 𝑒Í = 𝑃𝑅𝐹(𝑡�, 𝑒Í) for 𝑡Í ≠ 𝑡�, 

and hence  

Lemma 22: 𝑃𝑟 𝑆𝑢𝑐𝑐b��? − 𝑃𝑟 𝑆𝑢𝑐𝑐à��? < 𝑞� ⋅ 𝐴𝑑𝑣𝒜»«� 𝜅  

 

𝐸𝑥𝑝b��? 𝜅  ensures that the original ciphertext 𝐶Í ← (𝑒Í, 𝑣Í, 𝜇�)  that has been outsourced in 

response to the query (𝑖,𝑤Í, 𝐷∗) will never pass the verification performed by honest 𝑈 and 𝑆?. 

Hence, in order to win in 𝐸𝑥𝑝b��? 𝜅  the adversary needs to come up with 𝐶∗ ← (𝑒∗, 𝑣∗, 𝜇�∗) where 

𝑣∗ ← 𝑃𝑅𝐹(𝑡�, 𝑒∗)  for 𝑡� ← 𝐾𝐷𝐹�(𝐾,𝑤�)  and 𝜇�∗  is a valid authentication tag on the message 

(𝑒∗, 𝑣∗, 𝐷∗) , which would constitute a 𝑀𝐴𝐶  forgery. Assuming that 𝑀𝐴𝐶  is unforgeable, we 

conclude  

Lemma 23:𝑃𝑟 𝑆𝑢𝑐𝑐b��? = 𝐴𝑑𝑣𝒜ÁÂ� 𝜅  

 

As a result, based on Lemmas 16 to 23, the PAKS construction offers consistency based on the 

assumed hardness of the DL, DDH problems and the security of 𝐾𝐷𝐹�, 𝐾𝐷𝐹� and 𝑀𝐴𝐶. 
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6. Conclusion 
 

A series of ciphertext computation techniques and concrete schemes were gradually covered in 

this dissertation, which mainly includes the public key encryption, equality test over ciphertext 

and searchable encryption. Two common seeing ciphertext computation skills over original public 

key encryption including homomorphic encryption and commutative encryption were introduced 

first. The homomorphic focuses on the computation over ciphertexts encrypted under the same 

public key; and the commutative encryption addresses the duplicated encryption that produces 

multi-receiver ciphertexts. 

 

Then, the equality test schemes were discussed that makes two ciphertext comparable after 

obtaining the trapdoors on both sides. The authorization scope and design are key factors that 

impact its applications and security. Most works focus on the permanent trapdoor that makes all 

ciphertext encrypted using the same public key equality testable. Some works noticed that the all-

or-nothing authorization is not elastic enough to match the testing requirements so that the cipher-

bound trapdoors were proposed. Then, some compatible solutions with both kinds of trapdoors 

were also discussed. Next, considering the fact that the one-way security is the bottleneck of 

security notions for all known equality test schemes, a filtered-equality-test, FET, scheme was 

introduced, which can be provably semantic secure owing to the well-designed authorization 

mechanism.  

 

When it comes to the keyword search, the single keyword search prototype was proposed in 2005. 

Then, a series of multi-keyword search schemes like conjunctive, disjunctive and subset keyword 

search were gradually discussed. The aforementioned FET skill was extracted into a building block 

to construct an efficient subset keyword search which is an intuitive search query that when one 

searches for a set of keywords, the server will return all results about those subset keyword of the 

queried keyword set. Inherited from the FET technique, the subset keyword search is also provable 

semantic secure in the standard model. Finally, a symmetric password-based keyword search 

scheme was proposed to satisfy the device-agnostic. Users can outsource documents to remote 
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servers and request keyword search queries to servers and retrieve them in a private and quite 

efficient manner. 

 

Future works 

At the end of this dissertation, there are still some unsolved open problems left. For example,  the 

trapdoor oracle and test oracle in the FET security model might be taken into consideration, which 

was addressed in footnote 4 in page 79. How to formalize a sound and solid security definition for 

filtered equality test schemes in a clear manner is left as a future work. By the way, the filtered 

equality test works quite similar to the functional encryption that only specific users or those 

ciphertext satisfy specific conditions can be authorized for some special functionalities. How to 

extend FET to establish functional encryption is also left as an open problem. 
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