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CHAPTER 5  

An Autonomous Trust Model 

5.1 U-ATM: an instance of ASEM 

The major benefit of ambient e-Service is the value of the collective effort, the 
combination of users that creates an environment that respects security and privacy, and 
encourages the convenience of e-Service. In this section, we describe the ambient 
e-service architecture design, and illustrate the structure and how it works, and solves 
the problem of privacy intrusions and imperfect evaluation mechanisms for the current 
e-commerce environment. We expect to make good use of the ambient e-service 
architecture to solve the major challenges in the ambient e-service environment, 
including the topics of dynamic identity management, ambient data access control, 
convenient data access control, seamless unlinkability management, and heterogeneous 
data sources. The possible solution is a collaborative trust infrastructure that is tailored 
to the characteristics of the ubiquitous environment. The methodology designs are basic 
to the consideration of the privacy invasion and reputation management as well as trust 
management in the ambient e-service environment. We will elaborate the three major 
conceptual designs in the following chapters. 

We proposed an autonomous trust model for exploring collective wisdom in the 
ubiquitous environment named “U-ATM” as an instance of ASEM. Since ambient 
e-services may obtain value-added information through the interactions of surrounding 
environments and/or users), the U-ATM highlights the collective effort focused on 
collecting the user group’s power as the reference for ubiquitous trust decisions.  

5.2 U-ATM Core elements 

The autonomous trust model for the ubiquitous environment (U-ATM) is defined 
as a collaborative trust mechanism that integrates three conceptual methodology designs 
into an autonomous trust model. The three conceptual methodology designs are the 
privacy design, reputation management design, and trust management design. We can 
conceptualize the increasing power of the collective wisdom of the U-ATM participants 
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of the ubiquitous environment, as shown in Figure 5-1.  

 
Figure 5-1. Spectrum of Collective Wisdom 

5.2.1 U-ATM Privacy Design 

At a basic level, the U-ATM places importance on the privacy design, applying a 
multi-layered pseudonym design for identity security protection. Only when participants 
are aware that their privacy is well protected will the value of the various collaborative 
ambient e-services be attractive to all potential users. In the system the user’s personal 
identity is replaced by multiple randomly generated pseudonyms. The pseudonyms 
correspond to their desired e-service application within the ubiquitous environment, 
localized to the service provision area, and kept alive only for a short period of time. 
When the service is delivered to the customer or when the customer leaves the service 
provision area, the identity is disabled and triggers another new short-lived identity as 
needed. The multiple-layered identities protect the true personal identity of users from 
being recognized by other, unfamiliar users. The U-ATM privacy design takes into 
account the foundation for achieving ubiquitous collective wisdom by providing 
security for a user’s self-owned identities. The U-ATM privacy design focuses on 
self-defense, while the upper levels highlight the value from interactions and collective 
effort. Advanced illustration of the U-ATM privacy design will be presented in Chapter 
6. 
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5.2.2 U-ATM Reputation Management 

To broaden the scope, the U-ATM reputation management is concerned with two 
points: experience co-creation and reputation protection. U-ATM reputation 
management relies upon the privacy design for advanced protection.  

Experience co-creation occurs when users perceive powerful events from 
interaction experiences with other users. Reputation estimation is performed by 
aggregating these perceived experiences. For most commercial scenarios, reputation 
data is defined as transaction-based experiences. That is, when a transaction process is 
executed, reputation data will be established and recorded. Whether the transaction 
process is completed or abandoned, a reputation record from the transaction will still be 
generated (abandoned transactions usually have a negative effect on reputation). If 
reputation data is accessible, others may also take reputation data into their decision 
considerations. Experience co-creation in the U-ATM reputation management highlights 
the co-creation process and the shared experience of collective effort, which provides 
meaningful information for collaborative interactions. 

U-ATM reputation management considers both experience co-creation and 
reputation protection. Reputation protection focuses on preventing privacy invasion at 
the system level. Since reputation data do have a significant influence on 
decision-making, a detailed and linkable reputation are supplied for facilitating mass 
transactions in most commercial scenarios. However, providing such linkable reputation 
data also causes privacy problems. Reputation protection provides meaningful 
reputation data for decision-making while remain keeping private information such as 
user identity or detailed transaction records from others. A detailed description of 
U-ATM reputation management will be given in Chapter 7. 

5.2.3 U-ATM Trust Management 

In an unknown environment, users may not be familiar with the other people 
around them. They may not understand who is reliable or trustworthy. There is seldom 
information available for trust decision in an ad-hoc ubiquitous environment. U-ATM 
trust management aggregates the strength of the reputation management and privacy 
design of the user group for trust decision-making. U-ATM extends the information 
sources from traditional commerce scenarios that consider the transaction-based 
experience only. Instead, interaction-based experiences are also considered as another 
heterogeneous data source. Unlike the client/server commercial environment in which 
centralized databases or 3rd parties manage all trust related information, the only 
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available information sources are from users themselves and the people around them. 
The U-ATM trust management highlights the collaborative power to eliminate potential 
risks and provide appropriate estimation for trust decisions. Various kinds of available 
information may increase the heterogeneity and raise the system loading especially for 
mobile devices with a limited computational capacity. Increasing information 
heterogeneity implies complex computation, but it also creates significant collaborative 
power. A detailed description of U-ATM trust management will be given in Chapter 8. 

5.3 U-ATM Platform Infrastructure 

 
Figure 5-2. U-ATM Platform Infrastructure 

We have identified the urgent needs for embracing ambient e-service and major 
challenges in an ubiquitous environment. We use an U-ATM that considers privacy 
design, reputation management, and trust management as the central concepts for 
establishing an autonomous trust model for exploring the collective effort in the 
ubiquitous environment. Different from traditional architecture, the U-ATM highlights 
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distributed peer-to-peer interaction under ad-hoc network composition, and 
accommodates the dynamic short-lived identity characteristics and the limited 
computational capacities of mobile device. Also, the U-ATM provides seamless 
unlinkability to ensure user protection and adopts heterogeneous data sources to 
enhance quality for trust collaboration. Classical method designs may be used for partial 
solutions to the problem, but require heavy computations that are difficult to carry out in 
a mobile device. But most previous designs cannot be applied to our problem as their 
architecture is not suited to an ad-hoc ubiquitous environment and their design concepts 
do not address the challenges of the ubiquitous environment. The reasons for this are 
discussed in the following chapters. 

The U-ATM platform infrastructure for ambient e-service is shown as Figure 5-2. 
The infrastructure includes several function modules and is depicted in Figure 5-2. 

 Profile Management 

In the U-ATM platform, mobile users can manage their profile settings through a 
friendly user interface. The profiles includes their preferences and the roles they would 
like to play, and various attributes such as user's willingness to participate, the will to 
disclose their interaction experiences, the risk level they can tolerate, and the reliability 
threshold for determining whether to interact with nearby peers. Once an identity has 
been generated, those settings will be assigned to the interaction pseudonym 
automatically. 

 Anonymizer 

In the U-ATM platform, all interactions within the ambient e-service environment 
are using the “Interaction Pseudonyms” instead of user’s real identity or personal 
pseudonyms. The main function for the Anonymizer is to generate diverse occasional 
interaction pseudonyms based on their given identity for various kinds of e-services. 
Those interaction pseudonyms are valid for a short period, and are localized to the 
corresponding e-service acquired. Because the randomized interaction pseudonyms are 
not linked to real personal identities and are valid for a limited range, others will be 
unable to trace their real owner via the interaction pseudonyms. Those interaction 
pseudonyms are generated by the Anonymizer and will inherit the attribute parameters 
automatically through the Profile management module. They are able to execute the 
versioning process and cope with the service management module to reduce irrelevance 
transmission and improve the efficiency of interaction.  

 Interaction Pseudonym Renew 
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As mentioned in previous sections, U-ATM has overcome the problem of the 
dynamic composition of surrounding peers that may change rapidly. The Interaction 
Pseudonym Renew module is used to update the list of current nearby users, which 
exhibits all available nearby peer interaction pseudonyms. Users can interact with peers 
around themselves through the Communication module. The Interaction Pseudonym 
Renew module is connected with the Reputation Management module, which may 
immediately update the global reputation of peers so that all devices in range may 
access it. Each exchange and transmission within the Service Management module, as 
well as information inquiry when performing creditability investigation, is targeted to 
those identities obtained by Interaction Pseudonym Renew module. 

 Service Management 

Service management in the U-ATM platform includes two major interactive 
function modules: the “Acquire sub-module” that acquires service and forwards peer 
requests to nearby peers within the e-service environment; and the “Acknowledge 
sub-module” that responds to or acknowledges the service request received from 
surrounding peers. Both of the sub-modules are equipped with a matching function that 
facilitates the assessment for service information exchange. The Acquire sub-module 
gathers all the responses provided by nearby peers who receive a user’s request. Those 
responses include service package information offered by nearby service providers. For 
further interaction or transaction decisions, the reputation data of those service providers 
are also attached to the service package information, shown as a received service list. 
The Acknowledge sub-module complements the Acquire sub-module. After receiving 
the requests forwarded by nearby users, service providers can take into account their 
own behavior style settings and determine appropriate responses. Service providers may 
decide to provide services identical to those of the request, or offer a substitute. After 
consulting the requester’s public attributes, a suitable service package is created. The 
service package information attached with provider’s reputation is delivered to the 
requesting peer through the Communication module. If the received services match the 
requesting peer’s needs, the peer can decide follow-up interactions based on their 
perishability, or degree of urgency. In urgent situations, users may execute immediate 
transactions directly to those candidates, which will link to the Transaction module. 
Otherwise, they can obtain the trustworthy analysis result via the Creditability 
Investigation module for advanced decision-making. 

 Creditability Investigation 

By comparison with current mobile e-services, there may be little available data for 
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credibility and trust estimation of unfamiliar users due to the natural limitations of 
ambient e-services. In the U-ATM platform, the traditional transaction-based experience 
is considered for decision-making, along with the interaction-based experiences. For 
creditability investigation, there are two information sources available. The first source 
is similar to the current e-service’s global reputation but without the linkage to the 
user’s personal identity or detailed transaction histories. The second source is 
exploration of the collective effort of the social network and its most recent interaction 
experiences. Empowered by the characteristics of ambient e-service, investigated data 
are concurrently updated and highly related to their location at the moment. After 
consideration of the various heterogeneous data sources against the user risk tolerance 
setting in the Profile Management module, the Creditability Investigation module filters 
out credible candidates for further transaction management. 

 Transaction Management 

After the user has determined the target peer for transaction, a transaction 
pseudonym is created automatically in the U-ATM platform. This transaction 
pseudonym is put to use for the payment process, which is also unlinkable to the user’s 
real identity. That is, the transaction pseudonym is only valid for the specific service 
transaction for that period of time. Next, the reputation management module is launched 
to update the global reputation’s of both seller and buyer.  

 Reputation Management 

Once the users have accomplished the transaction, a reputation evaluation token is 
exchanged. According to the feedback result recorded in the reputation evaluation token, 
the summarized global reputation data is updated automatically. The reputation 
evaluation tokens are blind-signed and enable unlinkability for keeping the reputation 
data from revealing the referee’s true identity. This Reputation Management module not 
only acts as the information source for creditability investigation, but is also linked to 
the Interaction Pseudonym renew module for global reputation updates. 

 Interaction Trust Management 

In contrast to the reputation management module that records the transaction 
histories, the interaction trust management module places emphasis on a user’s direct 
interaction experience. It highlights the perceived value from the interaction’s target 
peer and treats the interaction-based experience as another vital information source. In 
cooperation with the Creditability Investigation module, it provides heterogeneous 
information based on user experiences stored in the social network for trust estimation 
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of unfamiliar users. 

5.4 ZigBee Based U-ATM Platform 

A number of emergent wireless technologies are available in daily life in 
industrialized societies. Instead of proposing a new communication standard for 
ubiquitous collaboration, applying the best available technology may be more feasible 
for implementation of ambient e-services. Considering the natural limitations of 
ambient e-service environment, we suggest that the ZigBee standards may be most 
suitable for wireless solutions for the U-ATM platform. 

5.4.1 ZigBee Introduction 

 
Figure 5-3. Comparison of IEEE 802 series wireless technologies 

The term ZigBee is used to describe a standardized wireless protocol for personal 
area networking, or “WPAN.” The protocol is the work of and property of the ZigBee 
Alliance, a consortium of more than 70 companies who have joined together to create 
and promote the new standard. ZigBee is different from other wireless standards in that 
it has been designed to serve a diverse market of applications that require low cost and 
low power wireless connectivity, with more sophistication than previously available at 
the target price. The standard focuses on low data rate and low duty cycle connectivity, 
a market segment not serviced well by existing standards. The reason for promoting a 
new protocol as a standard is to afford interoperability between devices manufactured 
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by different companies. In Figure 5-3, a comparison illustrates the communication range 
and the data rate for current IEEE 802 series wireless technologies, ZigBee is classified 
for supporting short range wireless personal area networking. 

ZigBee is a hardware and software standard built on the recently ratified IEEE 
802.15.4 standard. Solutions based on the ZigBee networking standard target specific 
markets and applications, and standard is tailor-made for monitoring and control 
applications such as building automation, personal health care, industrial control and 
lighting and commercial control. In all cases, the target markets require only low data 
rates but demand long battery life, sophisticated networking or both, similar to the 
characteristics of ambient e-service environment. The working model of the IEEE 
802.15.4 and ZigBee are shown as Figure 5-4. U-ATM is defined as one of the top 
layered ZigBee applications, exploring the collective wisdom of proximal users for trust 
estimation in an unfamiliar ubiquitous environment. U-ATM uses ZigBee as the 
communication and security foundation: 

 
Figure 5-4. IEEE 802.15.4 and ZigBee working model. 

Ambient e-service highlights collaboration with nearby user groups. Cutting down 
the communication cost certainly will help users to embrace the convenience and 
benefits of ambient e-service. ZigBee is implemented in either the globally assigned 2.4 
GHz unlicensed band or one of the 900 MHz regional bands. Unlicensed radio spectrum 
is designated by international agreement and puts the burden of specification adherence 
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on the equipment manufacturer. Users are not required to have a license demonstrating 
their technical competence, hence the term unlicensed.  

Since unrestricted geographic use is a goal, the 2.4 GHz band is the preferred band 
due to its international allocation, though there are many unlicensed bands at higher and 
lower frequencies. The 2.4 GHz and 900 MHz bands were chosen by the IEEE 802.15.4 
standard because of their propagation characteristics (propagation refers to the way 
radio waves behave in the environment). 900 MHz and 2.4 GHz both have good 
penetration through walls and ceilings but have only a limited range, which is desirable 
to reduce interference. ZigBee is based on 802.15.4, which is a PAN (personal area 
networking) standard. 

The IEEE 802.15.4 standard specifies the physical (PHY) and media access control 
(MAC) layers at the 868MHz (Europe), 915MHz (US) and 2.4GHz (worldwide) ISM 
ands, enabling regional or global deployment. The air interface is Direct Sequence 
Spread Spectrum (DSSS) using BPSK for the 868/915MHz PHY, and O-QPSK for the 
2.4GHz PHY. The IEEE 802.15.4 PHY includes receiver energy detection (ED), link 
quality indication (LQI) and clear channel assessment (CCA). The IEEE 802.15.4 MAC 
sub layer controls the access to the radio channel using the CSMA-CA (Carrier Sense 
Multiple Access with Collision Avoidance) method, and handles network 
(dis)association and MAC layer security (AES-128 encryption based). The ZigBee 
wireless technology specifies the network, security, and application layers upon the 
IEEE 802.15.4 PHY and MAC layers. 

In order to interact with nearby user groups within the ambient e-service 
environment, the available range for interaction must be considered. ZigBee hardware 
and networks must be able to accomplish 10 to 115 kbps data throughput. This 
represents the actual amount of data that can be transferred once the protocol overhead 
is removed. ZigBee hardware must be able to communicate over a 10 to 75 meter range. 
Typical 2.4 GHz hardware has demonstrated 30 meters indoors and over 100 meters 
outdoors. Up to 100 ZigBee networks should be able to be co-located and still function. 
These technical network characteristics are well-suited to the ambient e-service 
environment. 

5.4.2 Why ZigBee 

There are many wireless options available to designers. A comparison of ZigBee 
with some of the more popular standards which share the unlicensed 2.4 GHz band is 
given in Table 5-1, including parameters such as the governing MAC standard, 
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maximum over the air data rate, typical transmit and standby currents, memory 
requirements for a typical device, and networking options.  

Bluetooth is a popular standard applied to wire replacement applications. It too is 
based on an IEEE PAN standard, 802.15.1. Bluetooth operates with a 1 Mbps data rate. 
Bluetooth and ZigBee have similar transmit currents (BT: 40mA, ZigBee: 35mA), but 
ZigBee has a significantly lower standby current (BT: 200uA, ZigBee: 3uA). This is 
because devices in Bluetooth networks must frequently report into the network to 
maintain synchronization, so they cannot easily drop into a “sleep” mode. 

Wi-Fi is a wireless LAN standard, and thus requires almost continuous activity by 
devices in the network. The advantage of this standard is the tremendous amount of data 
that can be moved from point to multi-point. Wi-Fi hardware is designed to operate off a 
significant power source. 

Table 5-1. Comparison of ZigBee, Bluetooth and Wi-Fi 

 

Among the above three wireless standards, only ZigBee offers the flexibility of 
mesh networking2, which also reduces memory requirements. Wireless standards are 
built around what are called “use models” or “applications.” No one standard meets the 
requirement of all use models. Designers should choose the standard that most closely 
meets their application requirements. For various ambient e-service applications, 
ZigBee may be the most suitable solution for communicating in the ambient e-service 
environment. 

                                                 
 
2 Mesh network: a network in which the routing of messages is performed as a decentralized, 
cooperative process involving many peer devices routing on each others’ behalf. 
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Let’s examine the comparison of Bluetooth and ZigBee more closely. Bluetooth 
(WLAN/WPAN) operates with a 1 Mbps data rate and targets medium data rate and 
continuous duty applications. ZigBee (WPAN) targets low data rate, low duty cycle 
applications, offers the flexibility of mesh networking, and permits devices to sleep and 
still maintain network association. Both standards are in the personal area networking 
category. Both the standards have similar radios, as evidenced by their transmit currents. 
The difference between the two standards is in their target applications.  

In general applications, Bluetooth seems best suited for the synchronization of cell 
phone, hands-free audio, and the communications for PDA to printers. ZigBee is better 
suited for the fields of controls, sensors, lots of devices, low duty cycle, small data 
packets and when long battery life is critical.  

Bluetooth targets medium data rate, continuous duty applications like file transfer 
and streaming telecom audio. Bluetooth has addressed a voice application by 
embodying a fast frequency hopping system with a master-slave protocol. ZigBee on 
the other hand, targets low data rate and low duty cycle applications. ZigBee has 
addressed sensors, controls, and other short message applications by embodying a direct 
sequence system with a star or peer to peer protocols. In addition, Wi-Fi (WLAN) 
supports high data rates but has a standby current of 20 mA, requiring a significant 
power source. For basic communication in the ambient e-service applications, ZigBee 
provides feasible communication ability while allowing for the limited computational 
resources for mobile devices in the ambient e-service environment. 

ZigBee defines the network, security, and application framework profile layers for 
an IEEE 802.15.4-based system. ZigBee’s network layer supports three networking 
topologies; star, mesh, and cluster tree as shown in Figure 5-5. Star networks are 
common and provide for very long battery life operation. Mesh, or peer-to-peer, 
networks enable high levels of reliability and scalability by providing more than one 
path through the network. Cluster-tree networks utilize a hybrid star/mesh topology that 
combines the benefits of both for high levels of reliability and support for 
battery-powered nodes. Since the ambient e-service is based on the M-P2P structure, it 
may easily applied in the ZigBee network. Here the U-ATM topology is the mentioned 
Mesh topology that can also communicate with the ubiquitous environment as well as 
with nearby users. 
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Figure 5-5. ZigBee network topologies 

 

To provide for low cost implementation options, the ZigBee Physical Device type 
distinguishes the type of hardware based on the IEEE 802.15.4 definition of reduced 
function device (RFD) and full function device (FFD). The description of each Physical 
Device type is found in Table 5-2. For collaboration with the nearby user groups in the 
ambient e-service environment, the mobile device held by users acts as a full function 
device that can talk to other devices and apply the dynamic network structure. 

 

Table 5-2. ZigBee Physical Device Types  

Reduced Function Device (RFD) Full Function Device (FFD) 
Limited to star topology  Can function in any topology  
Cannot become network coordinator  Capable of being Network coordinator  
Talks only to network coordinator (FFD)  Capable of being a coordinator  
Very simple implementation Can talk to any other device (FFD/RFD)  
Generally battered powered Generally line powered  

 ZigBee Security 

Since ZigBee devices are based on tiny microcontrollers, the encryption must be 
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simple to implement and execute. Also, ZigBee devices have limited computational 
resources, so low overhead is necessary for encryption key storage and maintenance. 
Security services provided for ZigBee include methods for key establishment, key 
transport, frame protection, and device management. These services form the building 
blocks of security policies within a ZigBee device. The ZigBee architecture 
complements and makes use of the security services that are already present in the 
802.15.4 security specification.  

The ZigBee security is flexible. There are three security modes specified in ZigBee: 
frame control: (a) Unsecured mode, (b) ACL mode: with access control lists, and (c) 
Secured mode: symmetric key employing AES-128. The actual cost vs. security 
tradeoff is configurable by application. ZigBee built on top of IEEE 802.15.4, offering 
security services such as access control, data encryption, frame integrity, and sequential 
freshness. The ZigBee security can be implemented as both infrastructure security and 
application data security. The infrastructure security of ZigBee includes network access 
control, integrity of packet routing, and prevention of unauthorized use of packet 
transport. ZigBee application data security includes: (a) Message integrity that protects 
message from being modified in transit; (b) Authentication that provides assurance of 
the originator of message; (c) Freshness that prevents replay attacks and (d) Privacy 
that prevents an eavesdropper from listening in on messages.  

Due to cost constraints, ZigBee has to assume that different applications using the 
same radio are not logically separated (for example, by a firewall). Hence, it has to be 
assumed that separate applications using the same radio trust each other – in other 
words, that. Different layers of the communication stack and all applications running on 
a single device trust each other. The provided security services cryptographically protect 
the interfaces between different devices only; separation of the interfaces between 
different stack layers on the same device is arranged non-cryptographically. Therefore, 
ZigBee security is designed to prevent outside attacks that trust all devices in the 
network. It may also prevent inside attack by protecting data from other devices on 
network, and is suitable for situations when devices need to use some other network for 
transport.  

 U-ATM: A Collaborative Application Based on ZigBee Architecture 

ZigBee has the following advantages over existing wireless technologies: (a) 
Standards based; (b) Low cost; (c) Can be used globally; (d) Reliable and self healing; 
(e) Supports large number of nodes; (f) Easy to deploy; (g) Very long battery life; and (h) 
Secure. For adopting in the U-ATM platform design, we deploy our U-ATM based on 
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the ZigBee architecture, as an upper layered collaborative application in the ubiquitous 
environment. Applying the U-ATM for exploring collective wisdom to prevent internal 
attacks, U-ATM will complement the security for e-service applications based on 
ZigBee architecture. 

Without security protection, it is impossible to encourage users to adopt any 
service that discloses their private experience, especially a service characterized by 
collaborative interaction. The more extensive the interactions users have, the more 
dependable information sources they possess. Collaborative interactions will strengthen 
the trustworthiness of ambient e-service. Once users are aware that their privacy or 
sensitive data are secure, the collective effort of ambient e-service becomes truly 
significant.  

In the following chapters, core design issues will be discussed. The design for 
privacy protection will be discussed in Chapter 6-“Privacy Design of U-ATM.” Next, 
Chapter 7 -“Reputation Management of U-ATM”, will describe the design of reliable 
reputation establishment. Finally, the design for heterogeneous data source for 
trustworthiness estimation will be detailed in Chapter 8-“Trust Management of 
U-ATM”. 
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