
CHAPTER 5 

CONCLUSION 

 

The Internet is a network of networks – everyone is connected to each other. It 

was designed to share information in an open environment. Security was an 

afterthought. Software is released with vulnerabilities. One leading security firm 

reports that 70 software vulnerabilities are discovered on average each month. 

Software vulnerabilities spawn viruses and worms. A leading security firm noted that 

450 new viruses/worms are identified on average each month. The patch management 

function has become overwhelming. In 2002, Intel applied 2.4 million patches to its 

own network. Patches may be incompatible with some configurations or applications 

and therefore must be tested before they are applied. Tools that automate the patch 

process are expensive and somewhat difficult to use. All entities, large and small, are 

struggling with these issues. Patches are not available for older versions of software 

that are no longer supported by the vendors but are still in use.  

Information security is everyone’s responsibility. All members of an organization 

need basic information security training. Information security training needs to be 

incorporated into new employee orientation and reinforced on a regular basis. Hacker 

tools no longer require high level of technical knowledge, expanding exponentially 

the number of potential hackers. Physical security and cyber security must be linked. 

Protecting logical access is every bit as important as physical access. One must be as 

concerned about malicious cyber attacks occurring from inside an organization. 

Internal security requirements must be established and enforced.  
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How do we balance privacy with security? This is an on-going public policy 

issue. From the cyber security perspective, the more “security” we have, the more 

assurance we have that the information will remain “private”.       

As everyone knows, security attacks and threats of all types have risen 

dramatically over the last several years. Sophisticated fraud and hacking techniques, 

accounting scandals, and incidents of identifying thefts have only magnified the 

general concern over corporate controls and the protection of personal information. 

Given the fact that up to 13% of corporate IT budgets now goes towards security – a 

number that grows to meet various regulatory and compliance requirements. CIOs or 

CSOs must learn how to become influencers. Frequent and effective communications 

practices are necessary to make this happen. Unfortunately, most CSOs have limited 

information available to them outside of existing “dashboard” messages about the 

latest threats and viruses to the business. Senior management wants to know how 

security investments are helping the company manage risk and stay competitive in the 

marketplace. Unfortunately, most CSOs don’t seem to meet with business heads at all. 

Any information security projects have to get the support from different executives. 

There are some tips for talking with senior executives on security: 

1. Frame the discussion in terms of information and business risk, not worms 

and viruses 

2. Meet face-to-face with execs, at least twice a year. Explain what you are 

trying to achieve and where you need their help. 

3. Create a brief, high-level slide deck to communicate key concerns, issues 

and progress. 

4. Explain how information risk is a business risk management issue and 

needs to be addressed as a shared and collective responsibility across the 
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company. 

5. Focus on security awareness and company culture. Discuss employee 

behavior and how it supports organizational goals and builds a relationship 

of trust with client and customers.  

6. Make sure that the information you bring to each meeting is consistent from 

what you offered at the last meeting; don’t start over with new sets of 

metrics or different ways of measuring progress. 

7. Your ability to communicate the content is relevant business terms is more 

important than how frequently you do so.     

For the CSOs, affecting the workforce and senior management is a long road of 

patiently and clearly articulating your vision to a number of diverse audiences, in 

language they can understand.  

How to apply intelligent security to minimize business disruption? Today’s 

information security objectives: Business continuity landscape, understanding unified 

security, and building an intelligent security infrastructure. “Rather than having 

companies focus on disaster recovery, you would rather have companies build an 

information infrastructure that maintains the availability better.” Secure and reliable 

information infrastructure means “anywhere, anytime, anyone, any method, and 

access security”. Business continuity requires infrastructure integrity as well as data 

availability. Maintaining infrastructure integrity requires maintaining network and 

information availability, and ensuring information security and confidentiality. How 

to strengthen the information infrastructure? Use business continuity management, the 

structured process to identify and manage significant continuity risks proactively, 

using preventative measures and disaster countermeasures. There are three steps: 

Risk management & prevention – Ensure information security & availability by 
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tackling application & network attacks; and prevent unauthorized access. 

Disaster recovery planning – Build-in critical system redundancy; full failover as 

rapidly as possible; and secured remote access. 

Implementation strategy – Cross train and clear policies 

The 3Ps for Business Continuity + Disaster Recovery (BCDR): People, process 

and products: 

People: Need strong and committed technical team that understands the business 

to integrate and operate solutions. Users must support and convinced of its importance. 

Buy-in and committed must come from the very top. 

Process: Need proper policies and procedures in place to protect the core 

business operation. Strike balance between cost, functionality and practicality. 

Establish procedures to maintain currency of BCDR plan. 

Product: Products vary, ranging from point solutions to comprehensive solutions 

from one-stop-shops. Understand the strengths and limitations of each offering. 

Understand that no product alone will solve your BCDR needs. 

What drives BCDR adoption: Regulatory compliance; governance (confidential 

and critical business data); increased awareness (market education & various 

incidents), complexity of networks; dependence on IT infrastructure; and client 

expectations. 

Understand your organization needs (know what your peers are doing or not 

doing; you don’t need everything). Don’t assume everything will work when you need 

them (Backup & archive is fine…what about un-archive?)          

Other than the above communication and BCDR issues, there are many things 

we learnt from the study: 

1. Prevention is less costly than reacting to incidents. 
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2. Enterprises should develop a system of security audit, system scans, and 

educate users about protecting their systems 

3. Consider adoption of international standard and guidelines such as ISO 

17799 

4. Impacts to systems will be reduced by having a detailed, well-rehearsed, 

and flexible incident response plan.  

5. Law enforcement, public policy, consumer awareness are important 

6. Leverage IT best practice, no matter in-house or NIH (not invent here).  

7. Establish goals and objectives in line with over all business objectives 

8. New Unified Threat Management (UTM) security appliance is on market 

space, the unification of firewall, gateway, anti-virus, IPS and anti-spam 

into a single platform. 

9. Ask yourself: Has my organization done enough? You don’t want to protect 

everything, everywhere, every time. 

Information security is a responsibility that everyone must take seriously. CEOs 

must be totally committed and involved and set the example in the fight against 

insider risk and cyber threat. According to US Secret Service and CERT 

Coordination Center Insider threat study, not only did 83% of the insider threat 

cases take place within the enterprise, but 81% of those incidents were planned 

in advance. From the vendor perspective, there must be more secure products, 

better methodology to update, and more timely notification to consumers of 

vulnerabilities. All users must understand and employ sound security practices. 

Training at all of the above level is critical in order to ensure success.  

We cannot do this alone. We are all in this together. We live in a digital age 

where we all interconnected, all mutually dependent and thus suffer the 
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consequences of our weakest link.      

          


