
CHAPTER 1 

INTRODUCTION - Background 

 

Information is an asset which, like other important business assets, has value to 

an organization and consequently needs to be suitably protected. Information can exit 

in many terms. It can be printed or written on paper, stored electronically, transmitted 

by post or using electronic means, shown on films, or spoken in conversation. 

Information security protects information from a wide range of threats in order to 

ensure business continuity, minimize business damage and maximize Return On 

Investment (ROI) and business opportunities. Information security is the process of 

protecting data from accidental or intentional misuse by persons inside or outside of 

an organization, including employees, consultants, and yes, the much-feared hacker. A 

security breach can involve anything from a website defacement to a computer virus, 

to an employee who inadvertently disclose his password, to a former employee who 

sabotages a customer database, to corporate spies who find out how many widgets 

your top customer bought last month.  

In today’s globally Internet-worked enterprise, just one nasty e-mail virus or one 

database breach has the power to launch a maelstrom of cleanup, recovery and 

damage control – not to mention the furor that erupts over lost business, damage to 

reputation, and possible litigation. Afraid to risk negative publicity that could damage 

business even further than the intrusion itself, many enterprises are reluctant to report 

security breaches to law enforcement agencies. It is small wonder that high-stakes 

cyber-crime and the mushrooming regulatory environment are driving companies to 
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reach deep into the corporate efforts to protect vital business interest. 

As any trustworthy security vendor will admit, though, there is no such thing as 

perfect security. For your business to succeed, you need to let employees, customers 

and business partners access data electronically, often via the Internet, and that creates 

risks. Information security is about balancing those risks with the rewards of doing 

business electronically. And because your risks and vulnerabilities are constantly 

changing, security is a never-ending process, not something you do once and then 

forget about.  

In days gone by, many companies mistakenly relied on “security by obscurity” to 

protect their systems. “I’m from the Midwest,” the thinking went, “so no one’s going 

to hack me.” But consider this: On a typical day in January 2002, a website that tracks 

such things listed 39 website defacements that had occurred on that day alone – and 

only one victim was a household name. Besides, most successful attacks come from 

people inside company or from former employees, not from the stereotypical 

acne-faced hacker surrounded by empty pizza boxes.  

Security problems at large, well-known companies – sometimes with damage 

estimates of millions of dollars – attract the most attention. But, all kinds of 

companies need to protect themselves from the financial, reputational and 

productivity losses, not to mention the downtime, caused by problems with 

information security.      

What happens if we mess this up? It depends on how badly you get hit, but it 

won’t be pretty. Computer viruses and worms such as the famous Code Red regularly 

cause extensive downtime, lost sales, and damaged data and computers – not to 

mention irritated users and a tired IT staff.  

But at least getting hit by a virus does not hurt your reputation the way other 
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kinds of security breaches can. Viruses tend to hit lots of companies at once, and it’s 

rare for a company to be singled out and blamed for a being hit by a virus. On the 

other hand, even the most mainstream news outlets love to report one the latest 

security bungles. Website defacements – the electronic equivalent of vandalism – 

have been especially problematic recently, as so-called “ hacktivists” have used other 

people’s websites to make political statements.  

More than just wasting time and causing embarrassment, security breaches can 

also lead to several financial losses. Part of the loss is indirect – if an incident erodes 

the confidence customers and stockholders have in how well your business is run. But 

security breaches can also lead to direct damages, and we’re talking about losses that 

could affect the bottom line. In early 2002, the Associated Press reported on a New 

York City bank that paid a Russian hacker US$10,000 in exchange for his not 

releasing sensitive customer information – and he still did US$250,000 in damage. In 

another case reported in The New York Times, a disgruntled IT executive caused up to 

US$20 million in damage when he sabotaged the computer systems of the New Jersey 

chemical company that had laid him off. After an especially damaging 

denial-of-service attack, an ISP in the United Kingdom reportedly shut down its 

operations and put its assets on sale. And by some accounts, software vendor Egghead 

never really recovered from high-profile incident in which it announced that more 

than 3 million credit card members may have been stolen by a hacker.   

There are some computer operating system security holes recently: 

1. Aug. 2005: Zotob virus uses Windows 2000, XP and Server 2003’s 

security holes to penetrate big enterprises in USA. CNN, ABC and New 

York Times were all affected. 

2. Aug. 2005: Microsoft confirmed three Windows’s new security breaches 
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might impact Windows OS and IE browser. Hacker may control whole 

computer system. 

3. 2006: The loss from computer virus and OS breaches may reach US$ 150 

billion per year. 

4. Jun. 2006: Microsoft announced 12 new patches, those patches cover 

Windows OS, “Office” software and “Exchange” e-mail server.   

5. Aug. 2006: Apple announced to increase it security class by fixing 26 

Mac OS X security holes. 

6. Aug. 2006: American‘s Homeland Security Department announced 

Microsoft Windows OS has severe security issues and warned end users 

to implement patches.  
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An entire generation of business executives has come of age trained on the 

notion that firewalls are the core of good security. The unwritten rule is: The more 

firewalls, the safer. But that’s just not true. Here are two ways firewalls can be 

exploited. One: Use brute force to flood a firewall with too much incoming data to 

inspect. The firewall will crash. Two: Use encryption, a basic security tool, to encode 

an e-mail with, say, a virus inside it. A firewall will let encrypted traffic pass in and 

out of the network.  

Firewalls are necessary tools. But they are not the core of information security. 
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Instead, companies should be concentrating on a holistic security architecture. What is 

that? Holistic security means making security part of everything and not making it its 

own thing. It means security isn’t added to the enterprise; it’s woven into the fabric of 

the application. Here’s an example. The non-holistic thinker sees a virus threat and 

immediately starts spending money on virus blocking software. The holistic security 

guru will set a policy around e-mail usage; subscribe to news services that warn on 

news threats; reevaluate the network architecture, host best practices seminars for 

users; and use virus blocking software, and, probably, firewalls.  

Judging from CERT Coordinator Center data and the computer abuse reported in 

the media, no one on the Internet is immune. Those affected include banks and 

financial companies, insurance companies, broker houses, consultants, government 

contractors, government agencies, hospitals and medical laboratories, network service 

providers, utility companies, the textile business, universities and wholesales and 

retail traders.  

The Internet began in 1969 as the ARPANET, a project funded by the Advanced 

Research Project Agency (ARPA) of the U.S. Department of Defense. One of the 

regional goals of the project was to create a network that would continue to function 

even if major sections of the network failed or were attacked. The ARPANET was 

designed to reroute network traffic automatically around problems in connecting 

systems or in passing along the necessary information to keep the network functioning. 

Thus, from the beginning, the Internet was designed to be robust against 

denial-of-service attacks.  

In 1989, the ARPANET officially became the Internet and moved from a 

government research project to an operational network; by then it had grown to more 

than 100,000 computers. Security problems continued, with both aggressive and 
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defensive technologies becoming more sophisticated. Although the Internet was 

originally conceived of and designed as a research and education network, usage 

patterns have radically changed. The Internet has become a home for private and 

commercial communication, and it is still expanding into important areas of 

commercial, medicine, and public service.  

A network security incident is any network-related activities with negative 

security implications. This usually means that the activity violates an explicit or 

implicit security policy. Incident comes in all shapes and sizes. They can come from 

anywhere on the Internet. A typical attack pattern consists of gaining access to a 

user’s account, gaining privileged access, and using the victim’s system as a launch 

platform for attacks on other sites. It is possible to accomplish all these steps 

manually in as little as 45 seconds; with automation, the time decreases further. 

It is helpful to begin security improvement program by determining the current 

state of security at the site. Methods for making this determination in a reliable way 

are becoming available. Integral to a security program are documented policies and 

procedures, and technology that supports the implementation.                  


