
CHAPTER 3 

RESEARCH METHODOLOGY / FLOW 

 

3.1 Research Methodology 

Information Systems security. Computer and network security. Internet security. 

It is a complex world, and growing more so every day. The scope of Information 

Security is very broad. With these changes, some truths and approaches to security 

remain the same, while others are new and radically different. Developing a sound 

security strategy involves keeping one eye on the reality of the corporate environment. 

The thesis’ research methodology focuses on how to provide a strategic, long-term, 

practical and doable experience and suggestions to other large-scale companies in 

Taiwan. The approach includes case study research, and survey of Taiwanese 

large-scale high-tech companies. Because of the confidentiality and sensitivity of 

corporate information, it uses “dummy” company name as a case study.  

3.1.1 Case Study Research  

3.1.1.1 Data Collection and Analysis 

For the case study research, I have searched many famous global 

high-technology companies through web site, company public information, industry 

seminars, and discussion with some CIOs and CSOs. As said before, no company 

likes to share very detailed information security data and information like virus 

attacks, security accident, or investment on information. The most common data and 

information came from academic institutes, industry consortium, government white 

papers, and information security solution providers. For example, Team for Research 
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in Ubiquitous Secure Technology, TRUST, was formed by Carnegie Mellon 

University, Cornell University, Millls College, San Jose State University, Smith 

College, Stanford University, University of California, Berkeley Campus, and 

Vanderbilt University. FBI/CSI, United States Computer Emergency Readiness Team, 

US-CERT. Microsoft, Symantec…etc.  

The missions of company “C”’s Information Technology team are: 

 Providing a secure working environment with company “C” facilities as 

well as within our corporate network is our top priority. 

 Our reputation and image as a secure entity is critically important in 

continuing to build our credibility in the enterprise space.  

 Providing our technology is secure is key to winning customers. 

Company “C”’s trustworthy computing focuses on security, privacy, reliability 

and business integrity. Its security framework is as below: 

1. Secure by design: Mandatory training; built threat models; conducted code 

reviews and penetration testing; used automated code tools; and least 

privilege.  

2. Secure by default: 60% less attack surface area by default compared to 

previous solution; 20+ services changed to be off by default; service install 

in a secure state 

3. Secure by development: New patch management tools, 7 official curriculum 

courses available at launch; official security configuration guides; and 

integrated security tools 

4. Communication: Patch management white paper 

The common computer security issues are: malicious application program, 

viruses, worms, Trojan horses, Denial of Service, attacking website, false ID, 
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stealing password. From its internal experience to resolve the above issues, 

“Nimda” was spread while user surfing web site or opening email; “Code Red” 

affected to website and from the server to continue spreading. From the IT’s 

experiences, it must discontinue the access of different router, install patches 

immediately, scan the abnormal communication on network and close the 

network access, scan it weekly.  

How the IT team’s approach to Information Security? 

 Organization: Form Information Security group, operation team and IT 

management 

 Procedure: Raise security alert, publish notice and educate end users 

 Technology: Update Operating Systems… 

The remedies have been applied include: 

 Implement information security service pack and anti-virus software, like 

eTrust Anti-Virus Software. Make sure all employees’ workstations can 

meet current security requirements, maintain the latest patch. Force to 

update the latest virus code. Use corporate policy to install “AutoUpdate” 

and “Critical Update Notifier” on all workstations – “Download the updates 

automatically and notify me when they are ready to be installed”.     

 Implement intrusion detection system, like BlackICE Intrusion Detection, 

for corporate and home use. 

 Strengthen password protection: All Windows’ system administrator and 

SQL server administrator’s passwords must be set to high security password. 

Those no-password accounts cannot be used.    

 Safe WLAN access: Use IEEE 802.11b and CISCO WLAN. All non-IT 

approved and installed WLAN will be closed at once. User can get an IP 
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address only after installing “certificate” and using 128Bit encryption 

WLAN card  

 Strengthen e-mail security: Digital signature and strong encryption. 

 The need of Reliability, Availability and Serviceability (RAS): Smart card, 

Windows XP Professional, eTrust, Connection Manager – configured for 

smart cards. 

 Security tools: Lockdown tool, scanning tool, filter tool, personal security 

advisor 

Company “D”’s study found recent cyber events have affected all of us 

worldwide 

 March 1999 Melissa: Viruses became intelligent, having the capacity to 

e-mail themselves to everyone listed in the infected machines mailbox. 

 May 2000 I Love You: Social engineering techniques were used to coax the 

e-mail recipient into opening an infected attachment with the words “I Love 

You.” 

 July 2001 Code Red: Infected 359,000 devices in less than 14 hours. It 

spread at a rate of 2,000 devices a minute at its peak. It is estimated the 

worldwide cost of Code Red was $2.62 billion. 

 September 2001 NIMDA: Infected more than 2.2 million servers and PCs in 

a 24-hour period. 

 April 2002 Klez: Surfaced and was still a major threat a year later, 

representing 34.3% of all attacks worldwide. 

 January 2003 Slammer: Affected servers running Microsoft software that 

had not been updated with a patch – issues months prior – to fix the 

vulnerability. Slammer took down ATM machines for a major bank, 
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disrupted 911 emergency services in Seattle, shut down Houston 

International Airport, hindered the operations of hundreds of thousands of 

computers and slowed the Internet traffic. Slammer peaked in just three 

minutes, at which point it was scanning 55 million targets per second.  

Some recent incidents also include the following: 

 May 2002: California payroll system hacked – Computer hackers breached 

the State of California’s personnel database and gained access to financial 

information for all 265,000 state workers 

 February 2003: Credit card hacker hits eight million – Visa, MasterCard, 

Discover, and American Express were all affected by a security breach at 

Data Processors International of Omaha, Nebraska, a company that 

processes credit card transactions. In MasterCard’s estimate, the breach 

allowed an attacker to view the credit records of eight million credit cards. 

 February 2003: Pair who hacked court gets nine years – Two hackers were 

sentenced to nine years in prison on 72 courts of illegally entering a 

computer system and editing data and seven counts of conspiracy to commit 

extortion. The pair gained unauthorized access to Riverside County, Calif., 

court computers and dismissed a number of cases, including one of the 

hacker’s own drug possession case. 

 March 2003: Data thieves nab 55,000 student records – The University of 

Texas at Austin admitted that the hackers had stolen personal information – 

including names, addresses, e-mail addresses and social security numbers – 

of 55,000 students and faculty. 

 March 2003: High school suspends student hackers who changed grades – 

Six students from Fremont’s Mission San Jose High School in California 
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were suspended after it was discovered that they hacked into the school’s 

computer system and changed their grades. The hack was committed using 

attack tools readily available on the Internet. 

 August 2003: NAVY credit card compromised – The Department of 

Defense reported that a hacker gained access to a Navy system that included 

13,000 purchase cards issued by Citibank. The Navy subsequently cancelled 

all of its approximately 22,000 purchase cards. 

 September 2006: A hacker gained access to NNSA, National Nuclear 

Security Admission, system that included 1,500 staff’s personal information. 

An US congressman asked NNSA Director, Linton Brooks, to resign. 

 March 2007: The Department of Defense said that 2,200,000 army’s 

personal data were stolen at the home of one government official. 

What did company “D” do to continue to improve its preparedness? 

 Expanding security awareness to wider audiences including home users; 

 Employing more preventative methodologies and automated technologies 

such as patch management tools; 

 Building language into vendor contracts to enforce good security practices; 

 Expanding the use of intrusion detection and intrusion prevention 

technologies; 

 Stronger, enforceable security policies and procedures for public entities; 

 Stronger relationship with software vendors to facilitate timely notification; 

and  

 Greater responsibility of vendors to fix vulnerabilities before they can be 

exploited. 
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3.2 Research Flow 

Base on the interview with experts to work out questionnaire. After pre-test, sent 

out questionnaires to each selected enterprise. Within two months, after 3 follow ups, 

collect the returned samples, then manage the data and perform statistical analysis. 

When the report is ready, publish it to the public and CIO Association members.       
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3.2.1 Study Question 

The survey consists of four categories: 

1. The usage of new information application at each company. It includes 

system implementation, implementation period, cost, performance and 

benchmark.      

2. The topics/agendas that CIOs care about very much at current stage. From 

the literature study and expert opinion, it summarizes top twenty questions 

yearly for CIOs to prioritize the importance. 

3. The IT budget of the company, it covers tow aspects: fundamental 

infrastructure and application systems; the actual data in last year and the 

budget forecast for current year.    

4. The profile of each company for analysis and comparison purpose.  

 

3.2.2 Survey of 2003 to 3005 Taiwan Enterprise Information Applications by 

R.O.C. CIO Association  

R.O.C. CIO Association was formed in August 2001 by many CIOs from major 

enterprises in Taiwan. It is a Non-Profitable Organization, NPO. The major goal is to 

upgrade information application and strengthen the competitiveness of industry. From  

February 2003, CIO Association has initiated a survey study of information 

application usage for high-technology industries in Taiwan. The author of this thesis 

helps the survey study from its first study as an editor consultant. Let’s take a look of 

the survey study and its trend from 2003 to 2005. 

 

  

3.2.3 Literature Study  
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The literatures consist of three survey reports issued by R.O.C. CIO Association 

in May 2003, December 2004, and December 2005 respectively.   

3.2.4 Case Study   

1. May 2003 survey: R.O.C. CIO Association members (44 samples), Taiwan 

Semiconductor Industry Association, TSIA, members (114 samples), Top 

1000 enterprises in Taiwan by 2001 “Common Wealth” Magazine. (395 

samples) Total 481 samples with 96 effective returned survey.  

2. December 2004 survey: Top 1,000 enterprises in Taiwan by 2001 “Common 

Wealth” Magazine. (1,600 samples from top 1,000 manufacture industry, 

top 500 services industry and top 100 financial industry) Total 1,600 

samples with 131 effective returned survey.  

3. December 2005 survey: Top 1,000 enterprises in Taiwan by 2001 “Common 

Wealth” Magazine. (1,600 samples from top 1,000 manufacture industry, 

top 500 services industry and top 100 financial industry) Total 1,600 

samples with 206 effective returned survey.   

3.2.5 Data Analysis   

Because this thesis only focuses on information security related topics, I only 

choose information security data for analysis. Other data like ERP, Supplier Chain 

Management (SCM), Customer Relationship Management (CRM), Knowledge 

Management (KM), Executive Information System (EIS), Data Warehousing / Data 

Mining (DB/DM), Project Management (PM), Enterprise Application Interface (EAI), 

Enterprise Information Portal (EIP) are not in the analysis scope.   

1. Among the 20 agendas that CIOs care about most, “Information system 

security” related agenda was ranked top 6 in 2003 survey, top 2 in 2004 

survey and also top 3 in 2005 survey which means information security is 
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very important from CIOs’ point of view and is getting important year by 

year. The two topics in front of information security are “How to use IT to 

support business operation?” and “How to use IT to support business 

competitive advantage?”  

2. In 2004 survey: 

 74% respondents had information security policy in place. Among the 74%, 

45% is because of the request from CEO, 18% follows ISO/IEC 17799 

standard, 17% follows BS 7799 standard and the rest 20% uses different 

standards or practices. 

 45% respondents openly issued information security policy and rules to 

employees, also conducted education / training to employees. 46% 

respondents openly issued information security policy and rules but never 

conducted any training to employees. 9% respondents had information 

security but did not announce it publicly to employees. 

 18% respondents had information security organization / dedicated team to 

handle information security tasks. The average dedicated headcounts were 

5.2 persons. 67% respondents were under IT department with 2.3 dedicated 

specialist and 2.4 part-time persons. 9% had no organization to be in charge 

of information security issues. 6% without answer to the survey.  

 67% respondents had Enter/Exit security control system to protect 

important information security equipments. 32% respondents had dedicated 

staff to watch the equipments. 8% respondents had no control at all. 2% 

respondents outsourced to Internet Service Providers, ISPs. 

 For the back up of critical data, 10% respondents had no back-up 

mechanism; 63% respondents had back-up mechanism in different sites, 
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28% respondents had back-up system in the same building, 8% respondents 

had both on-site and different-site back-up mechanism; 5% did not respond.  

 For the solution of data transfer, 61% respondents had leased lines, 41% 

respondents have VPN, 10% respondents went through Internet without any 

encryption solution; 8% respondents went through Internet with encryption. 

 92% respondents had firewall between Internet and intranet; 85% 

respondents had implemented anti-virus solution and 21% had Intrusion 

Detection System (IDS).      

 For data access authority, 82% respondents had password verification, 2% 

respondents had password plus IC card verification; 8% respondents had 

password plus CA verification. 6% respondents had no any control.  

 67% respondents reported no any intrusion case at all. 1% respondent said 

“yes” with severe loss; 5% respondents said “yes” with medium loss; 14% 

respondents said yes with minimum loss; 10% respondents said yes” 

without loss.  

 15% respondents thought the spam issue was “very severe”, 44% 

respondents thought “severe”, 32% respondents thought there’s “a lot of 

impact”, 6% respondents thought “a little impact”, 2% respondents thought 

“no impact”. 

 In terms of the major troubles of spam, 75% respondents thought it might 

have potential information security problem (virus, hacker…), 73% thought 

it wasted network resources, 59% thought it wasted storage space, 53% 

thought it caused users complaint, 51% thought it caused a lot of human 

resources to managed it, and 45% thought it increased management cost.  

 In term of how to handle spam, 61% respondents let employees to handle it 
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themselves, 61% also manage it from server side, 2% asked the network 

provider to handle it.  

 The “cost” to manage spam is as below: 2% respondents spent more than 

NT$ 500,000 per month; 4% between NT$ 200,000 to NT$ 500,000; 5% 

between NT$ 100,000 to 199,999; 19% between NT$ 50,000 to NT$ 99,999; 

21% between NT$ 10,000 to 49,999; 35% below NT$ 10,000. 

 The expectation way to handle spam – 42% respondents hoped through 

government rule to control it; 37% through MIS department; 36% through 

operating system; 37% though network provider; 17% through end user 

training; 14% let users to handle it themselves.                    

3. In 2005 survey: 

 70% respondents had information security policy in place. Among the 70%, 

55% was because of the request from CEO, 20% followed ISO/IEC 17799 

standard, 10% followed BS 7799 standard and the rest 15% used different 

standards or practices. 

 48% respondents openly issued information security policy and rules to 

employees, also conducted education / training to employees. 36% 

respondents openly issued information security policy and rules but never 

conducted any training to employees. 15% respondents had information 

security but did not announce it publicly to employees. 

 10% respondents had information security organization / dedicated team to 

handle information security tasks. The average dedicated headcounts were 

7.7 persons. 82% respondents were under IT department with 2.2 dedicated 

specialist and 1.4 part-time persons. 8% had no organization to be in charge 

of information security issues, 1%did not answer to the question.   
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 67% respondents had enter/exit security control system to protect important 

information security equipments. 28% respondents had dedicated staff to 

watch the equipments. 10% respondents had no control at all. 2% 

respondents outsourced to Internet Service Providers, ISPs. 

 For the back up of critical data, 8% respondents had no back-up mechanism; 

45% respondents had back-up mechanism in different sites, 40% 

respondents had back-up system in the same building, 5% respondents had 

both on-site and different-site back-up mechanism; 2% did not respond.  

 For the solution of data transfer, 44% respondents had leased lines, 51% 

respondents had VPN, 12% respondents went through Internet without any 

encryption solution; 6% respondents went through Internet with encryption. 

 86% respondents had firewall between Internet and intranet; 82% 

respondents had implemented anti-virus solution and 22% had Intrusion 

Detection System (IDS).      

 For data access authority, 96% respondents had password verification, 1% 

respondents had password plus IC card verification; 3% respondents had 

password plus CA verification. 6% respondents had no any control.   

 73% respondents reported no any intrusion case at all. 1% respondent said 

“yes” with severe loss; 5% respondents said “yes” with medium loss; 12% 

respondents said “yes” with minimum loss; 9% respondents said yes” 

without loss.   

3.2.6 Conclusion And Suggestions   

From the above 3-year survey study, most of the enterprise care about 

information security very much, 70% of them had set up information security policy. 

But, only 48% issued the policy letter publicly and provided education and training to 
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employees. Less than 10% had dedicated information security department to handle 

the issue, only 22% enterprises had Intrusion Detection System implemented.  

There are two similar surveys conducted recently. DigiTimes Newspaper in 

Taiwan did a survey to five high-technology industries, i.e. semiconductor, optical 

electricity (TFT-LCD), tele-communication, IT manufacturing and electronic 

component industry. The survey report was issued in April 2007. Among the 24 

information applications the company is going to implement in the next two years, 

information security was only ranked 14th, with 7.69% “voting”, after Business 

Intelligence (BI), ERP, KM, Manufacturing Execution System (MES), CRM, 

Business Process Management (BPM), Product Lifecycle Management (PLM), 

Advanced Planning and Scheduling (APS), e-Learning, SCM, Mobile-business, B2B, 

Product Design Management (PDM), and e-Procurement.  

Another “2006 Global Information Security Report” was done by CIO Magazine, 

CSO Magazine and PriceWaterhouseCooper Consultant company during April 5, 

2006 to May 22, 2006 through e-mail. There’re 7,791 respondents from more than 50 

countries. The good news from the survey shows “information security” has linked 

with company’s integrated strategy gradually, more and more companies had let 

“information security” and “physical security” to be managed by same team, from 

11% in 2003 to 40% in 2006. The integrated planning of information security and 

physical security has increased form 29% in 2003 to 75% in 2006. Information 

security budget has increased from 11% of total IT spending in 2003 to 17% in 2006. 

But, the negative news is: The head in charge of information security did not increase 

a lot. The CISO from 16% in 2004 to 22% in 2006, the CSO from 15% to 21%.  

The top 10 action items for information security were as below: 

 Data back-up 
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 Network firewall 

 Application software firewall 

 Disaster recovery and business continuity 

 User id password  

 Security monitor report 

 Periodical information security audit 

 Remote network security control 

 Hacker / spam detection tool 

 Follow up information security policy 

Financial industry cared about sensitive and privacy data more than other 

industries, like health industry or government or education industry. Financial 

industry had less virus-attack and less data crash than other industries.  

29% information security staff and executives could not understand how many 

information incidents happened to his organization last year. 26% respondents 

did not know the type of attacks, nor the reasons. 50% of respondents did not 

know the loss of information security incident.      


