
CHAPTER 4 

IMPLEMENTATION 

 

4.1.1 Introduction 

Information security management is too often considered in terms of the 

technology necessary to limit access to sensitive or essential information. Therefore, 

many people that solving security issues is a matter of investing enough company 

funds in the right information security management tools. They rely on these tools as 

the only selection, completely protecting information assets within the organization.  

However, information security management is not only about technology issues. 

When looking at information security incidents, many turn out to be related to 

accidental, unexpected failures of business process. When studying these failures in 

more details, they can often be related to organizational weaknesses such as a lack of 

clear understanding and insufficient awareness of security policies. 

The purpose of information security is to ensure business continuity and 

minimize damage by preventing and minimizing the impact of security incidents. 

Information security management enables information to be shared, whiling ensuring 

the protection of information and computing assets.  

To achieve effective information security, a balanced combination of personnel, 

process and technical measures is required. Finding the right balance in implementing 

information security requires an understanding of this combination. That includes the 

fundamentals of information security such as the policies and how they will be 

implemented in the environment via processes, as well as the relevant technology 
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aspects that should be considered when implementing information security 

architecture functions within the organization. 

 

4.1.2 Background 

Following the computer technical progress and e-Business vigorous expansion, 

information security is very important especially for which industry that use 

information system as their critical business. To minimize the risk, company “B” has 

decided to put the strategic foundations in place to build a security framework with 

the required tools to manage people and information assets. Providing a platform to 

manage the risk. The objective that company “B” looks for is to build a trust safety 

information environment and apply ISO/IEC17799 guideline.  

Company “B”’s critical business are manufacturing system and IT system. It is 

therefore of utmost important to implement the best rugged security to ensure that the 

integrity and credibility are maintained.  

Policy, architecture, process and standards are needed to be developed and 

company “B”’s business units need to be assessed to verify their alignment to the set 

framework. Any gaps in the compliance will require adjustment to business units and 

their processes.  

To enable this, company B had chosen to divide the whole project into a 

short-term project and a long-term project. The short-term project was major at 

Internet / host IT security and covered the Internet security, host server security, 

intrusion detection system and security management system. The objective of 

short-term was to have quick security solution to protect company B from most of 

outside attacks before long-term project and its solution finished.  

The long-term project covered at building information assets, high-level business 
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risk assessment, developing security policy, developing security standards and 

architecture and developing security process. Further step-in focused on risk 

review/assessment of Internet, host/network, remote intrusion test. 

4.1.3 Short-term Project 

From its information protection model, part I, company B studied the risks of 

data lost from “outside” the hardware, software and network. The risks are hackers, 

viruses, software bug, unauthorized access, human error, hardware crash, and disaster.  

It reviewed its previous security policy, physical security, personnel security, 

anti-virus, one-time password, firewall, intrusion detection system, backup/restore, 

recovery plan, disaster recovery and auditing.  

For part II, it implemented some action items within two months. The action 

items taken were firewall migration, intrusion detection, server hardening, secure 

channel, mail audit, Internet service, web service and mail service.  

At its H/Qs, it had completed following actions: 

 Firewall security: Had upgraded to new firewall; DMZ servers had moved 

to new firewall; and revising Internet security policy 

 Intrusion Detection System: Had implemented the network sensor; keep 

going to monitor attacking events. 

 Managed security service and server security: Had scanned DMZ servers 

twice by security consultant company; DMZ servers hardening was done 

following scanning report 

 Mail security: Had implemented “MIMESweeper” tool and revised mail 

security policy. 

 Roaming security: roaming security pack connection was enabled; keep 

surveying more secured authentication tolls like PKI, token or VPN (Virtual 
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Private Network)  

 Security center: Security center tool/solution test was done; will implement 

Security Operation Center, SOC.  

 Ethical hacking: After firewall migration and servers hardening completed. 

Implemented hacking service and fixed vulnerability.  

At its overseas branches, it had also completed following actions: 

 Intrusion Detection System: Had implemented the network sensor; keep 

going to monitoring attacking events. 

 Mail security: Had implemented “MIMESweeper” tool and revised mail 

security policy. 

 Roaming security: roaming security pack connection was enabled; keep 

surveying more secured authentication tolls like PKI, token or VPN (Virtual 

Private Network)   

4.1.4 Long-term Project 

After those short-term projects, company B had a stronger firewall, had installed 

network monitor system, had hardened all DMZ servers and had built the Internet and 

mail filtering system. But, the job was not finished yet. Company B had not classified 

all intranet information, had no compartment to keep confidential data, had no 

adequate rule to limit who can enter each system, had no complete recovery plan 

when disaster happens. From long-term plan, company B will implement information 

security policy, standard, process, training, disaster recovery plan within one year. The 

detailed phases are as below: 

 Build Information Assets Profile – The information asset Profile 

summarizes the business value of company B’s critical information assets 

and its related security requirements. It is used to help establish the business 
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value of selecting information security domains and controls. Security by 

definition is a management issue and not a technical issue; the information 

asset profile serves as a control book and communication vehicle between 

the business function and information systems, documenting the security 

requirements for protecting the critical business information. 

This information asset profiles summarized the value of critical information 

assets and their related security requirement. It provided a starting point of 

deriving the security requirements for the information security architecture. The 

phase prioritized the security requirements and provided a business tool for the 

information owners to ensure they review the security risks of their official 

information.  

The major items include: Analyzed the business impact, ensured business 

security purpose, ensured information classification method and built up 

information assets profile. 

Consultant provided a Final Report that used by company B as a “control book” 

that highlighted which of the selected information required protection, what kind 

of security was important for the business use of that information, who had 

ownership responsibility, and how and where the information was primarily used. 

It enabled an information security program to be tailored to provide the right 

types of controls and mechanisms for the most critical information to the 

business. The report consisted of the following information for each identified 

asset:      

1. Description of the asset; 

2. Owner (Key business area manager with the most at stake related to 

this asset); 
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3. Location (Information asset may be on a server, on the mainframe, in 

paper file, etc.); 

4. User and usage (Principal category of users who create, modify, or 

need access to this asset); 

5. Security requirements for the asset; 

6. Confidentiality – determined by impact if information got into the 

wrong hands; 

7. Integrity – determined by impact if information was inadvertently or 

maliciously altered; 

8. Availability – determined by impact if information was not available to 

authorize users; 

9. Sources of information 

10. Results of analysis 

11. A risk assessment framework suitable for usage by company B for the 

purpose of conducting future risk assessment on its information assets.      

 Develop security policy – The primary objective of this project was to 

provide company B with a comprehensive security policy addressing 

company B current and future requirements of a secure computing 

environment. The security policy was more accurately described as a 

security policy framework comprised of a collection of specific security 

policies along with the processes required to implement and manage the 

policy.  

The process utilized to develop company B security framework was based on the 

security architecture and information gathered during the interview process to 

establish the policies that are appropriate for company B. The security policies 
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were based on the specific security principles important to company B. These 

policies were formalized and documented along with the supporting 

methodology for their ongoing management. 

The major items included: Reviewed existing security policy documents to 

ensure work effort was not repeated, interviewed corporate executives and senior 

management, modified security strategies, and prepared documents for policy 

change. The security policy was part of a policy framework and a collection of 

individual policy topics. 

A customized security policy document which prescribed management’s  

direction to guide company B in meeting its corporate security objectives 

according to its business needs. At a minimum, the final report included a 

definition of information security with a clear statement of management’s 

intention and an explanation of specific security requirements including: 

1. Compliance with legislative and contractual requirements; 

2. Security education, virus prevention and detection, and business 

continuity planning; 

3. A definition of general and specific roles and responsibilities for the 

various aspects of company B’s information security program; 

4. An explanation of the requirement and process for reporting suspected 

security incidents, and 

5. The process, including roles and responsibilities, for maintaining the 

policy document.    

 Develop security standard, architecture and management methods – This 

phase was to build desired security architecture for company B major 

business system and build their transition plan. The consultant company 
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used its security architecture model (based on ISO 7498-2) to develop it. 

Also a security standard was developed in this phase, ISO/IEC 17799 best 

practices were performed.  

The scope covered company B overview, and foresee future two years the 

company B security needs may face, like PDA, wireless…etc. 

The major items included: Based on referenced security model to decide current 

security architecture status, evaluated the difference between as-it-is and to-be 

security architecture, evaluated current security products and the need for future 

safer architecture, and developed security standard and management ways. 

The security architecture provided the framework of security infrastructure 

solutions. In addition to having the framework for the security architecture the 

standards for the configuration and hardening for the broader technology 

environment that comprised company B needed to be defined. Information 

resources must be protected in a manner consistent with these standards. 

Consultant had used the BS7799 and other industry compliance as guideline. The 

standards covered the following technology platforms and areas: Unix (Sun, HP 

Digital, AIX, Linux); and Windows 95/NT/2000/XP 

The architecture report showed the security framework necessary to protect the 

current IT environment supporting the selected applications. The report consisted 

of the following: 

1. Infrastructure requirements 

2. Current environment 

3. Threats and vulnerabilities 

4. Recommended countermeasures 

5. Technology framework overview  



 9

6. Technology principles 

7. Technology alternatives 

 Developed security process standard – Used consultant’s security lifecycle 

model to evaluate the operational process solution. By using the 

consultant’s security methodology the operational tasks were identified in 

line with the various lifecycle phases of security. Consultant had a template 

of each of the sub-tasks for each phase. For each sub-task the consultant and 

company B had identified the characteristics and structure of the various 

tasks and activities that enabled delivery. This provided company B with the 

organizational and processes requirements within which the security 

architecture could be managed and implemented.  

The major items included: Re-confirmed the system’s security process, decided 

the level of each security step, decided the technology needed for each process, 

and decided headcount needs for each process within each step.  

The delivery report of this phase consisted of the following for the selected and 

identified processes: 

1. Process framework overview 

2. Process principles 

3. Process owner 

4. Process flow diagram 

5. Process tasks 

 The risk assessment of information environment – The main object was to 

do a risk assessment to company B’s host/network/Internet. An Internet 

vulnerability assessment was performed to help company B reduce the risk 

of providing network services to it’s internal employees by performing a 
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range of reconnaissance tests commonly used by disgruntled employees or 

other malicious users. Consultant used a suite of scanning tools from 

publicly available sources and consultant’s proprietary repositories of 

research tools to conduct reconnaissance activities. The selection of best 

tools and scanning techniques for company B’s environment was the first 

step of this activity. As scanning was executed, results were continuously 

analyzed to that adjustments was made dynamically to increase their 

effectiveness in locating exposures in company B’s defenses. Midway 

through the assessment, company B was given an opportunity to make 

recommended configuration changes prior to consultant performing a final 

reconnaissance.  

The major items included: Selected the servers for test, reviewed network 

architecture, reviewed each server, reviewed portal and Enterprise Resources 

System, ERP, review the process flow of portal and ERP, analyzed the result and 

recommend the priority for improvement, suggested short-term and long-term 

solution proposal, and worked out final report. 

An Internet vulnerability assessment report was delivered containing the 

following sections: 

1. Report organization and overview 

2. Strengths and weaknesses of the tested components 

3. Analysis of the sniffing activity 

4. Tactical and strategic recommendations to address weaknesses 

5. Results of company B changes based on the interim recommendations 

 

4.2.1 Current Analysis 
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The company “B” needed the information security specialists’ assistance to build 

up the Intranet and Internet Security. 

 Identify the inherent security risk 

 Provide the control recommendations of intranet security risk for “B”  

global operation 

Information Security has a different balance between information transparency 

and controls. There are many considerations that may affect organization’s 

operation: Confidentiality, availability, integrity, accountability, effectiveness and 

efficiency. From risk management point of view, there are some general risks, 

like unavailability of services, improper use, inefficiency, invalid information, 

inflexibility and knowledge sharing versus control. There are also some security 

risks, like unauthorized access, unauthorized disclosure, unauthorized changes, 

impersonation, repudiation and use of unauthorized code.  

From risk control point of view, there are some golden rules to be considered: 

 Protect your information from both internal and external threats. All 

insiders are not trustworthy and all outsiders are not trustworthy. 

Untrustworthy insiders have a wider range of possible access 

available in the intranet compared to outsiders on the Internet.  

 Secure the services operating on your internal networks. Intranet 

services commonly consist of most of the Internet services and more 

which open the network to higher vulnerabilities and less effective 

security then intended. 

 Manage appropriate controls to make information available to the 

computer users intended. People on the intranet can act as if they are 
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someone else to gain access to confidential information. 

 Assign authorization accordingly. Internal computer users may have 

different access to view, modify, and/or post information on the 

intranet according to their business unit and product group. 

 Recognize and implement changes to your overall organizational 

information security model. The use of an intranet fundamentally 

changes the security model applied by “B”. It moves from a “deny 

all unless approved” to an “allow all unless prohibited” approach. 

 Find the right balance between levels of security and the openness 

of information and access to it. With too much security, retrieval of 

information becomes difficult, decreasing productivity and loosing 

the intended benefit.    

How can we control the above risks? Risk control has both IT and business 

process components:  

 Information security should reflect the business needs and structures: 

Security policy effort should be centrally coordinated with high-level 

executive support in all of “B”’s global group.  

 Determine the appropriate levels of materiality with risk analysis and 

classification of internal information: Analyze first what is important, then 

what needs to be secured, and therefore the level of security to be applied.  

 Eliminate inappropriate access to internal networks with the use of technical 

tools and management procedures. Ensure access to the internal network 

with entry via controlled access point.  

 Guard against unauthorized use and theft of resources.  

It is better to use a information security architecture to build the information 
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security, to analyze following items: 

 Information to be protected 

 Access by business units 

 Services and application protocols 

 Network architecture 

 Connections into the Internet 

 Remote access into your intranet 

 Monitoring mechanisms   

To implement information security, there are some step by step approaches: 

 Security strategy development: Develop security strategy to align “B”’s 

key business initiative and investment in security with its perceived 

business risks  

 Policy definition:  

 Technology profile: Inventory of assets (information assets); analyze the 

breadth of systems, networks, and applications. 

 Risk profile: Develop a structured information classification model; 

identify risk that impact “B”’s ability to protect the confidentiality, 

integrity, and availability of critical information assets 

 Technical risk architecture: Design functional security for the enterprise to 

secure business-critical information   

 Organizational specifications: Management and organizational issues 

associated with the implementation and maintenance of a global 

architecture.   

 Technical specifications: Address the technical processes and standards 

required to implement and maintain a secure architecture by providing 
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configuration consulting of systems. 

 Pre-implementation specification: Re-assurance the technical specification 

to meet the security architecture before go-live. 
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4.2.2 Immediate actions: The enterprise understood the importance of 

information security, so it formed a team to implement it. The immediate actions 

covered following items: 

IT and asset profiles 

Information security 3 properties: Confidentiality, Integrity and Availability 

(CIA) 

Firewall, De-Military Zone (DMZ): within 45 working days 

 Modified all servers in the DMZ, only opened the necessary ports for 

internal and external, like HTTP & FTP, within one week. 

 The testing servers in the DMZ were treated as on-production servers, only 

opened necessary ports. 

 Checked the requirement for remote access control on servers in DMZ. 

Installed remote access control software on needed base. Only from 

specified IP can manage DMZ servers through one-way, not vice versa.  

 For maintenance purpose, increased the DMZ data into “B”’s server 

management database.  

 Modified the application form for applying new server to be put into DMZ, 

specified the port needed and its reason for final approval. 

Mail policy: within 45 working days 

 Changed periodically Windows NT Domain Administrator and local 

Administrator’s password within one week. 

 Enabled end user 90-day e-mail password change policy. 

 E-mail’s roaming service only opened Port 80 & Port 3144 to prevent any 

intrusion. 

 Enable encryption to E-mail mailbox and database  
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Vulnerability scanning and hardening 

Intrusion Detection System (IDS): within 10 working days 

 Built up IDS mechanism, when there is any un-normal scan movement or 

mass-data transfer, send alarm to system administrator immediately.  

Computer Emergence Response Team (CERT) 

Security Operation Center (SOC): within 25 working days  

After the successful implementation of above immediate action items, the 

company took following mid-term action items: 

1. Security lifecycle process model  

2. Information Security Committee (ISC) 

 Background and introduction 

“B” had sensed the importance of security to information assets and developed 

many information security programs to protect it. To decide the enterprise 

information security strategy and manage these security programs, “B” built an 

information security organization structure to support and operate. Strong, visible 

senior management support is an absolute prerequisite for effective enterprise 

information security, but, management alone cannot achieve full protection. 

Information security is everyone’s responsibility.  

 Organization 

Information Security Committee (ISC): The ISC is primarily responsible for 

ensuring call critical business information security requirements and escalated 

issues are submitted to discuss and resolve. In addition, the ISC reviewed and 

approved major information security changes, issues, and provided feedback to 

impetus group on the effectiveness of the information security management 

process. This management forum ensures clear direction and visible management 
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support through reviewing and approving information security policy changes 

and exceptions, approving major initiatives to enhance protection. 

This committee is the highest organization and directly reporting to Chief 

Executive Officer, CEO. This committee charges of enterprise information 

security and decides the information security principle, policy and strategy, also 

monitors all critical and important security programs across the enterprise.   

Committee Mission: 

The ISC’s mission should covers: 

 Identify and approve the information security principle 

 Identify and approve the information security policy and strategy 

 Identify priority of business information security requirements 

 Review and solve escalated information security issues 

 Review, prioritize and approve the major information security programs 

 Sponsor, track and champion on the critical information security programs 

across the enterprise 

 Submit security tasks to the impetus group 

 Review and provide feedback on the effectiveness of the impetus group 

Committee People and Their Roles: 

The steering committee consists of representatives that come from key areas, 

such as R&D, manufacturing, human resources, back-office, audit and others as 

needed to address specific information security related issues. The committee 

consists of chairman, information security manager, information security impetus 

team and committee members.  

The Information Security Impetus Group (ISIG) is responsible for execution 

information security programs that decided at committee meeting. The major 
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members in this group come from IT security people who are skillful in different 

information security areas. ISIG team’s major tasks include:  

 Collect information security issue and requirements from different 

areas and submit to security committee to discuss 

 Design, implement and maintain information security program  

 Monitor, audit and manage information the information security 

incident. 

 Respond to, research, and report to information security incidents, 

including suspected or confirmed system intrusions and malicious 

logic incidents. Track incident histories and perform trend analysis. 

 Escalate the urgent alert to committee. 

 Establish and maintain internal information policies, standards and 

procedures that provide to protect company information assets, and 

ensure that security and risk management practices of employees are 

in alignment with company strategies and plans. This principle and 

policy will be submitted to ISC for decision. 

 Establish and maintain platform-specific security standards for IT 

infrastructure components (e.g. network, workstation, servers, etc.) 

 Maintain company information security policy to include updating 

the policy as company business objectives, security environment, and 

technology base evolve.  

 Ensure a consistent, enterprise-wide information security focus is 

maintained across organizational boundaries. 

 Ensure company information assets are assigned ownership and 

access controls are administered in accordance with company security 
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and risk management policies and procedures. 

 Review new technologies to assess their impacts on information 

security and their compliance with “B”s policies. 

 Direct security activities to ensure compliance with company security 

policy and procedures. 

 Establish and chair a team of departmental representatives created to 

assist and advocate secure operations. 

 Participate on all development planning activities to ensure a 

consistent information security focus is established early in any 

project. 

 Keep EISC appraised on any security issues along with the associated 

risks and remediation plans. 

 Provide training in security to all impetus group members. 

Operation: 

To ensure the success of the security management process, the ISC and 

ISIG must establish regular and ongoing informational and working 

sessions. The ISC has routine quarterly meeting for all committee 

members while ISIG has monthly meeting.  

3. Disaster Recovery Plan (DRP) and Business Continuity Planning (BCP) 

4. Information classification and change management 

5. Grow the knowledge base 

6. Distributed / centralized control  

 

4.3 Case Study Conclusion  

A process model for information security management was introduced that 
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allowed company “B” to implement and manage information security. The security 

lifecycle was to provide a basis for a self-improving information security framework. 

It describes the five inter-linked stages and their associated processes. The 

information security governance drives the five stages of the lifecycles.  

 Governance 

It’s the management framework to drive and control the implementation of 

information security in company B. It describes the roles, responsibilities and 

services to be provided by the information security organization. Information 

security governance served as a communication vehicle between the business 

and IT organizations. The information security governance is the base of a 

company-wide information security implementation and it must be aligned to 

company B’s business goal. 

To further increase the effectiveness of the information organization, the support 

of business area champions is becoming increasing important. Business area 

champions were executives who “preach the information security word”. They 

made it clear to the people in company B that security is a business responsibility 

shared by all members of company B, including the management team. 

It followed from this recommendation that the role of the information security 

organization would expand. Executives needed more than just a set of 

administrative rules. They needed convincing data to show the real business 

impact of information security threats. The information security organization was 

responsible to support with the collection of this data.  . 

 Plan 

The first stage in the lifecycle is planning. It deals with the ongoing process of 

identifying, measuring, monitoring, and managing potential risk exposure. The 
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process should encompass all significant operational, legal, and brand image risk 

areas. 

Information risk analysis process involves evaluating the value of information 

assets to an organization, understand the vulnerabilities of these assets, as well as 

identifying the threats against which the information asset must be protected. 

Risk analysis is not the static, since changes to a business process may introduce 

new vulnerabilities that allow a threat to bypass existing controls and affect the 

information asset allow threats to enter the system in an unforeseen way or 

introduce additional threats to assets by altering their value. 

 Design 

The design stage describes the way company B was expected to handle 

information security. This element involves all instructions necessary to organize 

and direct the operation of the information security process. It can be divided in 

two subsections, the first section addressing the policies, the second section 

addressing the security architecture. 

Information security policies:  

Information security policies could be seen as a set of rules that provided 

company B with instructions on how to handle information security from the 

business perspective. Normally, the document highest in the hierarchy is the 

information security principles, followed by specific policies, standards and 

processes.  

The information security policy reflected the commitment from executive 

management that information security was important to its business. To this 

extent, it must set a clear direction that provided management and employees 

across company B with a definition of information security and the rules that 
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must be followed for protecting the information on behalf of company B. 

The policy documents provided detailed rules about what can be done and what 

cannot in terms of security. 

Information security architecture: 

Information security architecture provided security principles that can be used to 

make technology and security functionality decision consistent with company 

B’s security policies and standards. The security architecture integrated policies, 

processes, standards and principles in the environment to achieve effective 

security.  

 Implementation 

The information security implementation stage includes the process for  

preparing and initializing the appropriate security elements to be released into 

the environment. To illustrate this concept better, an example is described below: 

Once the security governance has decided to update its security policies, the 

first stage of lifecycle, plan is triggered. It will provide input to the policies 

such as legal requirements, changes to the environment such as a new 

mergers, audit issues and so forth. The next phase, design will gather this 

input to develop the information security policies. However, policies are 

worthless until implementation in the organization. In order to implement 

the policies, an awareness campaign process is triggered to ensure policies 

are communicated effectively to the different audiences with company B. 

The awareness process is a continuously on-going process to communicate 

information security policies and their changes. 

 Run 

The run stage contains the processes that will be applying the security policies on 
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a day to day basis on the environment. 

Consistent processes for running security are key to its effectiveness. Lack of 

consistent processes introduces vulnerabilities and unknown risks, undermining 

the control of the environment.  

 Assess 

An organization’s understanding of the level of compliance to its security 

policies, processes, standards and architecture is critical to a sound understanding 

of the level of security present in company B. In order to achieve a desired level 

of security regular monitoring and correction of issues processes must be 

established. Internal and external audits processes were key to achieve this result.  

Audit processes and procedures were most effective when designed into each 

system during the development phase. When combined with a strong risk 

management program, a comprehensive, ongoing audits program allowed 

company B to protect its interest as well as those of its customers and other 

parties. In developing audit programs, company B considered the full scope of 

each application to protect financial and informational assets, promote system 

reliability, and increase user confidence.      
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The Information Security Cycle 

Build
Information 

security new
applications

Transform
Core business

processes

Leverage
knowledge and
information

Run
a scalable, available, 
secure environment

 

The information security is a way of never-ending process. It is very complicated 

task to involve “people”, like corporate executives, information security core team, all 

employees and contractors in H/Qs and overseas branches, customers and suppliers, 

government, schools, public ordinary people and outsiders on the Internet (Hackers, 

crackers…); to involve “process” like business process flow, IT process, business 
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conduct guideline, e-Business process with customers/suppliers; to involve 

“technology” like hardware, software, network, Internet, firewall, security tools, 

cryptography, and vendors.  

In the face of the complicated environment, vulnerabilities and incidents we face 

everyday, a robust defense requires a flexible strategy that allows adaptation to the 

changing environment, well defined policies and procedures, the use of robust tools, 

and constant vigilance. It is helpful to begin a security improvement program by 

determining the current state of security at the site. Methods for making this 

determination in a reliable way are becoming available. Integral to a security program 

are documented policies and procedures, and technology that supports their 

implementation. 

The case study had a core team with a mission to build up a secure, global and 

reliable information security environment. The scope covered following dimensions 

 Its H/Qs, plants, overseas branches worldwide; 

 Both Internet and intranet; 

 On different platform like Windows 95/NT/2000/XP, Sun Microsystems 

Solaris, HP Unix, IBM AIX, Linux; 

 IT infrastructure: Network, host, telecommunication, e-mail system and 

document system; 

 Business process and system: Enterprise Resources Planning (ERP), 

external and internal portal.  

In the short-term and long-term plan, there were many different departments 

were involved, for example: Enter/Exit management and conference room 

management with Human Resources Department, computer audit and e-mail audit 

with Audit Department, sensitive and confidential data management with Technical 
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Document Control Department, confidential information classification and 

management with Technology Department, system authority and e-mail ID 

management with IT Department, risk management with Safety Department, 

insurance planning with Finance Department, legal and privacy with Legal 

Department, business information classification and management with Sales and 

Marketing Department, and accounting information classification and management 

with Accounting Department. 

Company B had achieved its goal for short-term and long-term phases successfully 

with the teamwork form information security core team, consultant and tools 

companies, with the support from executives and employees. Other than the success, 

it had achieved the goal within timeframe and budgets.    

  

4.4 Provide Suggestions to Information Security Solution 

As said above, the case study was a success so it was chosen to be studied. But, 

there is no perfect solution or implementation nor free-lunch. There are a few findings 

and suggestions to company B and other companies which are thinking of how to 

implement similar information security solutions:  

 Purchasing security devices is easy, knowing how and what to protect and 

what controls to put in place is a bit more difficult. Today’s network 

incorporates all sorts of wonderful but unsettling services. Voice data travels 

over the enterprise network. Files are shared. Corporate networks now 

include travelers and customers. So the mindset of executives or IT and 

information security experts should remind themselves that every new 

network service represents possibilities for increased sales or services, but, 

today’s network and environment is not your fathers network and 
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environment.  

 To meet the challenges of computer and network security, it is crucial to 

adopt ground rules in advance. Once they are in hand, the rest is easy.  

1. Security and complexity are often inversely proportional. Every step taken – 

whether it’s vulnerability and risk assessment, security policy and procedure 

development, deployment of mechanisms or user education – should be as 

straightforward and simple as possible. The major cryptic the instructions 

and procedures, the more room for misunderstanding and misapplication. 

2. Security and usability are often inversely proportional. There is no such 

thing as “complete security” in a usable system. Consequently, it’s 

important to concentrate on reducing risk, but not waste resources trying to 

eliminate it completely. Such a pragmatic mind-set provides a fighting 

chance to achieve fairly good security while still allowing productivity. 

3. Good security now is better than perfect security never. This is a corollary 

of the previous axiom, since perfect security does not exist in a usable 

system. Even if it were possible, a usable system is a moving target. Threats 

change, technologies change and business needs change. The job is never 

done. This knowledge should actually free you to shoot for “good enough”. 

Come up with 10 things to do, but only get to four of them now, and you are 

probably in a better position than if you wait until it’s possible to do all 10. 

The key is to prioritize correctly. 

4. A false sense of security is worse than a true sense of insecurity. Knowing 

where your organization is still insecure provides you with the framework 

for moving ahead. It is critical to know where you have left gaps, what 

documents and procedures are not quite right and what mechanisms need 
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replacing. A false sense of security posture. It leads to false complacency, 

which can give rise to disaster, often accompanied by the lament, “I thought 

we had that covered.” It is better to know where you are weak and avoid 

unquantifiable risks. 

5. Your security is only as strong as your weakest link. Therefore, be thorough 

in examinations and evaluations. For examples, if there is a reason to 

employ Virtual Private Networks, VPNs, to keep connection from and 

remote access to headquarters, it may be necessary to protect the data while 

it resides on the notebook PCs of your mobile workforce. It may mean 

moving modems from desktop PCs, requiring all traffic to flow through the 

firewall. 

6. It is best to concentrate on known, probable threats. There are imagined 

threats, real threats and probable threats. And there are known and unknown 

threats. We are most interested in real and probable threats, while we 

continue to expand the set of known threats. 

7. Security is an investment, not an expense. The challenge is to get this point 

across to upper management. Investing in computer and network security 

measures that meet changing business requirements and risks makes it 

possible to satisfy changing business requirements without hurting the 

business viability. Properly secured servers let corporate information be 

shared with salespeople in the field and with business partners. Improperly 

configured systems lead to data loss or worse. 

 To implement information security, it is better to involve outside consultant 

company if there is no internal security expert, no matter for the 

“education” to upper management through independent and neutral third 
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party’s point of view, or for the cross organizational boundaries, or for 

external ethical hacking purposes.  

 The information security is not an IT or security related matter. It involves 

the whole company. It is better to take the opportunity to transform core 

business process, build information security new applications, run a scalable, 

available and secure environment and leverage knowledge and information 

while implementing short-term and long-term security solution. 

 


