
CHAPTER 1 

INTRODUCTION - Motivation 

 

Information security has traditionally been part of IT or sometimes the corporate 

auditing or finance department. Where it should reside, and who should manage it, is 

a source of much discussion. Some people believe that security needs a higher profile 

than it can have as part of IT. Others are concerned that it’s a conflict of interest for 

the CIO to be in charge of something that often hinders speed or ease of use. But 

everyone agrees that the CIO has a crucial role to play. That’s because effective CIOs 

understand how a company’s computer system are set up and operate, and they also 

understand the role and limitations of technology in solving any problem – including 

security.  

But security is a big job, so a growing number of companies are handing over 

primary responsibility to a high-profile Chief Security Officer (CSO) or Chief 

Information Security Officer (CISO). Many experts advocate for CSOs, who are often 

responsible for both physical and information security and report directly to the CEO. 

Others recommend CISOs, who may or may not report to the CIO and should work 

closely with whoever is in charge of physical security.  

In the end, it’s less important where the security officer reports and more 

important that there is someone in charge of security who has the ear of the CEO. The 

security officer needs to be in close contact with IT, physical security, audit, HR and 

legal counsel. And here’s a funny twist: part of his/her job is convincing employees 

that security is everyone’s job. There is an old saying that security is only as strong as 
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its weakest link – and the stereotypical weak link is a new employee whose password 

is written on a Post-it note stuck on his monitor.  

Information security is always one of the top 3 to-do list for CIOs. A survey 

hosted by Microsoft chief security strategist, Andre L. Mintz, and Taiwanese CSOs on 

December 12, 2006 has prioritized the top 10 agenda in the next two to five years:  

1. In the co-competition business environment, how to effectively protect 

and ensure the safety of trade secret?   

2. Endpoint device has become a normal security concern, how to 

effectively manage it among convenience, productivity and the potential 

information leakage? 

3. How to maintain information integration? 

4. How to quantity the investment of information security? 

5. How to get the balance between security and convenience by using new 

technology? 

6. How to do single sing-on effectively? 

7. How to make sure data privacy is protected to follow legal requirements? 

8. How to maintain system reliability to provide non-stop service? How to 

manage physical security? 

9. How to manage access-control and how to monitor the administrator who 

has authority? 

10. How to manage information lifecycle?  

To implement a secure, global and reliable network and information environment 

is very critical to any Taiwanese high technology company. Ensure a consistent, 

enterprise-wide information security focus is maintained across organization 

boundaries. Although there’s no way to guarantee that your company won’t get 
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hit, here are 10 best practices to get you started.  

1. Identify your risks. Determine what your company’s most critical 

information assets are, and spend your time and energy protecting what’s 

most important.  

2. Get the CEO involved. Good security has to start from the top, with 

executives who help create a corporate culture that values security.   

3. Put person in charge. Security is a complex job, so make sure someone is in 

charge of coordinating security efforts. 

4. Develop and implement security principles and policy. Establish guidelines 

for how your company handles and protects its data – from who makes sure 

software patches are installed to how employees access their e-mail on the 

road, to how often passwords should be changed.   

5. Educate employees and raise awareness. Make security awareness an 

ongoing project. Employees need to understand why their role is so critical. 

6. Have a security audit done. Hire an independent third party to evaluate your 

security posture, and then use the recommendations, made by the auditor. 

7. Incorporate physical security into the plan. The best security technology in 

the world won’t do any good if a well-meaning employee lets the wrong 

person into the server room. 

8. Remember internal threats. Most attempted hacks come from the outside, but 

most successful ones that with people who have inside knowledge. First and 

foremost, have a process in place to delete users accounts when employees 

quit or are let go.  

9. Stay tuned in. Make sure someone keeps track of new development in 

information security, including new vulnerabilities and attacks.  



 4

10. Prepare for the worst. Create an incident response plan to help you save time 

in the event of a security problem. This will lay out who needs to be involved, 

what their jobs are, and how you’ll minimize the damage.   

No doubt about it, security staffers are hard to find. There’s very little expertise 

out there, and there are plenty of posers. Some experts put the ratio at about one 

real expert for every 10 claiming expertise. And paying talent is even harder than 

finding it. For some companies, especially ones with crucial and extensive 

information assets, finding and keeping that talent is worth the headache and cost. 

But other companies are turning to managed security services, which take over 

such day-today jobs as installing patches and monitoring for intruders.  

These vendors fall into two camps: boutique services that focus exclusively on 

security, and large, general services companies that offer security as part of a package. 

The boutiques have attracted mush of the expertise because top IT security experts – 

often from the military and government agencies such as CIA – left public service in 

droves a few years ago to start their own companies, and venture capitalists and loyal 

peers followed. But that led to a glut: There were (and still are) too many such 

vendors, and there have been high-profile collapses in which customers suddenly 

found themselves without any security. Larger, general services companies may offer 

more stability and better prices, but CIOs complain that they sometimes lack the 

expertise and service of a security-only company.  

If you do choose to enlist the services of one of these companies, know that 

outsourcing security involves more than just writing a check every month. Security 

needs to be tightly tied to the business, and there needs to be someone in-house to 

manage it. Treating it as any less is playing Russian roulette with the entire enterprise. 

When it comes to protecting your company from downtime associated with 



 5

security breaches, antivirus software is usually the first step. This software watches 

for viruses, worm, Trojans and other malicious code that can destroy data and 

applications and spread rapidly from machine to machine. The software works by 

looking for suspicious behavior and known malicious code. Because new viruses are 

discovered every day, however, IT staffs need to be vigilant about making sure users 

have installed the most up-to-date versions of the software. 

Although firewalls are overrated, they are still crucial when it comes to 

preventing security problems. A firewall is a method of guarding a private network by 

analyzing the data leaving and entering. Firewalls can also provide network address 

translation, so that the IP addresses of computers inside the firewall stay hidden from 

view. Packet-filtering firewalls use rules based on a packet’s source, destination, port 

or other basic information to determine whether or not to shown on films, or spoken 

in allow it into the network. More advanced, stateful packet filtering firewalls have 

access to more information from which to make their decisions. Proxy firewalls, 

which look at content and can involve authentication and encryption, can be more 

flexible and secure, but also tend to be slower.  

Recognizing the fact that firewalls are imperfect, a lot of companies are investing 

in Intrusion Detection Systems (IDSs), IDS software watches for unauthorized 

activity on a computer system by identifying, reporting and perhaps responding the 

suspicious activity, much like a home burglar alarm goes off when someone breaks a 

window. IDSs are often broken into two categories: network-based, which analyze 

packets passing through the network; and host-based, which monitor log files and data 

on individual computers. 

Hour for hour, though, most security managers focus on the software and 

hardware across the enterprise, looking for mis-configurations and holes that could be 
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exploited by hackers. This involves keeping track of the latest vulnerabilities, 

installing patches to fix these vulnerabilities – and making sure those patches don’t 

cause new problems. This crucial process, sometimes called patch management, is a 

time-consuming headache. There are services that send out seemingly endless parade 

of warning about new vulnerabilities that affect certain kinds of hardware and 

software.  

To help security administrators focus their efforts, the SANS institute and the 

National Infrastructure Protection Center maintain a list of the 20 most critical 

security vulnerabilities to guard against. Number one is the operating systems and 

applications that are installed to the defaulting settings, which provide an easy path 

for hackers. Other common vulnerabilities are accounts with no passwords or 

inadequate ones and large numbers of open ports.     

Different industries have to meet different legal requirements for protecting data. 

For instance, the Gramm-Leach-Bliley Act sets rules for the financial services 

industry, and the Health Insurance Portability and Accountability Act monitors for 

health-care companies. In addition, companies that do business overseas may have to 

follow rules established in other countries, such as the European Union’s strict 

guidelines. Companies that don’t meet those complex requirements will face penalties 

or lawsuits.      

Of increasing concern, however, is whether companies can be held liable for 

having inadequate security. Experts fear personal injury lawsuits filed by customers 

whose personal information has been disclosed, corporate lawsuits based on damage 

caused by security breaches at business partners, and class-action lawsuits filed on 

behalf of irate stockholders. These kind of cases are only beginning to surface, but 

there are several ways to protect your company. 
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First, set rules for how the company protects and handles its data, and then 

communicate those rules to employees. Write security requirements into contracts 

with vendors and – the reverse – be sure not to make promises you cannot keep. 

Finally, have a security audit done. This is a process in which an independent 

company, often a corporate audit firm or a cyber-insurance company, tests a 

company’s security measures – from physical weaknesses to the configuration of 

firewalls, to how vigilant employees are about protecting information assets, to 

whether system administrators would be able to identify an attack – and then makes 

recommendations as to how the security can be improved.  


