
CHAPTER 1 

INTRODUCTION - Objectives 

 

ASAP stands for As Safe As Possible when it comes to IT security; there is no 

100 percent guaranteed safety. But there is a combination of process and technology 

implementations that will mitigate the risk of information security breaches.   

For years, the Return On Security Investment (ROSI) hasn’t been calculated as 

much as it has been postulated. A positive ROSI was “nothing happened.” That fares 

poorly in budget review. The CFO wants a cost-benefit analysis, which is a problem 

because with security, it’s an apples and oranges comparison. How so? With security, 

costs are in dollars; benefits are not. The benefits of investing in security have always 

been characterized as mushy concepts that live far from the bottom line. 

The good news is that new research is coming. It demonstrates that the earlier 

you build security into the software engineering process, the less security costs – just 

as it costs less to build an alarm system into the plans for a bank than it does to install 

the alarm system once the bank is built. 

Lacking a special ROI, the most you can do to justify spending is point out 

problems that others have had. Start a file of newspaper clips about companies that 

have had embarrassing security breaches. There are a few studies on the cost and 

frequency of security breaches, but use them as best you can. The most often-cited 

surveys are a joint survey done each year by the FBI and CSI (www.gocsi.com) and 

another from Computer Economics (www.computereconomics.com) that’s focused on 

malicious code. These studies aren’t scientific by any means, but they’re a start.  
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No one or no company would like to report, to release or share its weakness to 

the public. Should I report security breaches to law enforcement? The answer is YES. 

In the past few years, law enforcement has gotten much more savvy about dealing 

cyber-crime. The perception that agents come in, mark off the area with yellow tape 

and then disappear with all your computers is simply not true. As organized crime 

becomes more computer savvy – and now, with pervasive fears of terrorism – it’s 

important not to let computer crime go unchecked. Law enforcement officials can 

look for patterns, collect evidence and sometimes put hackers behind bars, and this 

doesn’t necessarily mean having your company’s name dragged through the mud. 

Consider contacting law enforcement officials prior to a specific incident. That way, if 

and when time comes, you‘ll be better equipped to make the decision. Both the FBI 

and Secret Service have divisions specifically focused on cyber-crime.  

Information security task is difficult, no one seems get it right. You might keep 

out hundreds or even thousands of would-be crooks, but all it takes is one slip-up to 

wreak havoc. When it comes to information security, there are few standards and little 

expertise, and no one wants to talk about how to do it right for fear of painting a bull’s 

eye on their organization. What’s worse, hackers are all too willing to share news of 

security vulnerabilities and exploits, which means they learn from each other. 

The best way to fight back is to get your company talking about security. That’s 

easier said than done, of course. It means acknowledging that something could go 

wrong, and that’s a painful process. People from throughout the organization need to 

spend precious time thinking about something that won’t make any money – just save 

it. And there usually seem to be more pressing concerns trying to figure out someone 

could hurt your company. But as the number of attempted hacks continues to rise, it’s 

time for companies to stop being afraid of security breaches and start doing something 
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about it.  
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According to the CSI/FBI survey in 2004, 
there are 55%, 25% and 28% enterprises respectively, which use the ROI, NPV 
and IRR to calculate the investment rationality.

        


