
CHAPTER 2 State of Art - Literature Review 

 

2.1 Industry standard view: 

2.1.1 International Standard Organization (ISO) / International 

Electromechanical Commission (IEC) 17799: Defines the best practice for 

Information Security Management System (ISMS). It consists of 10 major areas 

containing 36 groups of 141 individual management controls. Without formal ISMS, 

information security will not be reached. Information security is a management 

process, not a technological process. ISMS should be considered the system to 

support the management process. 

The ten major management areas are: 

Information security policy    

Security organization  

Asset classification and control 

Personal security 

Physical environment and security 

Computer and network management 

System access control 

Systems development and maintenance 

Business continuity planning 

Compliance    

2.1.1.1 Information security policy: In an organization, it needs to have well 

defined security policy in place. The security policy determines corporate directives 
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with regard to information security goals and objectives. It provides security guidance 

to management, end users, application developers and others by defining the security 

parameters within which all must operate.  

In order for management to demonstrate their commitment, the following should 

be in place with information security policy: 

1. The information security policy is distributed to all employees initially and 

to new employees when hired. It must be distributed again whenever it is 

updated.  

2. A security process is incorporated into the contract approval process for 

contractors or consultants. Awareness program in place that will inform 

employees of their roles and responsibilities in protecting company data 

assets. 

The lack of well-defined security policy could result in financial loss, litigation, 

or embarrassment to the organization or its customer base. On an individual level, the 

lack of a well defined security policy and supporting program may result in the 

organization’s inability to identify, and take disciplinary action against, an individual 

or group of individuals who violate security policies or commit a crime. The 

awareness program should inform system users of their roles and responsibilities for 

information security based on the corporate information security policy. It is 

important to have the policy easily available to all system users and the system users 

should be required to sign that they have read the policies and agree to them. This 

could be “electronically sign” as well as signing an approved document. 

 

2.1.1.2 Security Organization: the purpose of information security is to protect 

information against accidental or malicious disclosure, modification, or destruction. 



 3

Information should be protected based on its value, confidentiality, and/or sensitivity, 

and the risk of loss or compromise. Information security management is responsible 

for ensuring that appropriate controls are in place to maintain the confidentiality, 

integrity, and availability of information assets. Management should ensure that the 

roles and responsibilities for the protection of individual assets are defined explicitly. 

In the organization, the following administration roles must be in place to 

maintain the security controls:  

System administrators  

Network administrators  

Database administrators            

Their responsibilities must include ensuring that appropriate mechanisms are 

implemented across their respective systems to implement security controls, identify 

security incidents and assists security manager in investigation. 

Defining roles and responsibilities is just as important for all systems in an 

organization. The roles and responsibilities of each system must be defined clearly 

and appropriate access control must be implemented. 

The following roles should be assigned by the special authority. Special authority 

specifies the special actions a user can perform on system resources and tasks. 

To perform some system functions, such as setting up new users or backing up 

the system, you need special privileges such as root authority. 

Operator – Coordinates with end users to resolve workstation status, job 

status, and printing problems. Also performs save/restore operations. 

Schedules batch job. The Operator has “root” authority. 

Communication Administrator – Creates and maintains all device 

configurations and network configurations. The Communication 
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Administrator has “root” authority. 

Programmer/Analyst – Designs applications and edits, compiles, tests, and 

debugs programs. Authority to access the data and programs to 

compete the job(s) only. 

System Administrator – Creates and maintains all user ID’s, including 

putting in place the required authorizations and system programs. The 

System Administrator has “root” authority. 

Auditor – Performs status auditing ensuring security implementation, 

processes, privileges, and configurations exits as planned and 

documented. Also performs event auditing for security related events. 

The Auditor has no special authority.     

System Administrator should be further separated into two types in systems, i.e. 

system security administration and user ID administration. 

 

The responsibility of the System Security Administrator includes: 

Authorizing and individual use of special authorities (e.g. Auditing another 

member to the privileged groups) 

Performing system-wide security activities with regard to configuration, controls 

and auditing. 

Providing assistance to security manager in security incidents. 

The responsibility of the User id administrator may include some or all the 

activities listed below: 

Activities performed on local user ids (creates/changes/deletes) 

Activities performed on file permission 

Implementing access control on system services or general access. 
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An individual assigned with user id administration does not necessarily require 

technical knowledge of overall system security. This individual may primarily 

perform user id administration.  

 

It is important that the above are offered as a means to understand the different 

roles and their associated responsibilities. Company may choose to implement 

alternative roles to accomplish the same activities. 

Due to the size of the organization, the same individual is likely to perform 

multiple roles. This is particularly true in the case of security administration and user 

id administration. However, it is important that separate user ids should be used when 

performing system functions to prevent performing unintended operations while 

doing normal work.  

2.1.1.3 Asset classification and control: It is important to have an information 

classification policy and process in place. Clarifying information assets based on 

business value, risks, or other criteria, e.g. legal requirements. Protection mechanisms, 

recovery processes and other security controls should be different because 

information has different value and risks associated with them.    

In a system, it is important to classify its resources for the purpose of assigning 

resource level security. Depending on the system, different mechanism can be used. In 

a UNIX based system, owner and group file permission can be used to identify asset 

classification. If the system supports access control list, it should be considered as 

well. There are three main categories to classify system resources, they are: 

Operating system resources: They are files and/or directories that are part 

of the operating program and other licensed program products. These 

objects are related to system services or functions and must be 
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controlled. These directories should be owned by privileged user ids. 

Control must be implemented at the directory level at the minimal for 

the access of these resources. The default authority to these 

directories and the files in these directories for UNIX based system 

should not be changed. These directories are generally owned by root 

or bin with group permission of system or bin.   

Application resources: Application resources are any programs or 

directories provided by software vendors or developed in-house that 

are used by organization to enhance operations of the systems or used 

to support business activities. These files should be accessed only by 

people who require it. There should be a coarse grain control to these 

files to ensure integrity of these files, and only authorized privileged 

users can change or delete these files. 

User resources: User objects include objects that are owned by individuals 

or a group of individuals. 

2.1.1.4 Personnel Security: Personnel security is aim to reduce the risks of 

human error, theft, fraud or misuse of facilities. Security should be addressed at the 

requirement stage, included in job descriptions and contracts, and monitored during 

an individual’s employment. As stated in company’s Corporate Information Security 

Policy security roles and responsibilities should be included in job descriptions where 

appropriate. 

It is important that an education program is in place for new users and it should 

teach them on how to: 

Sign-on to the system 

Change and protect passwords 
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Protect their workstations 

Access information 

Protect spooled files and printed materials 

Report suspected violations of security policies and standards 

In addition, for the security of organization’s systems, activities that security 

management must conduct include: 

Create a manager’s checklist for security processes used at termination or 

transfer from the area. 

Create personnel guides that contain security process descriptions for hiring, 

transfers and terminations. 

Create a security incident response process and make sure it is documented in the 

security policy and in the manager’s guide for security. 

Create Internet security documents that are given to users when they get Internet 

access. 

Create a contract approval process that requires consultants and contractors to 

sign a non-disclosure statement. 

Incident response: organization should make all employees and contractors, 

including system administrators and users, are aware of the steps to take when 

any security incident occurs. A security incident reporting process should be 

established, together with an incident response process, setting out the action to 

be taken on handlings incidents. 

Security awareness: Employees must be made aware of the expectation of 

professional demeanor required while using IT resources; compliance with 

personnel policies and network etiquette must be addressed. 

System support and security administration personnel should receive on-going 
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training in the management of the systems. A security education and training 

program should also be developed for non-system users. It provides information 

on: 

User ID – explain to users that the user ID is unique and identifies each user and 

their characteristics to the system. 

Protecting passwords – instruct users to follow these rules: 

Keep your password private. Every system user has a password: no one else 

should need to know yours. 

Keep your password in your head, not on a slip of paper near your workstation. 

Use a password that is not trivial or easy to guess. 

Check behind you. Do not sign on the system when someone is looking over 

your shoulder. 

Situate your keyboard so that it is difficult for someone to watch you type your 

password. 

Changing passwords – Describe the password rules stated in the corporate 

information security policy. Give examples of good and bad passwords and make 

a suggestion for choosing good passwords. 

Signing on the system – provide information about the sign-on process and 

restrictions. 

Leaving a workstation – instruct users not to leave workstation unattended 

without signing off. 

Security auditing – inform users that the system is set up to perform periodic 

auditing of actions and the following actions that might affect system security 

may be recorded: 

Changing a user ID 
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Attempting to sign on 

Using a particular file 

Accessing information – inform users that their ability to access information on 

the system is determined by their authority based on job responsibilities. Make 

sure users know to contact a security advocate if they discover that they do not 

have sufficient authority to perform necessary tasks. 

Printing information – instruct users that they are responsible for printed material 

as well as on-line data and what when they print confidential information, to 

ensure that they send it to a secure printer. 

2.1.1.5 Physical and environment security: Securing a critical system unit 

requires applying security on the system itself (i.e. hardening, BIOS etc.) and its 

environment, this is especially important for mission critical system unit. This 

section will highlight some of the physical protection that can be applied to 

protect the system unit from security threats and environmental hazards. These 

include unauthorized access, damage and interference to the system. 

The system should be provided with proper electrical power. An Uninterruptible 

Power Supply (UPS) should be provided where the availability of the 

system is deemed critical. 

The system unit and the system console should be in a place not easily accessible 

to outsiders that can be observed by responsible management. 

The system should be placed in a location that complies with the ambient 

temperature, humidity, airflow, space and other environmental 

characteristics for the system. 

The key-lock switch setting on each system processor should be in the secure 

position. The key should be removed and kept separately under tight 



 10

physical security. 

There should be an inventory of all computer-related equipment that includes 

where the equipment is located. 

Backup media should be protected from damage and theft. A copy of the backup 

media should be regularly taken off-site to a secure location. Listings of the 

system software, hardware configuration and main application libraries 

should also be stored at an off-site location. 

Printers that may be used to print confidential reports should not be located in 

public locations. 

The “root” or “administrator” user ID and password should have been changed 

immediately after the system was installed and should be changed 

immediately after use by service personnel. 

2.1.1.6 Computer and network management: The aim of computer and network 

management is to ensure the correct and secure operation of computer and 

network facilities. The way it is managed will directly impact security. It is 

important to develop documentations on system configuration and keep it up to 

date with administration areas. As stated in the corporate information security 

policy, backup and recovery plans must be developed and maintained. In 

addition, security administrators’ responsibilities must be clearly defined and 

assigned such that it will not impose a conflict of interest between security and 

service. 

Security administration functions must include: 

Documented processes for establishing ownership/approval rights, issuing IDs 

and granting access 

Processes for removing IDs upon termination of employment, change in job 
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function, end of contract, and lack of use. 

Processes for reviewing and reacting to security violation and audit trail reports 

Remote access to network control systems including routers, bridges, domain 

controllers, front-end processors, etc. For purposes of maintenance and problem 

resolution must be performed through organization approved and administered 

accesses paths. 

2.1.1.6.1 Patching the operating system 

Security administrators should ensure that the latest security fixes are tested and 

applied to all systems. The latest security fixes should only be obtained from the 

vendor’s official website. An operating system with outdated patches may be a 

relatively easy target for an attacker. The attacker may try to escalate their level 

of privileges or compromise the host using known vulnerabilities. 

The defense against this type of attack is to keep the operating system up to date 

as well as monitoring alerts issued by software vendors. There are many websites 

providing information on the latest vulnerabilities, these include: 

http://www.securityfocus.com

http://www.securityportal.com

Organization should check these types of sites regularly and check whether any 

system is vulnerable to the vulnerabilities they issued. If it is determined that 

organization is vulnerable, organization must apply the patch to the appropriate 

systems as soon as possible. Operating systems that are no longer supported will 

not have security fixes produced when vulnerabilities are detected.  

2.1.1.6.2 Operating system integrity 

It is important to protect the operating system from being modified by 

applications and applications modifying other applications. Operating system 

http://www.securityfocus.com/
http://www.securityportal.com/
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must have control mechanisms in place to prevent users or application programs 

from using operating system functionality without exercising security and 

operating system controls. 

Use of special privileges that can compromise operating system and security 

controls or that can impact the availability and reliability of the environment, 

must be managed. 

Functions and risks associated with privileges must be documented. 

Assignment of special privileges must be approved based on job function by an 

appropriate level of management 

It is important that on system boot and also weekly, a system scan is performed 

on a set of critical system files and programs to ensure there has been no 

modification to these files. 

Software used as an extension of the operating system must be reviewed to 

ensure that it does not behave in a manner that compromise the operating system 

integrity. 

A copy of the system configuration file should be stored offline in a secure 

location and should be periodically compared with the file online for consistency 

every 6 months. The system configuration files should be updated following 

installation of any new software or program fixes. 

2.1.1.6.3 Configuration issues 

The security administrator should create and delete users and modify their 

characteristics for access and resource usage based on their approved privilege. 

System usage, network usage and performance should be monitored for general 

trends and unusual behavior. In addition, appropriate actions should be taken for 

any security events. There must be boundary services in front of system that 
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contains sensitive data; this could be firewall or screening router. 

It is important to remember that a host is considered secure at one point in time 

may become unsecured in the future simply by 

Starting/Applying a service 

Adding new files or applications 

MIS-configuring services that were previously configured properly. 

2.1.1.6.4 Hardening standards 

This ensures the organization’s system will not run network services that are not 

necessary and open up potential vulnerabilities. In general, this situation often 

occurs when a host is installed with an operating system “out of the box” and 

hardening is not performed. It is common to have a security configuration 

checklist for each type of operating system outlining the configuration steps that 

must be taken on the initial installation of the operating system. 

2.1.1.6.5 Log files and audit records 

The objective of security monitoring is to avoid breaches of any system, criminal, 

or civil obligations and ensure compliance with corporate information security 

policy. The security should be regularly reviewed. System auditing should be 

enabled and the following logs should be reviewed weekly for any abnormal 

activities: 

Error log 

System log 

Audit log 

2.1.1.7 System Access Control 

In a system environment, there are several items need to be addressed with 

respect to access control. The key items are: 
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 Restriction of root or administrator access 

 Enforcement of password controls 

 Disabling “critical” accounts 

It is important to define security standards for all computing platforms, and 

require appropriate sign on and logging processes be implemented. Corporate 

information security policy states that every system user must have a unique user 

ID and password. 

“Without individual accountability, there can be no security” – if individual 

accountability is not practiced within the organization or its users, then 

information security is not enforced. It is essential that everyone accessing 

electronic information do so with a unique ID and password. This, coupled with 

audit trails, provides the means to establish a good security program. 

Security administrator should 

 Periodically review access control lists for all personnel with access to 

information for validity 

 Passwords for all system users should be changed periodically 

 Password should be of sufficient length and structure to make them 

difficult to compromise, as stated in the corporate information security 

policy. 

 There are no generic or shared IDs being used, they should be removed. 

2.1.1.7.1 Identification and authentication 

There must be effective, secure logon process for access to IT services. 

Authentication mechanisms must keep track of information like “who, when 

and why” every time users attempt to log on. It must also disable a user ID after 

detection of repeated unsuccessful access attempts. In addition, the 
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authentication mechanism must encrypt passwords in storage and must not 

display them on any entry screen. 

Remote access to organization’s network must be through organization 

approved and controlled access point that strictly enforces password rules and 

strong authentication method. The identification and authentication of the 

remote access user must be satisfied before completing the user’s dial 

connection to the organization network resources. 

The following should apply to the user ID in the organization environment: 

 Identification of users must be preserved. 

 Users must be identified by name. 

 Shared or group identification is not allowed. 

 Default IDs must be deleted, disabled or assigned a non-trivial password to 

prevent unauthorized access. 

Corporate Information Security Policy defines that there should be a User 

Access Administration Process for controlling access to all systems. The 

process should minimally include:   

 Check that the user has approval and authorization from the system owner 

 Provide users with a written statement of their access rights 

 Check that the level of access granted to the user is appropriate for the 

business purpose 

 Require users to sign a statement indicating that they understand the 

conditions of access 

 Maintain a formal record of all persons registered to use each application 

system or system service 

 Immediately remove the access rights of users who have changed jobs or 
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left the company 

 Periodically check for, and remove, redundant or inactive user IDs 

2.1.1.7.2 Passwords 

The Corporate Information Security Policy defines the standard control for 

passwords. Security administrator should apply additional security to password, 

such as:  

 Initial passwords assigned by an administrator should not be trivial and 

should be set to expire on first use. In addition, these passwords should 

expire after a minimal period of time if not changed. 

 Security Administrator should run a dictionary crack against password 

files in order to detect weak passwords periodically. They should notify the 

users to change them. It is important to ensure the crack binaries and 

output is not assessable to anyone other than the security administrators. 

 The name of a file should be provided that can be run to check the 

password choice for acceptability 

 Disable password reuse for special accounts across machines 

 Disallow user IDs with no password 

 Remove inactive accounts 

 Passwords should not be equal to the user ID 

 Alerts must be generated when three consecutive failed attempts occurs 

 Do not give everybody the same “default” password 

 The maximum number of repeated characters allowed in the new password 

should be three 

 The minimum number of characters must be different from those in the 

previous password should be three 
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 The number of days of warning to give before expiring a password should 

be 14 

 Individual departments may set stronger requirements if they choose to  

2.1.1.7.3 Physical Access 

Systems, network components, peripheral devices and media supporting 

organization’s critical or confidential business information must be housed in 

secure areas with access limited to authorized personnel. 

2.1.1.7.4 Data Access 

 Systems must limit access to authorized users. Access must be granted to 

users by job function 

 Data must be classified by Information Classification Process  

 Selective logging based on the criticality of data must be provided 

2.1.1.7.5 Work Station / Server Access 

Workstations used for critical business functions must be protected from use by 

unauthorized persons. Disconnecting an idle sessions is one of the many 

protection methods Sessions that are idle for more than 10 minutes should be 

disconnected by the system. In addition, user IDs that are inactive for more than 

30 days should be disabled. 

Servers, printers, routers, modems, etc. must be locked in secure areas. Access 

must be restricted via a card key mechanism or key distributed to a limited 

number of people on a need to support the environment. Knowledge of 

passwords to access systems in the secure area must be restricted to a minimum 

number of trusted individuals. 

2.1.1.7.6 Network Access 

Facilities must be in place and used to limit, monitor and control network 
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activity to ensure appropriate use and to detect possible vulnerabilities. 

All external connections to organization are not to be trusted and must be 

allowed only through organization approval controls and used exclusively for 

organization approved business purposes. 

Network domains containing Restricted or Third Party Proprietary information 

must be isolated from all inbound traffic from other network domains. This is 

applicable to applications as well. Firewalls must be used to control traffic 

among trusted and un-trusted network domains.  

End-users should be instructed not to use any record/playback features on their 

keyboard to store the user ID and password sequence. 

Security/System Administrators should not create user accounts without 

approval from the requestor’s manager and officially went through the User 

Access Administration Process.  

2.1.1.7.7 Restriction of “Root” or “Administrator” Access 

Security Administrator must ensure that system and application administration 

is only performed with the privileges required. There should be limited people 

with “root” and “administrator” access, and security administrator must 

perform periodically check on the user with “root” and “administrator” access, 

this includes: 

 Analysis of need for “root” authority 

 Identification of the subset of root authority required for personnel 

with limited administration needs and providing access to only that 

subset 

 Control of how and where a person is allowed to access the “root” or 

“Administrator” user ID 
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2.1.1.7.8 Disabling Critical Accounts 

A list of all authorized accounts and ones that are disabled should be kept 

and reviewed from time to time. This is to ensure that no new accounts 

have been added of disabled accounts being enabled. 

2.1.1.8 System Development and Maintenance  

Corporate Information Security Policy states that an Application Development 

Security Process should be in place. To ensure that security will be considered 

when the software/applications are being developed.  

It is important that only software and applications that are corporate-developed 

or obtained from management approved sources will be permitted in the 

organization’s processing environment. 

Corporate Information Security Policy defines that there is a control access, 

change management process, in place for managing the introduction of changes 

to hardware, software, network components, or processes into all production 

environments. It must address the following: 

 Test data, software and hardware must be distinguished from production 

data, software and hardware. 

 Changes must be tested and approved by the owning business area before 

being introduced into production environment. 

 Changes must be assessed for risk to other components of the production 

environment before being introduced into production environment 

 Production data must only be updated by approved production facilities 

with appropriate editing and audit trails as specified by the data owner. 

In addition, it is also important to ensure 

 Programmer/analysts should not have any authorization to access or 
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change data or programs on production systems 

 Changes to the operating system should be controlled and any changes 

should be reviewed to ensure that there is no adverse impact on security. 

2.1.1.9 Business Continuity Planning 

Critical Business system must be protected from the effects of major failures or 

disasters. A Disaster Recovery Process should be in place to remedy any 

interruptions to business activities. It must ensure that critical business 

functions can continue after an interruption occurs. In addition, application 

systems owners must classify their application’s recovery priority, and Disaster 

Recovery Plans must be maintained and tested periodically commensurate with 

business criticality and legal requirements. 

For critical business system, RAID can be implemented to allow high 

availability of data, and faster performance if required. 

There should be procedures in place for backup and self-site storage of all data 

needed for recovery. A snapshot of the system can be created via drive imaging 

tool, this should be performed weekly. Daily or incremental backups should 

also be done; this follows faster restoration of data for smaller scale recovery. It 

is important to protect these backups to organization’s approved location for 

disaster contingency purposes. These system images should be handled with the 

same level of security as the original systems. 

2.1.1.10 Compliance 

At least annually, test computer and network system backup and recovery plans 

to ensure the availability and reliability of data and computing resources. 

All employees, contractors and consultants must be adhere to copyright laws 

relating to use of licensed software and copyrighted documents. 
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Data owners must ensure that application systems are developed, maintained 

and supported in a manner that complies with statutory requirements related to 

the business that the application supports. 

Regular reviews by Corporate Audit to ensure compliance with organization’s 

Data Security Policy. 

2.1.2 British Standard Institute’s (BSI) 7799: First developed in 1993. After 

public consultation and revision, it was adopted as BS7799 in Feb. 1995. It provides a 

comprehensive set of controls comprising best practices in formation security. BS 

7799 is the world’s most acceptable and applicable standard. There are two major 

parts in it: A) Code of practice for information security. It is a “code of practice”, not 

a mandatory standard, but formal certifications are being performed in United 

Kingdom, also used in Netherlands, Australia and New Zealand; B) Specification for 

ISMS. BS7799 Part 1 was adopted by ISO/IEC 17799: 2000 (E). 6 steps of BS7799 

Part 2: 

Define the policy 

Define the scope of ISMS 

Undertake a risk assessment 

Manage the risk 

Select control objectives and controls to be implemented 

Prepare a statement of applicability – (process/procedure) 

2.1.3 IBM’s Information Security Program (ISP).  

IBM’s security definition are protect, prevent, investigation & safety. The assets 

that IBM protects are people, assts, materials & information. The mission of security 

is incident management, information protection, emergency planning, physical 

security; and education & audit. 
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IBM business related security policies: 

For non-IBM Global Services (IGS) team 

IBM business conduct guidelines 

Data privacy security standard 

Computer security and use guidelines for IBM employees 

For IGS team 

IBM business conduct guidelines 

Computer security and use guidelines for IBM employees 

Security standards for providers of network and computing services 

Security guidelines for inter-enterprise services 

Information security control for customer XYZ 

Customer service center security policy 

E-business universal server farm security policies and practices 

Data privacy security standard 

2.1.4 Company “A” Computer Security and Use Guidelines 

2.1.4.1 Introduction 

Information and computing assets of Company “An” are critical to the 

company’s success, and as a result, must be protected from loss, modification or 

destruction. 

2.1.4.2 “A” management Approved Use of Computer Services 

Computer systems provided by “A” to individuals or groups to use in their work 

for “A” must only be used for conducting  company A’s business or for the 

purpose authorized by its management. All electronic documents created, stored, 

or communicated using its computers are the property of, or under the custody of 

“A”. It may access documents or communications stored on its property or in its 
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systems when appropriate, such as when warranted by business need or legal 

requirements. “A” reserves the right to monitor its systems for reasons including 

accounting purposes, to ensure proper use, and to detect security violations. 

Employees should not expect that their communications using the company’s 

system are private. Use is subject to audit at any time by “A” management. 

Personal Use of Computing Equipment: 

Personal use of “A” computing equipment may only be approved by “A” 

management if use is clearly insignificant compared to your business use and it 

complies with the “A” business conduct guidelines. For example, personal use 

can not be approved if it:  

 Interferes or competes with “A” business 

 Interferes with your job or the job of other “A” employees 

 Involves any incremental cost to “A” 

 Involves commercial solicitation 

 Provides information about, or lists of, “A” employees to others 

 Involves commercial or personal distribution lists 

Access to the Internet from the “A”.com business address designation and the 

use of “A”’s e-mail system are intended to be the “A” business related activity. 

However, incidental and infrequent personal use of “A”’s e-mail systems and 

access to the Internet for personal use during or outside your normal work hours 

are allowed without management approval provided none of the above 

prohibition are violated.  

Questions concerning personal use of “A” computing resources and Internet 

should be discussed with your manager. 

Chain letter, Hoaxes and Virus Warning: 
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Chain letters and hoaxes come in many versions, for example offering a free trip 

or a large amount of money, warning about a computer virus, or relating to a 

sympathetic cause. These letters often request that you send them on to other 

people. Using “A” computer systems to send or reply to chain letters, hoaxes, or 

virus warning is prohibited. If you receive an e-mail chain letter or virus warning, 

don’t forward it. Send it to “A” Anti-Virus Services team, who will take 

appropriate action.  

Offensive and Inappropriate Material:  

“A” Employees are not to access or distribute any material which could be 

considered inappropriate, offensive or disrespectful to others. While it is 

impossible to list every form of such materials, some clear examples include: 

 Materials that contain sexually explicit images or descriptions 

 Materials that advocate illegal activity 

 Materials that advocate intolerance for others 

Questions concerning inappropriate or offensive material should be discussed by 

employees with their managers.  

2.1.4.3 Legal Considerations 

Software Licenses: 

You must have a valid license for all licensed software that you personally obtain 

and install on your computer. Your Provider(s) of Service are responsible for 

licenses of software they obtain and install for you.    

Never copy or duplicate licensed software, except as explicitly allowed in the 

license terms and conditions. 

Copyright and Intellectual Property 

Most information and software (program, audio, video, data files, etc.) that is 



 25

available in the public domain (including on the Internet) is subject to copyright 

or other intellectual property right protection. When obtaining materials for use 

inside “A”: 

 Do not obtain software from such access for use within “A” unless express 

permission to do so is stated by the material owner. 

 You must read and understand any software copyright restrictions. If you 

think that “A” will not be able to comply with any part of the terms, do not 

download or use the material. 

 Ensure that you comply with any expressed requirements or limitations 

attached to the use of such software (for example: not to be used for 

commercial purposes, can not charge others for use or distribution, subject 

to a copyright or attribution notice being affixed to each copy; must 

distribute source code; etc.) 

 If you are unsure about the meaning of the restrictive language or have 

questions about it, you should contact an “A” attorney to review it before 

downloading or using the material. 

 You must obtain assistance and approval from “A” legal or Intellectual 

Property Law counsel before incorporating any public domain material 

into a product or material “A” intends to distribute externally. 

Releasing “A” Information into the Public Domain: 

See advice from “A” Intellectual Property Law counsel before uploading 

software to the Internet, and comply with all applicable licensing agreements 

and copyrights when uploading any OEM or “A” software products.  

Export/Import Regulations: 

The USA (as well as other countries) imposes strict requirements on exporting, 
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importing or transfer products, source code or technical data/technology. 

Transfer of technology in any form (electronic downloads, verbal exchange, via 

e-mail, fax, etc.) can be subject to US and other countries import/export or use 

regulation and may require prior approval. Particular attention should be given 

to transfer of cryptographic items outside of “A” and making controlled 

technology available to nationals of restricted countries without prior US 

Government approval. See advice from your manager and refer to the US 

Export Regulation Procedures (USERP) for a current list of the country Export 

Regulation Coordinators (ERC). 

Taking Your Workstation outside of Your Home Country: 

Your workstation contains cryptographic products as part of the standard 

platform. Hand-carry and use of workstations with encryption software is 

allowed without further authorizations for up to one year to all but 

embargoed/terrorist countries. For additional details refer to USERP chapter 5.6         

 “Hand-carrying of Cryptographic Products”. Seek the advice of your Export 

Regulation Coordinator if you cannot comply with the conditions of this 

authorization or have further questions. 

Privacy (Data Protection) Legislation: 

In some countries the collection, storage, use and disclosure of, and the transfer 

of personal information to other countries may be subject to privacy legislation 

and restrictions. This includes both personal information about “A” employees as 

well as information collected on other individuals as part of normal business 

responsibilities. If you have questions regarding the protection of personal 

information or regarding the transfer of personal information outside your 

country, you should seek advice from your manager and/or local legal 
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department.      

2.1.4.4 Protecting Computer Workstations 

Every employee is responsible to help reduce the possibility and consequences of 

theft of all personal “A” computing resources and devices (e.g. desktops, laptops 

and similar handheld devices), related materials such as diskettes and printed 

output, and the information they contain. No matter where these assets – in your 

“A” office, in your home office, at a client’s location, at a hotel, in a plane or car, 

etc. – you must protect them appropriately. This section describes the actions that 

you must take to protect these physical assets. Based on your particular 

circumstances you may need to take additional actions to provide adequate 

protection.  

Workstation Locks: 

Always use the physical or dock locking mechanisms if provided with your 

workstation.   

When Leaving Your Office or Work Area   

If you work in an office can be locked, and where local health and safety or real 

estate regulations allow, lock the office. 

If you do not work in an office that can be locked: 

 Activate the password protected keyboard/screen lock 

 At the end of the working day, if your workstation is portable, secure it in 

a desk or filing cabinet or take it with you.  

 Lock up all materials that contain “A” Confidential information, or take 

them with you. 

When Traveling or Working away from Your Office or Work Area: 

 Keep PC in your possession if at all possible. 
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 When traveling by car, protect PC by locking them in the car trunk when 

you begin your travel. 

 When traveling by air, do not put PC in checked baggage, and be alert to 

the possibility of theft when going through security checkpoints at 

airports. 

 PC should not be left for an extended period of time in an unoccupied 

vehicle. If you must leave your PC in an unoccupied vehicle, then 

consider securing the PC to the body of the vehicle inside the trunk. 

Information regarding how to best secure PC in a vehicle can be obtained 

from your location Security department. 

 If you must leave the notebook in a hotel, lock it in the hotel safe if one is 

available. If a safe is not available and you have a locking cable, use that 

mechanism. 

 If you are traveling with “A” Confidential material recorded on portable 

media such as paper, diskettes, workpads, notebook, etc., you must 

protect this media according to the same guidelines listed above for 

protecting your workstation. 

2.1.4.5 Protecting “A” Information 

“A” information is an asset of the “A” Corporation and it needs to be protected 

wherever it exists. This section identifies basic controls must be active on all 

types of computer workstations and media to protect “A” information. The next 

section discusses the additional requirements that exist when dealing with “A” 

confidential data. Note that several different controls are specified; they address 

different threats, and all the controls that are available on a workstation must be 

implemented. 
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The following security controls must be activated on all computer workstations: 

 Set a power-on password. 

 Set a hard disk password 

 Set a password protected keyboard/screen lock that is automatically 

activated by a period of activity. The inactivity time intervals should be no 

more than 30 minutes.  

 Encrypt local e-mail databases (those residing on your workstation) that 

contain “A” Confidential information, including mail files, archives, “my 

attachments”, and database replicas. 

2.1.4.6 Passwords 

A computer access password is the primary key to computer security. The 

password uniquely identifies you, and allows you access to “A” information and 

computer services. For you own protection, and for the protection of “A”’s 

resources, you must keep your password secret and not share with anyone else. 

The following guidelines are designed to help you select passwords that are not 

trivial or predictable, and are resistant to compromise by computer “hackers”. 

Computer access passwords must: 

 Be at least 6 positions in length 

 Contain an alphabetic or other non-numeric character in the first and 

last position 

 Contain at least one alphabetic and one non-alphabetic character 

 Contain no more than two identical consecutive characters 

 Not contain your user ID as part of the password 

 Be changed at least once every six months 

When changing your password, you must select a new password, i.e., do not 
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change the password to one that you used in the past. 

2.1.4.7 Digital Certificates 

“A” is in process of implementing a significant new technology based on Digital 

Certificates across the Corporation. A digital certificate uses public-key 

cryptography to digitally sign and encrypt e-mail across the Internet as a means 

of ensuring the integrity and confidentiality of electronic communications 

between “A” and other companies. Digital certificates can also be used in a lieu 

of a user ID and password as a mean of authenticating and individual’s identity. 

In the future you may be prompted to present a digital certificate instead of a 

user ID and password when accessing “A” applications and visiting certain “A” 

web sites. You will be provided with information and instructions on the 

installation and use of this technology as it becomes available. 

2.1.4.8 Protecting “A” Confidential Information 

The primary requirement for protecting “A” Confidential information is that it 

must be protected from all access or viewing except by people who have a 

business need to know the information. “A” Confidential information must be 

properly labeled.  

“A” requires the encryption of “A” Confidential information when it is sent over 

the Internet, public networks, or wireless devices.  

If you receive another company’s classified data, you must comply with that 

company’s instructions for protecting the data. Any questions concerning of the 

information should be discussed with your manager or your local legal counsel. 

Storing “A” Confidential Information: 

When you store “A” Confidential information on computer systems (e.g. group 

web sites, e-mail databases, or other shared repositories), you must use software 
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security control to manage and limit access to the information. Security control 

must never be set to allow unrestricted access to “A” Confidential information, 

including your calendar. If you do not understand how to correctly set or use the 

security controls, you should ask for advice or assistance from your Provider of 

Service. 

When you store “A” Confidential information on removable computer media, 

such as diskettes, tapes, compact disks, handheld device storage, etc., you must 

protect the information against theft and unauthorized access. Label the media 

“A” Confidential and keep them in a locked area or storage device when they are 

not in use. Never leave them exposed in unattended areas. 

Handheld Devices (Also know as WorkPads, Personal Digital Assistants (PDA), 

RIM BlackBerry, mobile phones with data access, etc.) 

Hand held devices are relatively small, portable devices which are used to access 

“A” information such as e-mail/calendar information and internal web pages. 

These devices require physical and logical access control if “A” Confidential or 

other business sensitive data is accessed or stored by the device. The following 

actions are required: 

All hand held devices must be physically safeguarded at all times 

All hand held devices must be secured by a power on password and a time 

out feature / lock our requiring password. 

Remote synchronization to move the “A” data between the device and your 

workstation must go through an “A” authorized gateway.    

Web Cameras         

The installation or use of web cameras or similar technology is prohibited in 

open area except with management approval.  
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Printing “A” Confidential Information 

When printing “A” Confidential information you must protect the information 

against theft and unauthorized viewing. “A” Confidential information may only 

be printed:  

 In a controlled access area, with access based on “need to know”, -or- 

 In an attended “A” printer facility, where output is given only to its owner, 

-or- 

 On a printer that you are personally attending, -or- 

 On a printer with capture/release facility that you control, -or- 

If none of these options are available at your location, you may use a printer 

located within an open area in “A” internal office space, but, you must pick up 

you “A” Confidential printout material within 30 minutes.  

2.1.4.9 Using Telephones and Facsimile (FAX)  

The use of telephones outside “A” to discuss “A” Confidential information is 

sometimes necessary, but it can create security exposures. Take care that you are 

not overheard when discussing confidential matters. 

 Avoid use of any wireless or cellular phones when discussing “A” 

Confidential information, unless encrypted.  

 Avoid leaving “A” Confidential messages on non-“A” voicemail systems. 

If you routinely use a non-“A” voicemail system for “A” business 

purposes, advise callers in your “greeting” not to leave “A” Confidential 

messages.  

Using Teleconferencing Systems: 

 When chairing an “A” Confidential teleconference, confirm that all 

participants are authorized to participate, before starting any discussion.  
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 When receiving or sending an invitation to an “A” Confidential 

teleconference call, ensure that pass-code is not revealed to 

unauthorized people in the calendar entry.  

Using Facsimile (FAX) Facility: 

 If sending “A” Confidential documents via FAX, verify the fax 

number of the destination. Contact the recipient to ensure protection of 

the fax, either by having it picked up quickly or by ensuring that the 

fax output is in a secure area. 

 Do not use 3rd party FAX services to send or receive “A” Confidential 

information. 

 Do not send “A” Confidential documents via wireless FAX devices.    

Wireless LANs / Cellular Modems 

Only wireless LANs and cellular modems which have been provided by “A”, 

may be used for wireless/cellular access to “A” internal networks, systems and 

applications. 

2.1.4.10 Protecting “A” Information When working at non-“A” Locations 

Many “A” employees now work at non-“A” locations (customer premises, hotel, 

home, mobile, etc.). The following list summarizes many of the requirements, 

considerations and recommendations for protecting “A” assets. Depending on 

your particular circumstances, extra efforts may be required. 

 Ensure that “A” Confidential information is protected so that it can only be 

seen or accessed by authorized people. 

 When holding conversations or meeting where “A” information is discussed, 

be certain that you are not overheard by non-“A” employees. 

 Look up all “A” Confidential information or material when not in use.  
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 Lock up PCs when not attended. 

 Use PC passwords. 

 Don not transmit “A” Confidential information on non-“A” networks unless 

encrypted. 

 Do not store or process “A” Confidential information on systems which are 

not controlled by you or “A”. 

 Use only the wireless LAN and cellular technology which have been 

approved by “A”. 

 Print “A” information only on printers where the output can be properly 

protected. 

 Protect customer proprietary information that is entrusted to you in 

accordance with their requirements. 

 Do not send “A” Confidential information to non-“A” controlled FAX 

machines or via wireless FAX devices. 

 Avoid leaving “A” Confidential messages on non-“A” voicemail systems. 

 When using non-“A” telephone systems, consider carefully the sensitivity 

of the “A” information you are about to discuss.  

 If you are using a non-“A” voicemail system, use your voicemail greeting to 

advise callers to not leave “A” Confidential information. 

 If you need to connect to “A” systems and networks from outside “A” 

premises, you must be registered to use one of the approved remote access 

services.  

 When participating in “A” Confidential teleconferences, confirm that all 

participants are authorized to participate. 

 If you directly connect your PCs to any non-“A” network, your PC can be 
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exposed to external attack. You must use a desktop or “personal” firewall 

and turn off or properly use file and print sharing setting.    

2.1.4.11 Harmful Code 

Virus and Worms: 

Viruses and worms are designed to cause the loss or alteration of date on a computer, 

or in extreme cases, to completely disable a computer. The impact of lost time and 

effort to every individual can be significantly reduced with awareness and care. 

Viruses and worms pose a tremendous threat to our business and can be introduced in 

a variety ways. In addition, the numbers of new viruses or worms are increasing on a 

daily basis. 

 If you obtain programs from public sources (e.g., web sites, bulletin boards, 

promotional offers), scan them using virus-protection tool before use. 

 If you get an attachment via e-mail which are unsolicited or of un-known origin, 

detach it and scan the file using virus-protection tool before proceeding. 

External media (diskettes, compact disk, etc.) should also be scanned prior to 

use. 

Browser Executable Code: 

Be aware that browsers have the capability of executing code/programs on your 

computer (e.g., ActiveX, Java, Java Script). One technique that can be used to help 

guard against harmful code before visiting an Internet web site for the first time is to 

set the security control options in your web browser to prohibit execution of such 

code.  

Hoaxes: 

Harmful code, false alarms and hoaxes are also a problem in networked environment. 

“A” employees are not to send or forward e-mail notice concerning virus or harmful 

code warnings.   

2.1.4.12 “A” Internal Networks 

When connected to and using “A” internal networks, including LAN: 

 Do not monitor network traffic without first obtaining explicit management 

approval and permission from the infrastructure owner. 

 Do not misrepresent yourself as someone as on the network 

 Do not install file sharing or –peer-to-peer software unless it is provided by 

company “A”.  
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 Do not add any network device that extends the “A” infrastructure for any 

reason without first obtaining permission from the infrastructure owner. 

When you need to share data files with other users on the network, you should place 

the file on an e-mail server or other database server supported by your local service 

provider. 

Sharing files on your own hard drive can pose the following threats: 

 Unauthorized access to data files 

 Damage to data/program files – either accidental or malicious 

 Damage caused by virus attacks 

If you must allow other users to access or store file on your network connected 

workstation: 

 You must select either user ID access control or password access control when 

defining the share option for the workstation disk drives and files 

 You must not allow anonymous File Transfer Protocol, FTP, TFTP, or other 

un-authenticated access to program or data files on your workstation 

2.1.4.13 Computer Conferencing 

”A” internal computer conferencing provide company-wide databases for sharing 

information and discussing ideas about a wide range of business related topics, as 

approved by the conference owners. Information and discussion on “A” internal 

conferences must meet the following criteria: 

 If the conference is set up to allow open participation within “A”, or to allow 

participation by “A” customers or other external parties, “A” Confidential 

information must not be included or discussed. 

 Non-technical information and comments which are more appropriate for an 

official “A” communication channel must not be included. 

 The information and comments must have value to “A”’s business. 

 Participants are to avoid giving legal opinion or medical advice. 

  2.1.4.14 External Connection and Remote Access 

Connecting “A” systems and networks to non-“A” systems and networks, including 

Internet, through modem or direct-line attachments, can present a serious risk to “A”. 

It is possible to expose the entire “A” networks and the systems and data on it, 

without even knowing you are doing so. Because of the potential risk, all 

inter-enterprise service connections between “A” and non-“A” systems and networks 

are strictly controlled, and must be approved by “A” management. 
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 Do not dial or otherwise connect to any non-“A” systems or networks while 

simultaneously connected to the “A” internal networks. To establish such a 

connection, first physically or logically disconnected your workstation from 

the “A” internal network. 

 If you need to connect to “A” systems and networks from outside “A” 

premise, you must be registered to use one of the approved remote access 

services. 

2.1.4.15 The Internet 

“A”’s information, computing assets, and corporate image on the Internet are 

critical to “A”’s success, and as a result, must be protected from loss, 

modification or destruction. 

As we use the Internet to connect with “A”’s customers, suppliers and other 

organizations, it is important to remember the following points: 

The Internet is used by millions of people worldwide. Not all Internet users 

have “A”’s best interests in mind. 

You should presume that any unprotected information sent across the Internet 

will be ready by a number of unknown people. 

Conduct 

When accessing the Internet from “A” designated addresses: 

 Never masquerade as someone else. 

 Do not run security testing tools / programs against any Internet system or 

server. 

 Use only services you have authorized to access. Do not try to access 

Internet system or server ports without prior authorization. 

 Do not place any material on the Internet that could be considered 

inappropriate, offensive or disrespectful to others, and do not access such 

material. 

When using e-mail to communicate with people on the Internet: 

 Do not automatically forward “A” internal mail to an Internet site 

 Do not use auto-reply functions to respond to your Internet mail.  

 When sending or forwarding e-mail to the Internet, do not include the 

manes or user IDs of any “A” employees unless required.  

 Do not use non-“A” e-mail, e.g. Yahoo, AOL, hotmail, Google, etc. to 

exchange “A” information. 
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Inappropriate Internet Web Sites: 

Numerous Internet web sites contain or distribute material that is objectionable 

in the workplace. While it is impossible to list every such web site or form of 

objectionable material, some clear examples include: 

 Web sites that contain sexually explicit images and related material 

 Web sites that advocate illegal activity 

 Web site that advocate intolerance for others 

“A” employees are not to access such web sites, or distribute or obtain similar 

material through the Internet. Questions concerning inappropriate web sites or 

objectionable material should be discussed by employees with their managers. 

“A” may choose to apply technical control measures to prevent access to 

inappropriate/objectionable web sites. However, employees should not presume 

that “A” approves access to all web sites not blocked by technical control 

measures. 

Receiving Unsolicited E-mail: 

“A” Employees holding an Internet e-mail address may be recipients of 

unsolicited non-business e-mail (e.g. spam or junk-mail). This situation is very 

similar to receiving unsolicited telephone calls or unsolicited postal mail. 

Each time you use your “A” e-mail address, there is an exposure of placing 

information in a database which may be sold/distributed to hundreds of 

advertising companies to use in unsolicited mail (spam). To limit this exposure, 

when conducting personal business on the Internet, you should not register or 

sign up anything using your “A” e-mail address. Instead, obtain a personal 

e-mail address, and create a separate profile in your web browser to use your 

personal e-mail address with.  

Privacy – Individual Practices: 

On the Web, one of the real dangers is a possible loss of your privacy or 

leakage of information about your activities. You should be aware of the 

following issues relating to your privacy when surfing the web: 

 When you visit a Web site, the site you are visiting can identify where 

your Internet connection originates. For example, if you use the Web from 

work, your activities can be identified as coming from “A”. 

 Web sites can log all of your activities including any personal data you 

provide. The web site owner can associate you with this data on future 
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visits. They may want to use this information to give you a better web 

experience, or they may be collecting competitive information, or both. 

Some web sites do not respect data privacy laws and may make the 

information collected from you available to other organizations. 

 Information known as “cookies” may be placed as a file on your system 

by web sites. In some instances, other web sites can browse your cookie 

file and find personal information. Cookies may be helpful but be aware 

that they persist until you manually release them. You should erase 

unwanted cookies regularly. Cookie setting may be changed in your 

browser preferences.  

Privacy – of Others 

Many countries now have laws with specific restrictions regarding “Who, What, 

Why and Where” a customer, or potential customer, may be contacted. These 

restrictions are particularly relevant on the Internet. In general, “A” employees 

are not to initiate any communication with a customer contact, without prior 

approval from that contact.        

2.1.4.16 Security Incident Reporting 

If you suspect a security incident is in progress or has occurred, it is important 

for you to act promptly by contacting your location security department. 

Employees are not to attempt to investigate or take action against the offender 

unless directed to do so by security personnel. The security staff is qualified 

and trained to properly contain exposures, mitigate potential impact to “A”, and 

conduct investigations, up to and including gathering evidence for possible 

legal action. 

 
2.1.5 HP & Information Security Systems’ (ISS) Information Security Audit 

Mechanism (ISAM)  

2.1.5.1 HP Information Security Architecture: 3 keystones of information 

security: policy (people/organization), risk assessment (process) and identity 

management (technology) 

2.1.5.1.1 From risk assessment -> policy -> asset profile -> workable policy -> 

intrusion detection emergency response -> server hardening application security:  
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 Determine business priority and implication for IT 

1. Business processes supported by IT 

2. Security threat scenario 

3. Impact analysis 

4. Initial risk / Asset classification 

 Assess existing IT strategies and plans 

1. Review the existing security policy, standard, strategy and plan for the past 

3 years 

2. Strategic workshop with content map, history map and to come out, 

Strength, Weakness, Opportunity & Threat (SWOT).  

 Develop enterprise principles 

1. Risk management 

2. Mission and objectives 

3. Communication session 

 Evaluate existing IT portfolios: Application, information, technology, IT 

processes and IT organization 

 Inventory scope identification: Inventory scope identification, data 

collection, and inventory classification. 

 Develop IT strategies: people strategy, process strategy, and technology 

strategy.  

 Define “To Be” architectures:  

 Prioritize action plans: gap analysis, action consolidation, prioritization and 

action requirements 

2.1.5.1.2 Security implementation roadmap 

 CISP update process 
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 Disciplinary process 

 System specific security policy 

 Service specific security policy 

 Personal computer user policy 

 Translation of CISP 

 Operational assurance 

 IT project team orientation 

 Evaluation of ISC workload 

 Application password change 

 User De-registration 

 Incident management plan 

 Centralized user backup 

 Define job responsibilities of area manager 

 System patch management process 

 Security awareness training 

 Training and support to ISC and DSI staff 

 User support related to security issues 

 Desktop encryption 

 External dialup 

 Terminal logon procedures 

 Automatic password checking 

 Cryptographic controls   
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            PKI, Smart Card,        
               Token Card,             
            Remote Access          
          Authentication

        Access Control,             
          Single Sing-on                  
                                                                 

            Authorization

                                                                             Policy, Procedures, Organization                                                                                                                         
                                                                                                                                                                                                                                                                                                             

                                                                                                                                Strategy

                                                                               Assessment, Vulnerability Analysis,                                                                                     
                                                                                          Penetration Test                                                                                                                                             
                                                                                                                                                                                                                                                                                                            

                                                                                                                    Risk Management
                  H.A., Backup/Recovery, Load Balancing               
                                                                                                                                    

                                               Availability
                              VPN, IPsec, PKI, SSH                                          
                                                                                                                                    

                               Confidentiality/Integrity

* Physical Security              
*Firewall                         
*Antivirus                         
*Secured Web Server         
*Border Router          
*Auditing                                     
                                                      
                                                      
                                                      
             Protection

* Intrusion Detection System    
*Enterprise Security Management       
*Alert                                         
*Intrusion Management            
*Vulnerability Scanning                          
                                                                      
                                                                      
                                                                      
                      Monitoring

Reference Architecture
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