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Abstract

“Cloud Computing” and its application services are considered important
by industries. Governments have also launched plans to develop the cloud
computing industry. However, the literature tells us that cloud computing
security issues also need to be noticed. Security issues in the cloud computing
architecture are different from those in traditional information system, so they
are worth to be studied. In2009, European Network and Information Security
Agency(ENISA) has announced a report named "Cloud Computing Security
Risk Assessment”, and this report was referenced by Cloud Security
Alliance(CSA). The report is quite complete for the definition of each risk, its
causes and effects. But there does not exist a complete quantitative model for the
organization to assess or predict its cloud service risk. Therefore, the purposes of
this study are as follows: 1. developing a cloud service risk assessment model to
predict cloud service risks, 2. use Pearson Correlation Coefficient to analyze the
impact between risks, vulnerabilities and assets for allocation of resources.

Keywords: Cloud Computing, Cloud Service Risk, Risk Assessment, Service
Provider Selection, Pearson Correlation
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(National Institute of Standards and Technology, NIST) ~ Intel & & % 7
Ta% 2 (PCl) ~ B pREFTAZX iﬁﬁﬁ(European Network and
Information Security Agency, ENISA) W EL NP RAELEZ R
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= & > 7 B (Cloud Security Alliance,
9}5 ﬁ |*EF&§§F‘? a EL)LF °

2.4. 2? IR & b
MAFETREALSHEH T2 RNE Rk h ) FIRFRIE o B

im%%*i%ﬂ@ywlr?mﬁwwﬁﬁﬁiiﬁﬁﬁﬂﬁmmw

Guidance for Critical Areas in Cloud Computing) | = A#_ > #74& 1) 0= 38

"2 TR Y FehE & 2§ (Top Threats To Cloud Computing)

(CSA, 2010) :

- B ER R 23R4 ¢ laaS{rPaaSPR

rmf,\?\ PEBEG YRS L 4

' &g )I}—jljgu‘lé%PRZZ‘°‘)‘

PR BEAES C AR RRERERCEYL TR

mt\'—ﬁ ““

=& xR * G APl 2 E ‘#*Ksﬁﬁ 2 e B I PRAR > PTG
AP * /g e 3] F R ‘J)E!’rn% #ﬁi‘*’«}‘&ﬁﬁ"'ﬂ“l%*ﬁ&
21 APl ez 3})}*% FiliEd { £ 8

o

3K TG PR AR O BRANTRL R AL e S g T
1 R e 11‘%%%m{ﬁ£ L R1T M* | A2 K fr-

=L Wl R S X ) 75*, ~ 3 E I laaSPRIEFE K
élé”i#ﬁ"’ﬁmom*}’a—rw P OTIRT UARRER R R K
B2 A Aak- oAy T RREREAEE RS ER
(multi-tenant) /¥ %2

TOEABA RS TS T b GE )R b A B L
FHRT i s e TR PR gRAT

”1\

q\
=
g
o

AR EL R JRARL S, ¢ MR EL R JRIAF T F E_BATR 'k 0 BB ¥ €44
EARY a2 R RESIH %f?/aﬁﬁ%@xﬁﬁﬂou%
Bh RAOREN S 3% 2 AV ARBFE L S AFRR L

B @ EGULE R R S ]

S LAAR AR R H Y - BAFAEET R ﬁﬂﬂﬁﬁ:’ﬁ o T
G EfE s Ly TRt RO ERA LR TR 2EE o
RO A S RN L AT FRRKF 7~ R ghhin s » ¥ 3

—

AR REA T BT  RE N BES.E S T &N
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TB e s FHRM NI ARTT A F p o

B OB Y A2 3N % > & 5 (Open Web Application
PrOJect,OWASP) 4 2012 #4& MehZ s X % 2 b % (Cloud Top 10
Security Risks) | # & 3#7enZ #8 b "k ¥+ FE< 2 -OWASP = & y AR
AR BT A28 % 283 € (AppSec Conference)# # £ 3% % £ &

FaL AR LFNEFAR ATFAL 2 6 £ & ST o OWASP
ZE L A X R A N AT IR

TLF Eg 3 #‘&’ﬁ # (Accountability and Data Ownership)
T2 i B/ > akw] enfr & (User Identity Federation)
3.2 i * 1 (Regulatory Compliance)
T4. ¥ 734+ § 18 1727 58 14 (Business Continuity and Resiliency)
T5.* = sE 4+ F5L L 41 * (User Privacy and Secondary Usage of Data)
T6.PR 7% 22 F L £ & (Service and Data Integration)
T7.% 42§ ';*? i ? Jr % 2 (Multi Tenancy and Physical Security)
T8.% £ & +7 22 g2 (Incidence Analysis and Forensic Support)
T9. A # 3% *5 & 2 (Infrastructure Security)
T10. 24 2 2% 5t 5 & (Non Production Environment Exposure)

%ﬁ*%ﬁ%mﬁ&@@&’@%ﬁ&aﬁmaggwaﬁgﬁ
A& > SENISAR I 2 = IRGx b & 3% 5 4F 2 (Cloud Computing
Security Rlsk Assessment, CCSRA) » i CSAHZ =4 JRi% b ' dp H 5 & »
3l * BARE o

ENISA# I e Z =4 pR 7+ 1 ' 3= 3R 2 (Cloud Computing Security
Risk Assessment, CCSRA) %+ 7 IDC~PCI DSS~NIST ~ISO/IEC27001 ~
ISA.... Reg@E 2 FLEE2 L FHEFL L FZN3BHFR %G(F
gﬁﬁﬁﬁﬁ&%\ﬁw&% E R %~ AL E s R 'e) ~ 539F
53 BL(Vulnerabilities) ~ 2358 # 5y X #2585 F & (Assest)» ~ mH ¢ 4 5 R *%&
W5 B b & (High) & % (ENISA, 2009)

= A4

173 F%Rb GdoT

~ RL.%2 % (Lock-in) : ¥ £ 4% h1 B~ f2 5
RERTA T AN S IRIFT B 0 36
IR - T%mﬁﬁ%ﬁlf—@mﬁﬁéﬁ{g
T FIRE N R - FE IR 0 £ E
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= R2.4 2 4§ R ek sifd14# (Loss of Governance) © & * 2 =78 1
PFo RS - T RAGRITAIBE 2R B 0 - TR E BRI
JRAZTE € f#£% 2R3 - P FF- M2 BIRIIFE ¥ o 7 € IRk
LR (SLAS) P $h 4ot JRI: > FIP A% 2P ERT T - BT L -

R3.-i&3E b & (COMPLlANCE RISKS) @ 4r% Z =44 & —"F’TZ o
ipe E A L;,ﬂr'ﬁ‘_.g_:}j% Ve “F}éﬁ"r"éﬂ' te ipe lpau'fj"’f* ° T F AL "‘%T—I’ﬁﬁ g
N P e
Ké; °

w RO.IE 4 % »c(ISOLATION FAILURE) : i& 8k 4t f* e ~ 15 97 4
2 enfE AL BRAR T LR B D R ré PR m AR R fem AR
HarErd F TR F - AR 0§ £ A8 | (multi-tenancy) & 4~ % F R
(shared resources)it ¥ % 5 Z 4 & *jff*f'l“ii*‘ c T BRI S 7T B
7B RARK S RS2 R ﬁf« CH I FERE D% T (Bldo K
,ﬂ;—-ﬁ A%l PIRE P ke ﬁBg.rE}HJ;ggﬁﬁzﬂ?)o Raa 3 A
e LW E AT o R FF R EBATE f e FRF g

3

7 R10.& & ¢hp 3% E 1 (MALICIOUS INSIDER) 82 #kid # 1t #b &
A ES RS %wfm%%°aw“ﬁ~*$$i‘£ *
i d > TR AEF AN FARYG Gl 2 AR EFHFRE 2
T RIS

= R21L.t%x % # P & 7 + @ % (SUBPOENA AND E-DISCOVERY) @ %
umﬂ%ﬁ*ﬁ\%ﬁa%“midﬂﬁ%*WHwogf%d*’
"—F"}'aw? ’ﬂ—'ﬁgé‘r,@ﬁg@v p;\#g i “%%wlf“mﬁ«}""‘
TEh'ET e

L+

- .R22.17 5x % ek *& (RISK FROM CHANGES OF JURISDICTION) - %
;#?bﬁ%ﬁ&%%ﬁﬁ%ﬁ’ﬁé—ﬁﬂ*gjsﬁﬁ ° 4%
FAY CH AR RER Tl FRPIZERD 5 AT AR
N N Y L T T
PEFEER R THfr AR RE KBS D)o

N R23.3 4L B3 AT b % (DATA PROTECTION): 2 438 5 i & 4 857
?'f FE b ﬁ%°é’-"£¢f,’l¢/‘£—r’%"&’ ”(F’f—a\;&ﬁ\ﬂ ?"b%&iﬁip
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MRS T HF B DT AL R R R ieE T LT AR
e SRR & & 5 € 74 i g (multiple transfers) iR 7 4t 4 £
b4 : B p 2 (federated clouds) o ¥ - > & > FEZ B EF AT /K
%Wﬁafﬁﬂﬁmﬁﬁ**f’4ﬁ4ﬁ@wm§ﬁ@g~iﬁﬁ
e TR R o B4 @ SAST0 3L -

1 R26 k¥ 5 h % (NETWORK MANAGEMENT) : i 7 % A* 41 ~ %
BE @R rhgit

Bt AR CEAPM 2 ¥ 253 R(2990) ¢

= V9w g si@d et 7k Se(AAA vulnerabilities)

- B mix%%ﬁki’\: FART i §RAREDT RFBELF 5
F.I)E,E"}fl—}’a >E %«’g&%@ofﬁu, 7}’E4k2\j)@q+%.f-
%‘&% E e SR = e 'lir» v 2 e\ )Ij'g FB 278k BeensT ()
defl® A5 A I P )R LT e

- V5. #% 1t 33 Bk (Hypervisor vulnerabilities): & %t i« & s g 24 £
Fsl o RRBEE LT L AR AT R ) B A i
33BLAR R M4t mER E T st £ Z 5 A (guest to host escape)dy ] F %8
% ﬁ” - BARRLFE T A zc i e #E48 F B 24 (VM hopping) ¥ ¢

- ”’}ﬁﬁ BB ,

=.V6.i¢ * F B4k L F 4 F b (Lack of resource |solat|on)

= V7. % JF," 4 2 18 # g = (Lack of reputational isolation ) : - & %
Sl=sP=0 SR B - A e s e

7 V10.7% sc e BBk 6 T a2 F L (Impossibility of processing data in
encrypted form)
= V1334 £ Pkl i 27 48 8 §2 742 % (Lack of standard technologies and
solutions) @ & vk ¥ i * T AMEE L mERF PINFIE >
?a1E o

- V14,2 5 o 42530 8 153k (No source escrow agreement) : & ¥ 3= B 3
S T e PFodr R PR TR FICHPFLRIE L P
2P RASABEE ik 0 R A F 4o % PaaS & SaaS PRI BLA FF
REE R 2 p 7132k 3Lo
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~ V162 5 ¥ #41F F 3% 425 (No control on vulnerability assessment
process) : Rk Fd RATFWA F 2ehF ERAIIE AL LT o

1 VI7.¥ 50 A p 3R 2 =8 e pe b g 4 o dF BET(POSSIbIhty that
internal/cloud network probing will occur) P R ET A R -
B % I FRRR 2 D o e B RURTF

+.VI18.i¢ * 5 ¥ it § $HARE R i R (Possibility that co-residence
checks will be performed)

- V2L EHRy s ifiE Eﬁfﬁg%(Synchronizing responsibilities or
contractual obligations external to cloud) : ¥ % ¢ * HiLy 28 TR 5%
PP LG E R e o A I A bR TEPLE AL N EF
£ o
i}\_

L - V2.8 2Rt 2N E S 4P R % (Cross -cloud appllcatlons
creatmg hidden dependency) : PR#x i 4a? 15 B 'E e ik B (2 (2
Fe b r’ﬁifﬁ ZPEFFZCRBFREES B E P D D) IR ‘.wu]:_'?:*
laaS 2 PaaS Z A PRAFF chiF 3 & #

Z VBRI R TR RFERT e g 2 BT HAAFAL TR
(SLA clauses with conflicting promises to different stakeholders) PRG3R
TR (SLA)E AT i 4 g ol WIRDBP RFENEHAL T T o

L2 V25.2 HHPRIZTE &2 %‘gd By E LS L2 3R R Audit or
certification not available to customers)
LT V26 nFE R AL T 7 H(Certification schemes not adapted to
cloud infrastructures)
LA VO FHRREF LI BIZ2ERE AT IAIEPR
(Storage of data in multiple jurisdictions and lack of transparency about
THIS)

= V304 v E R R T R P 0E Tk ahdp B (Lack of
information on jurisdictions)
+ A~ V31 # iﬂ” A 2 R B P g (Lack of completeness and
transparency in terms of use)
L4 VA Z IR R R B R E d & FiE LK F P R (Unclear
roles and responsibilities)
- L V352 ;#th»ﬁ N

k¢ B 77 /7 (Poor enforcement
of role definitions) : # &t £

AL
i 5 - B ﬁ«m—g,;@g o

- V36.4p B & F 4 ariE * 5 25 R o & (Need-to-know principle
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notapplied) : ApM 4 T A R Z R B plm 3 £% 5222 8 mi o

= 4+ 2 V37.7 A s F 48 £ 2> (Inadequate physical security
procedures) 4o RFID e % R AL ~ 40§ TR R E L HI

= 1+ 2.V38. 4 i3k w45 3%(Misconfiguration) : 7 if 4 e * 250 % 2%
T lﬂ-_lhﬁi}:%r\»k;,\‘zy_ 4 % )"ﬁm? v E .

= L2 V39, )k e 17 ¥ & su33 2L(System or OS vulnerabilities)

Z L7 VALE L AL endF Y E & AR it & (Lack of, or a poor
and untested, business continuity and disaster recovery PLAN)

- L V44, p** ;ﬁ #3 7 P Fg(Unclear asset ownership)

= = V46 b PRARF ¥ 1 -:E # (Poor provider selectlon)

L N VAT 3 2 i 2 % #14(Lack of supplier redundancy) * & v& ¥ PR7*
R AZTRTE

%gir\t

= 4 VA8 B * AR 5N 53 B A e ¥ op (AT AR F 22 (Application
vulnerabilities or poor patch management)

)
>
N =
A
s
ke

i 2 (C ompany reputation)
i % 3 #f (Customer trust) : & 7 >4 B > ¥ ©jE R R T

£

= A3.i# ¥ X mﬁ 1 2 3 &5k (Employee loyalty and experience)

= A4 ¢ * dz mvgr -84 A& (Intellectual property)

I ASATR m'l% A 3okt (Personal sensitive data) * & 4p ¢ 4 * fEe A fE %
Jfﬂ . *?{’L‘rﬁ‘“ H 44' s gL e s AESR B EEE R RS

Feii e B R PR T

= JAB. & * JF," 2 pRAxf i A Fk(Personal data) : :%a‘% ERCRGVEEE
FARNF R F A (A 4){‘,ng ERICEPEL S RS R
IR T ‘}?ﬁtﬁ&iﬁ-ﬁ PRIk BL opeaE s DR 4
LA R 0 s ARG S R 4 R4 - (European
Parliament, 1995) |

= AT.i% % dﬁ % PR3 OB g2 TR 4 T A (Personal data — critical) © e B g
Y R hE M
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A ABR K FAL(HR data) ¢ EAp AR E A LT A SR
7}-'. o

1 .A9. % & T pr i ik PR 5% (Service delivery — real time services)
-+ A10.PR5%# & (Service delivery)

L — A16.4 8 (Network) © & 7 Zp 3 8 2 ) b gnd i
-+ = .A20.3:2.% (Certification) : 1SO ~ PCIDSS...... g

DL BB FTARRMGRLA 22!

22212 HEEFE ARG BB BFR

33 2k b ' A
AL

pn= ALA5 A6 A7,
VI3V31 V46 V47 | RL% % (Lock-in) o ey
VI13.V14,V16V21 LIS,

: : : ’ R2.4 3 ¥ 7 fl4e & &
va2vaavas e, | T R AL A2 A,
V29V30 V3L V34 | AB.A7,A9.A10
\V35,V44 Governance)

R3. i« »%; iy xﬁ
V13,V25,V/26 :

Vo2, VoD, (COMPLIANCE A20
V29.V30,V31 S
CHIR

—
V5,V6,V7, ngxﬂ O"ﬁ = 7% ALA2,A5 AG,
V17,V18 AL URD) A7.A9 A10
TR
V1,V10,V34,V35, 5\}&5 Sl R 1| A1A2.A3.A4A5,
vagvarvaavas | (NALE A6 A7,A8.A9.AL0
R26. % i 3 7L b %
V6,V/38,V39,VA1 (NETWORK ﬁé’ﬁbﬁ’m
MANAGEMENT) AL

7ok kR 0 ENISA(2009), ‘Cloud Computing Security Risk Assessment’,
European Network and Information Security Agency
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%2222AHFLFEBL G BYR BT A
A
R2L.IFZEy & &+
I Al1,A2,A5,A6,
V6,V29,V30 n 7% (SUBPOENA A7.A9 AL0
AND E-DISCOVERY)
R22. 7 5/c % T b '&
(RISK FROM | A1,A2,A5,A6,
V29,30 CHANGES OF | A7,A9,A10
JURISDICTION)
R23. F i 3 S 32 b
Al1,A2,A5,A6,
V29,V30 " (DATA A7.A9.AL0
PROTECTION)

7ok kR 0 ENISA(2009), ‘Cloud Computing Security Risk Assessment’,
European Network and Information Security Agency
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IS SR ok g i
AR RBFEAREL AL AR B SRR R 2 AT

v
= v o

=

317 indE

YRl 31477 PR 228 R/IIRGEEAI LG o F - IFEL 'R
FER(E &R G BR-XPETA)F S FF LR 20 OB %o
#F* ENISA #% 1 e =3 PR5+ b % &% 48 2 (Cloud Computing Security
Risk Assessment, CCSRA)> I+ FFENISA ¥ 5 g iR F e s B 5 =5 4 o
AP REFINBLS SRR GETE 2GR RS
%%ééﬁ’?ﬂéW%%@’i&?%ﬁﬂﬁﬁéﬁ’F—i%”

oo RiGATHE R S XPET AR O LR E Y
LRIEAR ST -

: . 4 w*f“ﬁ\‘ | :
| L -)’}- fE A Security Risk Assessment, CCSRA)##& & kb *& y¥as !
S et lmEtan B 2 BEFAULE) oo !
d < B A R
B, xﬁ"ﬁ;—ﬁ FEE (3.4 8) :

:_.'_::::J’:::::"- """""""" BER % ~ fov 22 OWA
AL AL P q a— | S 2%
PLHRER L, rpEy | RS Rt (4.4 %)
1
! Ir-----l----: fst 2 e !
AL - N - 1
izi@?f;:éiig“? | B
i 1- RSN iy ) = (4.5 &)
! .
i T ORRESRE | RETRA |‘Z
7‘}’ == 5 ~ N
VLR L g o fe 4§ RN
1 T
' ! &)
1
T 1

B 3-1. 7% indz
AT
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327 3 A2 FFRAah
FRE AT ED §"ﬁ&%“ﬁ%¥ﬁm% B~ PRIFHC
regm 3 AR > LEHRBITHTRER B ARG R iE
—;E';”J o F]pt & ég";L'P"'@‘%me—:; “ﬁﬁ—i\ﬂriﬁiﬁt?ﬁ‘bérﬁ;
100~200 5 35> ¥ B IR S wjcd 2 & AR AL Tt AR 8 mh® ol
PRASR ' 0 (& w2 "B E% L% 2?7 5L Av\v}fr"bii’f)i*“”ﬂ Z % 3%‘3
o4 s ENISA 3 0 enZ 2 PR5x b % 7% 1% 3F 2 (Cloud Computlng
Security Risk Assessment, CCSRA)*® 4p i & 73=% 5 & & & (High):
o X FAHSAHeREZ AR AT A SRS R - B(RLE
) o

¥ oob EAER LT S ekt (B 3-2) ¢

a3k 10 3 33 g (vulnerability) & #% 4 € & = b '& (Risk) » Flp 3= &% 7 &
L F UL WL SFER 13 )T}U?ujrg_a IO S S T
adHm 2 b (Rlsk)rﬁ & ¥ A (Assets)ig = & £ 4 ¥ 5w 7 4f 2 (Loss)#
A4 o FpiEig g %8 é"!@/\gmﬁi)i\z{ g?é_i_@,&?i&%jzgxﬁ
At &ﬁﬁ&

538k

(Vulner
ability

r'S
74 ¥ Bt A2
F13-2.558 > b6~ TAZ PR G

33F F“é&
%}?F\: p%ﬁ/ég"f Z IR FR Kﬁ%KﬁL'F w‘?»’lfa;}‘{
'ﬁJ \x&o*L%P“&%%Lfkéfﬁ%f&%&%@~ﬁ%
(wmmmmw?rﬁﬁﬁﬁ\ﬁéi%pﬁ@&%mlrf%ﬁﬁ‘ﬁﬂ
TR BAPE AR E
BR R R G o B AT 2 RIER e > T AR B RN R &
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F5T AN A E ML T IR M X R #%—&W?*W’

H%rﬁiﬁﬁgﬁgmgﬁﬁﬁﬁﬂw€ﬂ¢§{? hfF(RR)

TAHERD L FAEEFFE LM ALK § 1B TSR
51 27 A _, N ‘j—_

AR R o AR P AR ' & 55 Bk
PERAERZALZZEAGF2AFER A FTAL 2RO MHB R AR
' 1{$Pii£%$wﬁﬁ.

2 3-1-1LFE R E#6F R

Eimfkrs TR

T » REBAREWRERETE - UTRAMSBEANE
- B T AR AR R BRI S SRR S
- FBHE BT FERIRE AR - [EEmARER - YRR
RERIFRGEZ AR
- EREH C Partl] XX EERT A2 -
[Part2] XX R RIRRE -
[Part3] XX JEFSBLT ORERE -
[Part4] [PRABS(F P IRRE AT R AR
- BRI ¢ 49 XX 4
EAEE BONE WA
IS MBI 1 L
R SR &

Part]: 55 (IR ME R B AREGR M > BLAT 9 HEbREF 7

JeE\ e FFEtefe(BEEE - 55T
01 2 3 45 6 7389
% 0 0 0 0 0 0 0 0 0 O
o % % % % % % % % 0

—_

(P E R R B2 CF R IR R R )

O)dgs R bz

Part2: FEHRIR (L FH B mik B0 » REAT 12 THEER Y
HE T el T2 (B - /1))

0 1 23456 72891

% 00 00O0O0O0O0O0O

% % % % % % % % % 0
(1)
(12)

AR R
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% 3-1-2F TR S#FEHT L

Part3:5E IR (A B IR AR » REAT 29 THRE=F
o4 TEREEEER > HFTW)
0123 4586 780911

%0 0 0 00O OO O O O
% % % % % % % % % O

(1)

29

Partd: Fe A ZORH BRI EOR R S R - ERBIMAR)

()35 R85 1 50 P BRI MY RS BB RN (T #58) ¢ (JSaaS [JPaa$ [JLaaS
QFMEATEACEIRMVEEE: DA A ORAE RAT OHM
() T P R E oI - RS 148 (-3 4 (344 [0 4
<4>;%é{;%®ﬁ@ﬁﬁUﬁmfﬁmﬂﬁﬁﬁﬁ%;$ﬁ<0~1oo> '
(5) 3% £ 0% =1 (3 Al 10 R R IR 3 M P 2 (2 i R B R Bt e[ M S R R B A ¢

A RT3 2R 2L

1L RE

B4R GRS E RS
NS AT

1L H38%E-h'% T4
CTA

2. P E B Bk S EEREEFOEL M %

YRR Y DRSS ) SRR RN O s
S e bk %%Fprgmgﬂ&%Lwﬁﬁ’liiiiﬁﬁﬁ%
s #(Dow Index) & ’Kﬁia‘ﬁ ﬁ:c(Mond Index) ~ % FHts 47 (FTA) & ¥

BHETA) © &rix g 4 7 % 5~ 17 (DA) ~ @& 272 7 (logistic
regression) ~ Probit ~ 3§ #¢ ..; HX (ANN) A Ee 2B (SVM) - Pa PE AL
Z4p B T2 82 (Pearson Correlation)» % A% &k~ 473 %3 B Ap b 42 R -
higt FEF 2L o NE- BHEEFIHEI F)F AT o f oo ipl
AR o T o A AP B o (% 3-2)
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F 328 1 b "GN R
< B FY T
KA S R B2 BEREALFEA NI RTE &
(Neural fie » & M SR AL g R
Network)
@R AT v fF |G TSR R =3 S V]
(logistic
regression)
A B AL | PR EREREARE | VRLE - RS
(FTA) & ¥ & |{ER 2~ T Px 2 & - & HEEEAR AT
HHETA) PEGE S P 2R | EERE T A A
-y R R PR
@ﬁaﬁ@w1ﬁpﬁ%&WW%%ﬁ A i i f RIS
Analysis) B e %% 3 EARHEL R
T2~ FECT A
¥ %] 5 Hoenfz 33 s
o HoAR M RAY T FEHEE | R g
(Pearson o d BN R e
Correlation) SR
TR KR A ER

\\\

B BB P T B
r@ﬁomﬁxpw@wgﬂwwﬁ~;

£
*
\l; )%

3

3.4.1 4 F HAp B

3 &A A4 (001 T TA P ERETE > QT TSI
MR e 5 - BRIEL AT ¥ - BRATHZ 73 3‘ FLengg <
s LARK o 5 - BRAR P T - BRATLLG mm%J
%L\ P ARRE o B RIS F L OMEY 54 T f'%ﬂ'%l

SARR R AP E T S f > 2 8 #Efaéﬁﬁimmﬁé*
ﬂiﬁvf? o AP M PP AAL B P Rt A2 2 % :
#p B# (Pearson Correlatlon)n\&# g B B BRATE FAR
#¢(Karl Pearson) #73% ! ...

Egghe & Leydesdorff(2009)E!'J WA E AP b ik 2hg orimih [ -
R AR AR T R E SRR AR R L A AR M
TR OFANEE - BRI A FA DA L AR ARR o

@ 1uga(2010)45 &1 & f #4p BE 0% <2 - B & & (dimensionless) <
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iﬂﬁ"’ Bk A-1~12 > Toag kK b g?;}if’;mﬁﬁ_&g %o @ _%J_-;‘B:_Qr;\:
Lo xfoyd 03 s RRGSR LA FRE LA S RbyfE2 i
T d xfrydt p B sE o2 o RS L %_p Xfry el £

R = cov(x,y) — M(xy)—-M(x)M(y) = [_1 1] (1)
Ox Ty Ox Oy ’

R:iA f 4p M T2 e

Cov(x,y) : xfryens % B #ic

O, - aﬁ_’ﬁ"'@i

M(a) : ashd jisL 35iE
;J‘-?-r%“‘;‘ R>0 & £ Xi\‘g'%g yJJ g—— A‘ifﬂ’%“ » m R<0 X £ Xf@iét Yy
Foaog®] o R0 ™S 5 mApbL e

3427 3 55 1 & B
4] 33 47 RS B EFB R FAHEM A 7

W3-3. 58 b6 FA HEGRTIEN AL
SEEL!
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Frd s R%ERENE: s Hpaie
41ESBBERG S T A

AFLIEIRIEHNFIMEBZERBE LG FALEBE PR
mﬁ@%ﬁ@%%ﬂ&pfmﬁ)1@44«wauaMAﬁmm
Z H IR I+ b 'k 7= 3% 2 (Cloud Computing Security Risk Assessment,
CCSRA)v‘ B E RSTR B & s (High)dh & 11 2 35 80T A T
shNE 2 v (hA3p4? 5 5358358355 % 23T A B
NEREELRF 9 0 YL ORI 299 HBEZ 12 FA)

R.1 LOCK-IN
Probability HIGH Comparative: Higher
Impact MEDIUM Comparative: Equal
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