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以區塊鏈技術為基礎之電子發票平台研究 

研究生：苗華斌    指導教授：楊建民 

國立政治大學商學院經營管理碩士學程 

摘要 

目前，因應不同需求與應用情境的各式電子發票系統已被建立。儘管電子發

票系統、區塊鏈技術與其相關的文件及平台已經存在，許多研究學者及廠商仍希

望推展此技術並應用於其它領域。 

本研究的目的在以區塊鏈技術為基礎建構電子發票平台，希望提出一種區塊

鏈技術的新應用情境。首先，透過資訊計量學的方法分析 980 篇電子發票及區塊

鏈的相關文獻以了解電子發票及區塊鏈的發展；接著，探討比特幣(Bitcoin)與區

塊鏈(Blockchain)間的重要觀念與技術；最後，利用區塊鏈技術中的一種以太坊

(Ethereum)來建立電子發票平台。 

本研究中六項建構電子發票系統的需求如資料完整性、可驗證性、可用性、

可稽核性、不可否認性與可溯源性可被達成。此架構不僅適用於發行一般的消費

性電子發票更適用於向企業提供短期資金借貸如發票融資的應用情境。未來，在

不同的實作需求下，將可探討整合區塊鏈另一項技術開放鏈(Openchain)以建立混

合公開與私有節點的應用。 

關鍵字：電子發票、區塊鏈、比特幣、以太坊、開放鏈 
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A study of e-invoice system based on Blockchaintechnology 

Student: Scott Miau    Advisor: Jiann-Min Yang 

Executive Master Of Business Administration 

National Chengchi University 

Abstract 

Different e-invoice systems are designed to meet different needs and application 

scenarios. Although these systems areuseful and readily available, researchers and 

businesses hope to be able to expand the coverage of e-invoice systems using 

Blockchain technologies.  

This study proposes an e-invoice system based on Blockchain technologies which 

shows anotherapplication scenario of Blockchain technology and e-invoice system. 

First, a review of about 980 publicationson e-invoicing and Blockchain was carried 

outwithinformetrics used for further analysis so as to better understandthe 

development of e-invoice and Blockchain technologies. Second, the concepts and 

mechanisms of Bitcoin and Blockchain technologies were reviewed. Finally, an 

e-invoice system based on Ethereumwas proposed. 

The proposed system meets the six needs of an e-invoice system: integrity, 

authenticity, availability, auditability, non-repudiation and traceability. It is not only 

suitable for issuing general invoices but also can play a role in further invoicing 

applications such as invoice financing as well as agri-food supply chain traceability. 

In the future, Openchain or hybrid Blockchain infrastructure that combines public and 

private nodes can be consideredfor use in this proposed e-invoice system.  

Keywords: e-invoice, Blockchain, Bitcoin, Ethereum, Openchain  



 

iii 

 

目次 

 

Chapter 1 Introduction ................................................................................................... 1 

1.1 Research background ....................................................................................... 1 

1.2 Purpose of this research ................................................................................... 4 

Chapter 2 Literature review ........................................................................................... 6 

2.1 Development of e-invoice platform in Taiwan ................................................ 6 

2.2 E-invoice studies worldwide ............................................................................ 8 

2.3 Blockchain technologies and developments .................................................. 11 

2.3.1 The background of Bitcoin and Blockchain technology ..................... 11 

2.3.2 Blockchain applications ...................................................................... 12 

Chapter 3 Research methods ........................................................................................ 27 

3.1 Informetrics .................................................................................................... 27 

3.1.1 Introduction ......................................................................................... 27 

3.1.2 Data collection and categorization ...................................................... 28 

3.2 Bitcoin and the Blockchain technology ......................................................... 30 

3.2.1 Transactions ........................................................................................ 30 

3.2.2 A block ................................................................................................ 32 



 

iv 

 

3.2.3 The block header ................................................................................. 33 

3.2.4 Merkle tree .......................................................................................... 36 

3.2.5 Mining ................................................................................................. 37 

3.2.6 Proof-of-work ..................................................................................... 37 

3.2.7 Confirmations ..................................................................................... 39 

Chapter 4 Results ......................................................................................................... 41 

4.1 Using Informetrics to analyze the publications and patents for e-invoice and 

Blockchain ........................................................................................................... 41 

4.1.1 The results of using Informetrics for e-invoice ................................... 41 

4.1.2 Results of using informetrics for Blockchain .............................. 49 

4.2 Developing an e-invoice platform based on Blockchain technology ............ 56 

4.2.1 Proposed solution ................................................................................ 56 

Chapter 5 Conclusions, discussions and future works ................................................. 66 

5.1 Conclusions .................................................................................................... 66 

5.2 Discussions .................................................................................................... 68 

5.3 Future works .................................................................................................. 69 

References .................................................................................................................... 71 

Appendix - A ................................................................................................................ 80 



 

v 

 

Appendix - B ................................................................................................................ 83 

Appendix - C ................................................................................................................ 87 

 

  



 

vi 

 

表次 

 

Table 1 : Sample list of altcoins projects ..................................................................... 14 

Table 2 : Blockchain application examples from Ledra Capital .................................. 15 

Table 3 : Sample list of famous Blockchain 2.0 projects ............................................. 19 

Table 4 : The list of Openchain roles ........................................................................... 22 

Table 5 : The number of e-invoice publications (before 1996~2016 Q1) .................... 42 

Table 6 : Statistics of top 20 authors’ nationalities in e-invoice publications .............. 45 

Table 7: A N-gram analysis example of a sentence ..................................................... 45 

Table 8 : One-gram, two-gram and three-gram analysis of e-invoice metric terms .... 47 

Table 9 : The summary of Blockchain publications (before 1996~2016Q1)............... 50 

Table 10 : Statistics of top 20 authors’ nationalities in Blockchain publications ........ 53 

Table 11 : One-gram, two-gram and three-gram analysis of Blockchain metric terms 

(2008 ~ 2016Q1) .................................................................................................... 54 

Table 12 : The stop word list ........................................................................................ 80 

Table 13 : The manual exceptions ................................................................................ 83 

 

  



 

vii 

 

圖次 

 

Figure 1: 20 non-financial use cases for Blockchain technology from GrowthPraxis 13 

Figure 2 : The currency category of crypto technologies from EBA ........................... 16 

Figure 3 : The asset registry category of crypto technologies from EBA .................... 17 

Figure 4 : The application stacks category of crypto technologies from EBA ............ 17 

Figure 5 : Example of foreign exchange and remittance via asset-centric technologies 

from EBA ............................................................................................................. 18 

Figure 6 : Example of Ethereum Block #1526387 and an Ethereum node ................. 21 

Figure 7 : The Openchain instances ............................................................................. 22 

Figure 8 : Partial list of domains for sale on dotbit.me ................................................ 24 

Figure 9 : The relationships among subfields of informetrics ..................................... 28 

Figure 10 : The infrastructure of transactions .............................................................. 31 

Figure 11 : Block links to the parent block by referencing the parent block’s 

blockhash .............................................................................................................. 32 

Figure 12 : The genesis block ...................................................................................... 33 

Figure 13 : The Block #411546 ................................................................................... 33 

Figure 14 : The example of block height ..................................................................... 34 

Figure 15 : The conversion of compact format to target threshlod value .................... 35 

Figure 16 : Merkle tree sample .................................................................................... 36 

Figure 17 : The Merkle Path Sample ........................................................................... 37 

Figure 18 : Proof-of-work flow.................................................................................... 39 

Figure 19 : Block confirmation example ..................................................................... 40 

Figure 20 : The searching condition of e-invoice topic ............................................... 42 



 

viii 

 

Figure 21 : Distribution of e-invoice publications by publication year (before 

1996~2016 Q1) ..................................................................................................... 43 

Figure 22 : Distribution of e-invoice publications by publication year (without 

including the data before 1996) ............................................................................ 44 

Figure 23 : Pie chart of top 20 authors’ nationalities in e-invoice publications .......... 44 

Figure 24 : The e-invoice patent searching condition for Taiwan Patent Search System

 .............................................................................................................................. 49 

Figure 25 : Distribution of e-invoice patents by year of approval year from Taiwan 

Patent Search System............................................................................................ 49 

Figure 26 : The searching condition of Blockchain topic ............................................ 50 

Figure 27 : The trend of Blockchain publications (before 1996 to 2016 Q1) .............. 51 

Figure 28 : The trend of Blockchain publications (from 2008 to 2016Q1) ................. 52 

Figure 29 : Pie chart of top 20 authors’ nationalities in Blockchain publications ....... 52 

Figure 30 : The Blockchain patent searching condition .............................................. 56 

Figure 31 : The reverse tree-like structure of the typical existing e-invoice system ... 57 

Figure 32 : Relationship between none or multiple e-invoice hashes with the current 

invoice .................................................................................................................. 59 

Figure 33 : Digital signing of an e-invoice .................................................................. 60 

Figure 34 : E-invoice corresponding data in an Ethereum transaction ........................ 61 

Figure 35 : The distributed infrastructure of e-invoice system based on Ethereum .... 62 

Figure 36 : The e-invoice Blockchain .......................................................................... 63 

Figure 37 : Forward and backward trace examples ..................................................... 65 

 

  



 

1 

 

Chapter 1 Introduction 

1.1 Research background 

The invoicing process includes issuing and sending of an invoice by the supplier 

to the customer when the purchase transaction is completed. Each invoice records 

transaction details such as supplier (issuer), customer (receiver, buyer), transaction 

date, time, product quantity, monetary value and so on. Tax invoices issued by a 

registered supplier play a significant role in the country’s tax system. Tax evasion 

involves an individual or corporation misrepresenting income to the government by i) 

issuing fake invoices with incorrect amounts, or ii) not issuing invoices after 

completing transactions. The rapid adoption of e-invoicing is based on the belief that 

electronic systems can reduce the tax evasion problem and cut down the cost and time 

of issuing a paper invoice. Common advantages of e-invoicing included but are not 

limited to the following (Arendsen& van de Wijngaert, 2011): 

 Reduced costs: e-invoicing removes the cost of sending invoices by post or 

delivery service; 

 Immediate querying: customers can easily checkinvoice status from delivery 

through to payment; 

 Quick processing: e-invoices are delivered in real time and the customer can 

search for the invoice online; 
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 Security: each e-invoice carriesa digital signature and is only accessible 

toauthorizedusers; 

 Environmental protection: e-invoicing reducesgreenhouse gas emissions by 

doing away with printing, sending, storing and destroying of paper; 

 Avoidance ofhumanerror: transaction data in e-invoices is filled in 

automatically by server, avoidingdata input error by humans; 

 Reduced tax evasion: storing and uploading tax invoices to the tax authority’s 

central server makes it near impossible to evade tax. 

Many different e-invoice systems are designed to meet different needs and 

application scenarios. For example, the E-Invoice Integrated Platform in Taiwan is a 

cloud-based system controlled by the Taiwan government to reduce tax evasion. 

China’s Golden Tax Project and the e-invoice system of South Korea also have the 

same purpose. However, in Europe, suppliers and buyers come from different 

countries and most countries there have their own e-invoicing implementations. Some 

large or mid-sized companies design invoicing processes either on their own or in 

collaboration with e-invoice system providers. In consideration of such diversity, the 

European Electronic Invoicing Framework (EEIF) was proposed to improve 

interoperability across Europe. Denmark’s OIOXML electronic invoice (Cimander, 

Kubicek&Brun, 2007) and Finland’s Finvoice (Karlsson, 2008) are two leading 

e-invoice systems with formats different from EEIF.    

 As described above, e-invoice systems generally focus on reducing tax evasion 

and building links between suppliers and buyers. The technical emphasis is often on 

establishing an electronic data interchange channel for data transmissions, and 
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transaction related information are stored in centralized databases like data 

warehouses that are controlled by governments, banks or other e-invoicing operators 

for further processing.   

Blockchain, the technology underlying Bitcoin,presents another opportunity to 

integrate with current e-invoice systems. At the end of 2008, Bitcoin and the concept 

of Blockchain that was proposed by the pseudonymous Satoshi Nakamoto (2008) 

hadbecome popular and brought a new revolution to the world, especially the finance 

industry. Compared with the current centralized system, Blockchain technology is a 

peer-to-peer decentralized system that does not rely on a third party to act as the 

authority for currency issuance or transaction validation. Transactions can be in the 

form of a block that can link with other blocks to become a chain of blocks.  

 The application of Blockchain technology is not limited to thefinance industry. In 

2015, the Securities and Exchange Commission (SEC) approved a plan by online 

retailer Overstock.com to issue company stock using Bitcoin’s Blockchain that could 

eliminate the unnecessary middlemen who have traditionally controlled the market 

(Cade Metz Business, 2015). The UK Government Chief Scientist, Sir Mark Walport 

(2016) also set out how Blockchain technology could transform the delivery of public 

services. Estonia, which already uses Blockchain technology for citizens to check the 

integrity of their records on a government database,will soon deploy another 

Blockchain-based system to secure over 1 million patient healthcare records (Palmer, 

2016). 
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1.2 Purpose of this research 

Although e-invoice systems, Blockchain technologies and various platforms are 

readily available, many researchers and businesses are still attempting to expand 

coverage. The Blockchain-based e-invoice system proposed in this study provides 

another application scenario of Blockchain technology and e-invoice system. The 

system is not only suitable for issuing general invoices but also can play a role in 

associated applications such as invoice financing and supply chain authentication. 

Invoice financing is a way for business to borrow money based on receivables 

from customers. A percentage of the invoice amount will be paid to the lender as a 

borrowing fee in which can overcome the long waiting problem of customers. The 

lender limits its risk by not advancing 100% (usually 60%–70%) of the invoice 

amount to borrowing businesses. However, there still exists the risk that some 

customers might never pay their invoices. Presently, in Taiwan, banks will do a credit 

investigation of the borrowing business through the third-party Joint Credit 

Information Center (http://www.jcic.org.tw/main_ch/index.aspx). This third-party 

verification comes at a cost and adds extra time to the process. With Blockchain, the 

middleman could be cut out. For the borrowing business, the credit, transaction or 

income history would be instantly verifiable and its ownership can be established 

easily.  

Public concerns about the safety and reliability of food supplies have grown over 

the past few years. Although many governments have taken actions, such as building 

food clouds, food safety problems are still not easy to resolve, especially if large 

unregistered factories and food providers are involved. Together with the growing use 
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of sensors such as RFID in the food supply chain, Blockchain technology could 

provide a more transparent way to present and access food data. Tian (2016) analyzed 

the advantages and disadvantages of using RFID and Blockchain technology in 

building an agri-food supply chain traceability system and demonstrated the building 

process. The system would effectively guarantee food safety by gathering, 

transferring and sharing data on food atthe production, distribution and selling stages. 

In order to gauge research developments in e-invoicing and Blockchain 

technologies, we reviewed about 980 publications on same, using informetrics for 

further analysis to understand the development trends of e-invoice and Blockchain 

technology.The concepts and mechanisms of Bitcoin and Blockchain technologies 

were then reviewed. Finally, an e-invoice system based on Blockchain technologies 

was proposed that can satisfy six key criteria: integrity, authenticity, availability, 

auditability, non-repudiation and traceability.  

 This study is organized as follows. Chapter 2 reviews current e-invoice and 

Blockchain literature. Chapter 3 describes the research methods of two experiments. 

Chapter 4 presents the results from informetrics analysis and proposes an e-invoice 

system based on Blockchain technologies. Chapter 5 discusses and concludes the 

study.  
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Chapter 2 Literature review 

2.1 Development of e-invoice platform in Taiwan 

The main purpose of adopting an e-invoice system is to reduce tax evasion 

through complete and stable validation and auditing mechanisms (Koch, 2012). 

Unlike other countries, in Taiwan,every invoice needs to follow a uniform format 

specified by the government in 1950 (Ministry of Finance R.O.C, 2009). Product 

names, amounts, other product related information, and the ID of an issuer which has 

been assigned by the government are recorded. Using such IDs, the government can 

trace transactions and collect taxes from issuers.  

The first Taiwan e-invoice system was introduced by the Ministry of Finance in 

November 2000 to facilitate auditing and tax validation and to do away with paper 

invoices. In 2004, the Promotion Project of E-invoice was proposed to encourage 

businesses to use the system. With the rapid development of ERP and MIS systems in 

2005, some large IT companies started to integrate the e-invoice with their ERP or 

MIS systems. Approximately 50% of cost reduction due to speeded up transaction 

processing and reduced human error were recorded (Ministry of Finance, R.O.C, 

2005). In 2006, the B2B and B2C E-Invoice Integrated Platform service was 

startedthat offered more paperless functions, invoice certification and static analysis 

(https://www.einvoice.nat.gov.tw/). A cloud based platform,the E-Invoice Integrated 

Platform provides a portal for consumers, government agencies and businesses to 

exchange and query invoice information. It won the Future Government Award for 

Public Sector Organization in 2011 (Futuregovt, 2011).Lian (2015) conducted an 
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empirical study based on the Unified Theory of Acceptance and Use of Technology 2 

(UTAUT2) to understand the critical factors for the adoption of E-Invoice Integrated 

Platform in Taiwan.  

UTAUT is a technology acceptance model that was proposed by Venkatesh 

(2003) and others which in turn depends on PE (Performance Expectancy), EE (Effort 

Expectancy), SI (Social Influence) and FC (Facilitating Conditions) factors. However, 

such factors are insufficient to appropriately explain the technology adoption of 

consumers, HM (Hedonic Motivation), PV (Price Value) and HT (Habit) were added 

and developed UTAUT2 (Venkatesh, Thong &Xu, 2012). 

In Lian’s experiment, 251 valid questionnaires were received. The results 

indicate three significant effects on the intention to adopt e-invoices: effort 

expectation, social influence and trust in e-government. Joung et al. (2014) also 

estimated the effects and obstacles of e-invoice adoption in Taiwan. According to their 

study, consumers are influenced more strongly by technological and social factors. 

For businesses, the important aspects include institutional, legal and educational 

factors. The government should consider these factors when implementing e-invoices.  

Some new applications of e-invoice in Taiwan were proposed that considered 

new frontiers such as mobile devices and IoT. Chen (2012) sharedhis experiences 

designing APIs for Taiwan uniform e-invoices. These APIs allow consumers to obtain 

e-invoices immediately after making payment transactions on their smart phones. At 

present, e-invoices are used in several application scenarios such as online shopping 

and so on. Chang et al. pointed out that a mobile system could be designed by 

ergonomic techniques to connect e-invoices to the Web (Chang et al., 2013). Other 

types of data exchange techniques such as NFC for smartphones were discussed. A 
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NFC-based e-invoice system is currently being tested within Taiwan’s larger e-invoice 

system (Cha et al., 2014). 

2.2 E-invoice studies worldwide 

From the 1960s, businesses and their trading partners began to establish data 

links in order to be able to transfer documents such as purchase orders. Subsequently, 

electronicdata interchange (EDI) was developed. Soon after, the very first prototype 

of an e-invoice system was exhibited and gainedmuch attention from businesses 

around the world. 

There are many e-invoice systems in the world, with each differentiated by 

language, cultural, legislative and other factors. Depending on the needs, there are two 

models for e-invoice systems: 

(1) Centralized model: Such a model is in use in Asia, Latin America and some 

South and East European countries. Designed and implemented by the 

government, its main purpose is to reduce tax evasion. Suppliers and buyers 

send invoice data in electronic format after completing the transaction, upon 

which it can be validated and audited in real time. VAT declaration and tax 

collection thus become easier and more efficient. Adoption-wide, Singapore, 

Hong Kong, Taiwan and South Korea are the leaders in Asia. The 

government, shipping and retail industries play key roles in the B2B/B2G 

segment in Asia (Koch, 2016). 

 China: In order to reduce tax evasion, China in 2012launched a project 

called the “Golden Tax Project (GTP)” which uses information 
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technologies to improve compliance with China’s VAT laws. In 2013, 

further regulations were added. The online e-invoice system requires 

taxpayers to register accounts on the system and input the required 

information; one “fapiao” will be issued online for each transaction (Wu, 

2013). 

 Turkey: About two billion invoices are processed annually in Turkey. 

The country’s centralized e-invoice system was developed by the 

Turkish Revenue Administration (TRA). Some third-party service 

providers interconnect with the system. Around 12,000 users connect to 

the e-invoice system directly and 35,000 users connect to it through 

third-party services. An e-archive was recently introduced as a new 

version of e-invoice (Koch, 2016).  

(2) Decentralized model: This model is used in North America and some 

European countries. Unlike in Asia, where the government or a centralized 

organization owns the e-invoice system, large or mid-sized companies own 

the e-invoice systems in these countries. Some e-invoice network operators 

offer services and can interlink with other providers. Due to different 

legislative regulations, suppliers and buyers in most of the countries use 

e-invoicing on a voluntary base (Koch, 2016). Northern European countries, 

in particular Denmark, Finland and Norway are leaders when it comes to 

adoption.  

 Denmark: since 2005, e-invoice has been mandatory for suppliers to 

the public sector. All invoices need to follow a particular format called 

“OIOXML electronic invoice”specified by the Danish government. 
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OIOXML refers to a common public language in the XML format to 

ensure that information can be exchanged in a uniform way (Cimander, 

Kubicek&Brun, 2007). Currently, the e-invoice system had already 

achieved full supply chain automation, including for e-procurement. 

 Finland: “FInvoice” was designed in 2003 by Finnish banks which 

used an XML syntax named ebXML to format invoices. The ebXML is 

like an envelope file with the additional use of ePI (Electronic Payment 

Initiator) standard (Karlsson, 2008). 
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2.3 Blockchaintechnologies and developments 

2.3.1The background of Bitcoin and Blockchain technology 

 In the late 1980s, cryptography started to become broadly known and understood. 

Many researchers began to use cryptography to build digital currencies. Chaum (1983) 

introduced a project using the blind signature, a digital signature that blinds the 

message in a setting with a central server that is trusted to prevent the 

double-spending problem. Although these earlier digital currencies worked, the 

central clearinghouse used to settle transactions were prone to data leakage as third 

parties were involved.  

A new revolution in the global finical industry started at the end of 2008 when 

the pseudonymous Satoshi Nakamoto (2008) proposed a peer-to-peer electronic cash 

system called Bitcoin that combines other inventions such as b-money (Dai, 1998), 

time-stamping (Bayer, Haber &Stornetta, 1991; Haber &Stornetta, 1993; Avila, 

Massias&Quisquater, 1999), Hashcash (Back, 2002) and Merkle Tree (Merkle, 1980) 

to create a decentralized system that does not rely on third parties to authorize 

currency issuance or transaction validation. 

Bitcoin, the digital cash is denoted as BTC or Btc, the unit of currency to store 

and transmit value among users in the Bitcoin network. The Bitcoin network 

comprises a wide range of computing devices (mainframes, laptops and smartphones) 

and is easily accessible. Unlike traditional currencies, Bitcoin is one of the 

best-known virtual cryptocurrencies which Blockchain, the technology that enables 

the existence of cryptocurrency was invented.  
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Each user of the Bitcoin system owns the key pair thatincludes one private key 

and one public key in a digital wallet that is used to prove ownership of the 

transactions in the Bitcoin network. That is, every transaction requires a valid 

signature from the users, which can only be generated by valid keys to be included in 

the Blockchain. The public key is used as the Bitcoin address to receive Bitcoin sent 

by the other users; the private key is used to unlock the value and spend it or transfer 

it to a new recipient. 

Bitcoin is a decentralized, peer-to-peer system; no mint or central bank issues 

Bitcoin. Bitcoin is created as a reward through a competitive process called 

“mining”in which Bitcoin users as miners use their computers to find the solution of a 

mathematical problem. The way to find a solution is called “proof-of-work”. After 

mining, the first miner who finds the solution wins the competition, gets the Bitcoin 

reward, and can link the block to the chain, a public ledger known as the Blockchain.  

 

2.3.2 Blockchain applications 

Blockchain, the technology underlying Bitcoin, which uses a peer-to-peer 

network to authenticate transactions, is the most important computing invention of 

this generation. Many institutions have invested in developing Blockchain technology 

and are applying it in many different application areas. For example, to handle 

transactions beyond traditional financial transactions, the Blockchain mechanism can 

replace the need for the physical signature to an escrow account; for non-financial 

applications, Blockchain can be used as a way to prove authentication between 

exchanges, such as for digital content or art. Figure 1 is from GrowthPraxis, a 
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payment-specific research and consulting firm, which has identified 20 non-financial 

use cases for Blockchain technology. 

 

 

Figure 1: 20 non-financial use cases for Blockchain technology from GrowthPraxis 

 The Blockchain revolution is broken down into three categories: Blockchain 1.0, 

2.0 and 3.0. Blockchain 1.0 is the application associated with cryptocurrencies usedin 

digital payment systems. Blockchain 2.0 includes the entire economical market that 

uses the Blockchain to extend traditional transactions, such as stocks, bonds, and 

smart contracts. Blockchain 3.0 encompasses applications beyond those covered by 

Block 1.0 and 2.0, such as vote counting, digital health records and digital art (Swan, 

2015). In the following, different kinds of Blockchain inventions or applications for 

Blockchain 1.0, 2.0 and 3.0 will be briefly introduced.  
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2.3.2.2 Blockchain 2.0 – the applications of economic markets and 

contracts 

As Blockchain becomes more widely understood, many institutes have started to 

focus on how it affects existing industries. Born of Bitcoin, Blockchain 1.0 

established the decentralized public ledger concept and the reality of new digital 

currencies. Blockchain 2.0 took form in 2014 and saw innovators shifting from 

currencies to other asset types (Swanson, 2014). Blockchain 2.0 protocol has the same 

cryptocurrency decentralized technical architecture model and either uses the Bitcoin 

Blockchain or forms its own separateBlockchains. The core idea is that different kinds 

of asset transactions can be registered, confirmed and transferred through the 

decentralized ledger of Blockchain. Ledra Capital (2014), a privately held group 

focused on growing great organizations, opened a brainstorm list to discuss what 

could be implemented in a Blockchain model. The list includes 84 applications 

grouped into 7 categories. Table 2 lists some of the categories and applications.  

Table 2: Blockchainapplication examples from Ledra Capital 

Category Application examples 

Financial Bonds, Voting rights, Crowd funding, Loan records 

Public Records Vehicle registries, Business licenses, Business 

ownership records 

Private Records Contracts, Signatures, Trusts, Escrows 

Physical Asset Keys Home keys, Hotel room keys, Car keys, Locker 

Semi-Public Records Degrees, Certifications, HR records, Delivery records 

Intangibles Coupons, Vouchers, Movie tickets, Patents, Copyright 

Other Sim cards, Documentary records 
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In 2015, the Euro Banking Association (EBA, 2015) presented an analysis of 

cryptotechnologies in four relevant application categories. These categories are: 

1. Currency: Cryptotechnologies of this categoryinclude the Bitcoin protocol 

discussed earlier. Examples include Bitcoin, Litecoin, Dogecoin and other 

cryptocurrencies that belong to Blockchain 1.0. Figure 2 is the currency category 

of cryptotechnologies from EBA. The nodes take responsibility for issuing 

currencies, validating and transferring. 

 

Figure 2: The currency category of cryptotechnologies from EBA 

2. Asset registry: This protocol overlays information on top of the Bitcoin. It uses 

Blockchain to register assets by referencing a transaction with an existing asset, 

such as a car or house. The owner of the private key is also the owner of that asset. 

Figure 3 shows the asset registry category of cryptotechnologies from EBA. 

Examples from this category in Blockchain 2.0 are Mastercoin, Colored Coin and 

Counterparty. 
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Figure 3: The asset registry category of cryptotechnologies from EBA 

3. Application stacks: An application stack is not a clone of Bitcoin, but provides a 

platform that is a complete independent design and implementation on top of the 

decentralized network. Figure 4 showsthe application stacks category of 

cryptotechnologies envisaged by EBA (EBA, 2015). Examples include the smart 

contracts proposed by Ethereum and NXT. 

 

Figure 4: The application stacks category of cryptotechnologies from EBA 
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4. Asset-centric technologies: There are a number of Bitcoin competitors that offer 

their own payment networks in a shared ledger but without using the consensus 

mechanism based on proof-of-work. These nodes are private and consensus is 

organized between participants directly and some of these participants are stand 

for building a gateway to convert assets, such as Ripple and Namecoin. Figure 5 

showsEBA’s example of foreign exchange and remittance via asset-centric 

technologies. 

 

Figure 5: Example of foreign exchange and remittance via asset-centric 

technologies from EBA 

Table 3 containsa sample list of famous Blockchain 2.0 projects from outside the 

currency category. Ethereum and Openchain are described in detail in the following 

sections; the latter is an open source distributed ledger with private nodes. 
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Table 3: Sample list of famous Blockchain 2.0 projects 

EBA Categories (2015) Year Project Name & URL Description 

Asset Registry 2013 Mastercoin 

http://www.omnilayer.org/ 

Mastercoin is an extended Bitcoin platform that uses MST tokens to 
represent different applications such as contracts and decentralized asset 
exchanges. A special Bitcoin address called “exodus”is used to send and 
receive the transactions. 

2015 Colored Coins 

http://coloredcoins.org/ 

The foundation of colored coins is a protocol that overlays a ticker 
symbol and a unique hash as a color on small amounts of Bitcoin. Color 
refers to giving a special meaning of other smart assets. 

2015 Counterparty 

http://counterparty.io/ 

Counterparty enhances Bitcoin transactions by using the OP_RETURN 
operator in Bitcoin’s script language to record the data of additional 
meaning. 

Application Stacks  2013 NXT 

https://nxt.org/ 

NXT implements a whole new Blockchain by developing a new 
consensus“proof-of-stake” algorithm.  

2015 Ethereum 

https://ethereum.org/ 

Ethereum is a completely independent new contract process platform in 
which every contract is a programthat can store, send and receive data 
and can run on every node in the system. That is, every Ethereum 
contract acts as an autonomous software agent in this decentralized 
system. 

Asset-centric technologies 2013 Ripple 

https://ripple.com/ 

Ripple creates a federated system for currency exchange and a smart 
contract system called Codius without using the Bitcoin consensus 
mechanism based on proof-of-work.  
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Ethereum – A next-generation cryptocurrency and decentralized application 

platform 

Ethereum was invented by VitalikButerin in 2013. AHomestead versionwas 

published in 2014 (Wood, 2014) as a next-generation cryptocurrency and 

decentralized application platform (Buterin, 2014). More than a Blockchain or a 

protocol overlaid on a Blockchain, Ethereum is a platform with programmable 

transaction functionality that can run all applications like a unified development 

computing machine. Figure 6 shows an example of Ethereum Block #1526387 and an 

Ethereum node. In this block, there are two different types of transactions. 

“Transaction” or “a sending transaction” is a standard transaction that includes the 

Ethereum currency “Ether (ETH)” and messages. Contract Internal Transaction or “a 

contract creating transaction” is another type. This kind of transaction looks like a 

standard transaction with a blank receiving address and contains codes that are 

defined by creators to interact with other contracts, store data and be executed. 

Ethereum node is a full node that runs the decentralized virtual machine (Ethereum 

Virtual Machine, EVM) for program execution (Patron, 2016). Externally owned 

account (EOA) and Contract these two different accounts are included in an Ethereum 

node. EOA is controlled by a private key for sending Ethers and messages. Contract 

has its own code. The Contract Internal Transaction is compiled into bytecode by 

Contract before being deployed to Blockchain. There are four purposes of Ethereum 

contract (Vogelsteller, 2016): 

(1) To represent some useful information by maintaining a data store, 

(2) To provide a more complicated access policy by serving a list of externally owned 

accounts, 

(3) To manage an ongoing contract or relationship between multiple users, and 
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(4) To serve as a software library or provide functions to other contracts. 

 

 
Figure 6: Example of Ethereum Block #1526387 and an Ethereum node 

Openchain 

Openchain was unveiled in 2016 by Coinprism, a Blockchain technology 

company that developed the open assets standard of the “Colored Coins”. Unlike 

Bitcoin, which is based on a decentralized public ledger, Openchain is suited for 

organizations that wish to build and share digital assets in a secure and scalable way 

without involving public or unknown computing nodes (Das, 2015). Every transaction 

in the Openchain is signed and directly chained with another. The client-server 

architecture built into Openchain provides a more efficient system with no 

proof-of-work consensus. Since there is no miner, transactions are instantly and 

directly validated and processed without any transaction fees. Figure 7 shows 

Openchaininstances. Openchain instances are like nodes in Bitcoin and act as 

computing machines in the Openchain network; instances can connect together. 

However, every instance is not public and is controlled by the organization.According 

to the exchanges of assets, different transaction can be validated by different 
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validators. A gateway acts as a bridge to do the two-way pegging between two 

instances but also can link the instance with the Bitcoin Blockchain. Under this 

mechanism, a proxy with a specific address will be created on the instance to receive 

the Bitcoins. The pegging function can be built when needed (Charlon, 2015). Table 4 

shows the list of Openchain roles.  

 

Figure 7: The Openchain instances 

 

Table 4: The list of Openchain roles 

Role Description 

Client Connect to the validator and submit the signed transactions 

Validator Validate and store the transactions 

Observer Receive copy of read-only ledger, store copy after doing their own 

validation 

Gateway Act as a bridge to do two-way pegging between Openchain instances 

and link the instance with Bitcoin Blockchain as a sidechain 
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2.3.2.3 Blockchain 3.0 – the applications beyond 1.0 and 2.0 

The concepts from Bitcoin such as private-public key pairs, peer-to-peer 

distribution without a trusted party, distributed computing, building the Blockchain 

ledger and issuing the cryptocurrency are not only used in the currency, economic and 

market applications, but also have potential as important elements to be included in 

broad and new inventions.  

 

Distributed Domain Name Service 

 Namecoin (http://namecoin.info/) is a decentralized non-currency alternative 

chain. It is based on a fork of Bitcoin code to support the alternative domain name 

service for .bit domain. The concept of Namecoin is to store key-value pairs (e.g., 

“Google - 173.194.70.113”) and transfer these on the platform. In the traditional 

domain name service, the top-level domains (TLD) such as (.tw) are controlled by the 

government or specific institutes. However, the decentralized domain name system 

lets anyone own the TLD and the DNS lookup table is like a public ledger that can be 

shared on a peer-to-peer system (Gilson, 2013). “dotbit.me” (https://dotbit.me/) is a 

project for decentralized DNS which is constructed by Namecoin and hosts around 

5,000 domains for sale. Figure 8 shows the domains listed for sale on dotbit.me. This 

key-value pairing mechanism also can be used for similar applications, such as email 

addresses and SSL certifications. 
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Figure 8: Partial list of domains for sale on dotbit.me 

 

Digital Identity 

 Onename (https://onename.com/), which was built on blockstack 

(https://blockstack.org/), launched a Blockchain identity product passcardin 2015. The 

passcard takes advantage of Bitcoin’s key-pair and distributed ledger concept to build 

a trustless identity by creating a digital key to replace the password. For example, the 

participant uses a short or easy-to-remember username to register a Bitcoin username. 
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The participants can log in the website by clicking the “Login with Bitcoin username” 

button and typing the username. The website will then transfer the username to a 

Bitcoin address and do the validation. In the future, the passcard also can be applied 

to other physical identifications, such as driver license or passport (Maxim, 2015). In 

March 2016, the Australia Post who did most physical IDs also announced it will use 

Blockchain to store digital IDs for the postal service (Keen, 2016). 

 

Digital Voting 

 Current digital voting systems are designed by central institutes. Due to their 

proprietarynature, such voting systems usually have a trustworthiness problem with 

voters and organizations that monitor elections. The essential point of Blockchain 

digital voting system is that in a transaction the voter can give some voting credits or 

coins to candidate recipients. Since every Blockchain data is signed and time-stamped, 

fraudulent activities can be avoided. Noizat (2015) proposed a Blockchain electronic 

voting system by using a simple form of Bitcoin pay-to-script-hash scripts with 2-of-3 

multi-signature addresses. Blockchain Technologies Corp. is applying for a patent for 

a voting system process that uses Blockchain for an extra level of security. The 

company provided the voting system for the 2016 Libertarian Party of Texas State 

Convention in San Antonio (Kastelein, 2016). 

 

 Besides the applications described above, there are many other interesting 

applications of Blockchain technology, such as digital contents, health records, degree 

records, and so on. According to the specific application scenario, the structures, 
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techniques or algorithms of Blockchain will do the appropriate adjustments. However, 

the overall concept of Blockchain is still the same. In the future, when application 

developments are complete and stable, the optimization of different applications may 

be proposed. 
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Chapter 3 Research methods 

This chapter describes the research methods for two experiments. In the first 

experiment, around 980 publications on e-invoice and Blockchain were collected and 

categorized, with general fields including publication year, publication type and 

authors’ nationalities. Term frequency was then used for analysis. In the second 

experiment, the development concepts and mechanisms of bitcoin and Blockchain 

technologies were reviewed and summarized.    

3.1 Informetrics 

3.1.1 Introduction 

Informetrics is defined by Tague-Sutcliffe (1992) as “the study of the 

quantitative aspects of information in any forms, not just records or bibliographies, 

and in any social groups, not just scientists.”Scientometrics, webometrics, 

cybermetrics and bibliometrics focus on the quantitative aspects of science, World 

Wide Web, electronic resources and publications are included in informetrics (Wilson, 

1999). Figure 9 illustrates the relationships among subfields of informetrics (Eom, 

2008). 
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searching condition was used. Data were collected and categorized in April 2016 

using the following steps: 

1. Submitting a specific searching condition to the “expert search” which surveys 

the specific searching keywords in “Title”, “Abstract” and “Keyword”. 

2. Exporting the searching results from database 

3. General categorization according to the following major categories: publication 

year, publication type and authors’ nationalities. 

4. General term frequency analysis: 

(1) Deleting the stop words from the searching result. In this study, the stop word 

list (http://www.lextek.com/manuals/onix/stopwords1.html) contains 431 

words, such as “a”, “the” and so on. For further details of the stop word list, 

please see AppendixA.  

(2) Deleting the manually defined exceptions, such as country names and words 

that belong to other research areas. In this study, 587 manually defined 

exceptions were included. Please see AppendixB for further details.  

(3) Converting all texts to lowercase 

(4) Using the online analyzer (http://tool.motoricerca.info/keyword-density.phtml) 

provided by Motoricerca to do term frequency analysis. 

For Taiwan patent analysis, data was collected from Taiwan Patent Search 

System (http://twpat.tipo.gov.tw/) with timespan limited to 1950 to 2016Q1. A search 

with keywords does not cover all the relevant patents, so specific searching condition 
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was used. Patents were collected and categorized in April 2016 using the following 

steps: 

1. Submitting a specific searching condition which includes the specific searching 

keywords in “Title”, “Abstract” and “Claim”. 

2. Exporting the searching results from the Taiwan Patent System 

3. Classifying patents according to the year patent was approved. 

3.2 Bitcoin and the Blockchain technology 

 Blockchain is the technology underlying Bitcoin and other cryptocurrencies. In 

general, it is an ordered list of blocks which contains transactions across the 

peer-to-peer network. In the following, transactions, blocks, the block header, Merkle 

tree, mining, proof-of-work and confirmations are described further. 

 

3.2.1 Transactions 

The Bitcoin network is full of transactional activity. The transfer data between 

users are encoded and wrapped into the transaction. Maintaining these transactions 

helps users track the payment history. Figure 10 shows the infrastructure of 

transactions. Once a transaction has been created, it is signed by the owner’s private 

key. Each transaction includes the previous transaction and the public key of the next 

owner which is used as the Bitcoin address for receivingBitcoins. 
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Figure 10: The infrastructure of transactions 

 

After the signature has been secured, the transaction is sent to neighboring nodes 

in the Bitcoin network. Every node verifies each transaction before it forwardsit to its 

neighbors. Only validated transactions can be propagated across the Bitcoin network. 

In the Bitcoin network, each node can represent a computer connected to the network 

that performs a collection of functions, such as relaying transactions, linking the block 

as the Blockchain database, mining and offering wallet services. A peer-to-peer 

network architecture is implemented in the Bitcoin network,with all the nodes of 

equal standing. In the transaction transform part, unlike in traditional credit card 

transactions which contain sensitive personal information and need to be transmitted 

via encrypted networks, the Bitcoin transaction is signed and broadcast with no secret 

information. These valid transactions are temporarily stored in the transaction 

memory pool of each node, after which theyare recorded into a file called the block. 
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3.2.2 A block 

A block is the basic unit of the Blockchain. Each block is made up of a block 

header and a list of transactions. Within Blockchain, every block is identified by a 

blockhash which is generated using the SHA256 hash algorithm. Through the 

previous block field in the block header, every block also refers to the previous block 

as the parent block. Thus, blocks link in an ordered chain by referencing the parent 

block’s blockhash. A block can only have one parent block, but can have multiple 

children blocks. Each children block refers to the same parent block’s blockhash. 

Figure 11 shows the relationship between Block #411545 and Block #411546. In the 

previous block field of Block #411546, it references the blockhash of Block #411545. 

That is, Block #411545 is the parent block of Block #411546.  

 

Figure 11: Block links to the parent block by referencing the parent block’s blockhash 

 

The first block in this chain is called the genesis block. It was created by Satoshi 
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Nakamoto in 2009 and does not have a parent block. Figure 12 showsone of the 

genesis blocks.  

 

Figure 12: The genesis block 

 

3.2.3 The block header 

Block header contains the metadata of a block. Figure 13 showsthe metadata and 

transactions of Block #411546 (Bitcoin Block Explorer, 2016). Details of the block 

header fields are explainedas follows. 

 

 
Figure 13: The Block #411546 
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 Number of transactions: record of the number of transactions included in 

the block. 

 Height: refers to the distance from the first block. The first block is at block 

height 0. Figure 14 illustratesan example of block height. The 

dottedrectangle is the 14th block in this chain and the block height is 13. 

 

Figure 14: The example of block height 

 

 Block Reward: a mechanism to encourage the miner. Every time a block is 

found and added to the chain, the miner who found the block is given 

50BTC as a reward. The reward is adjusted for inflation. Starting from 2009, 

for every 210,000 blocks (around 4 years), the reward is decreased by 50%. 

That is, every 4 years, the currency issuance rate is decreased by 50%.  

 Timestamp: record of the creation time of the block. 

 Mined by: the name of the miner. 

 Merkle Root: a root hash value of Merkle tree (see below for 

detailedexplanation). 
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 Previous Block (Hash): a reference to the parent block’s hash value. 

 Difficulty: This is a human readable way to represent how difficult it is for a 

node to find a hash (proof-of-work) below a given target threshold. This 

value is adjustable. The difficulty of the easiest block is 1, meaning it takes 

average 1 time hash to find a valid block.  

 Bits: A compact format of target threshold that is represented by 4 bytes and 

hex-decimal. The first byte represents the number of bits the represented 

number takes up. In Figure 13, the Bits in the Bloc#411546 is 1805a8fa, and 

the target threshold value (32 bytes) is 00 00 00 00 00 00 00 00 05 a8 fa 00 

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00; the node 

need to find a hash value which is smaller than this target threshold value. 

Figure 15 illustrates how to convert the compact format to the target 

threshold value.

 

Figure 15: The conversion of compact format to target threshlod value 

 

 Size: the size of this block. 

 Version: a version number of protocol. 
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 Nonce: a counter used for proof-of-work which is initialized to 0. 

 Next block: a reference to the next block hash value 

 

3.2.4 Merkletree 

 The data structure of Merkle tree initially introduced by Ralph Merkle (Merkle, 

1980) in 1980 proposed complete binary trees for producing multiple one-time 

signatures associated to a single public key. Figure 16 shows the Merkle tree sample. 

T(A), T(B), T(C) and T(D) are leaves at the bottom; the Hash(ABCD) is the root (also 

called Merkle root) at the top. In Bitcoin, all transactions are stored in the blocks. 

Each block’s header will store the Merkle root value used to summarize all the 

transactions and verify whether a transaction is included in this block by combining 

with the Merkle path or authentication path. The Bitcoin Merkle tree is built from 

bottom to top and double-SHA256 hash algorithm is applied to summarize two leave 

values into a parent hash node. In this sample, T(A) is represented as Transaction A. 

H(A) = SHA256(SHA256(TA)) and H(AB) = SHA256(SHA256(HA+HB)). Finally, 

there is only one hash node Hash(ABCD). 

 

Figure 16: Merkle tree sample 

In Figure 17, the Merkle path which contains two hash nodes H(D) and Hash(AB) can 
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be provided as an authentication path for any hash node in this Merkle tree to make 

sure H(C) is included in this block.  

 
Figure 17: The Merkle Path Sample 

 

3.2.5 Mining 

 Mining is a decentralized computational process of adding a block which 

contains transactions to the Blockchain. Its two main purposes are: 

(1) Building distributed trust or consensus 

In a traditional payment system, there exists a central authority to verify and 

clearall transactions. The Bitcoin network has no central authority, with the 

Blockchain created independently by every node. First, every node independently 

verifies each transaction before propagating it to neighbors. Then, mining nodes 

independently aggregate valid transactions into a new block. Finally, nodes 

independently be selected and linked to the Blockchain by solving the mathematic 

problem through proof-of-work. 

(2) Releasing new coins into circulation 

During the mining process, the mining node provides the hardware, energy and 

CPU time inexchangefor the opportunity of getting rewarded;coins are released in 

the reward process. 

3.2.6 Proof-of-work 
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The Bitcoin proof-of-work is a one-way hash algorithm that is similar to the 

hashcash project for spamprotection by Adam Back (Back, 2002). The main goal of 

Bitcoin proof-of-work is each mining node is required to “Find a value x that 

represents the block hash through SHA256 and is smaller than the target threshold 

value”. Figure 18 is the proof-of-work flow. First, the transactions in the candidate 

block, previous hash and the nonce are combined together as the input of SHA256 to 

calculate the hash value. The nonce is meaningless data attached with each block. 

Each time the hash value is bigger than the target threshold value, the nonce will be 

incremented by 1. Because proof-of-work is a one-way hash algorithm, the only way 

to find a good nonce is to try randomly until one turns out to work. Finally, the first 

node that finds the hash value with leading bits of a list of zeroes smaller than the 

target threshold value will win the proof-of-work. The node will link this block to the 

chain, broadcast to other nodes, and also get the reward to issue the coins. 
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Figure 18: Proof-of-work flow 

 

3.2.7 Confirmations 

 Zero confirmation as“unconfirmed”happens when the transaction has been 

propagated to the network but has not been included in the Blockchain. Figure 19 

shows an example of block confirmation. Once transactions are included in a block 

and linked to the chain, the black has one confirmation. According to the conclusion 

of Satoshi Nakamoto’s paper, when there are 5 blocks behind the current block (six 

confirmations), the attacker has only less than 0.1% probability to ever catch up and 

reverse the transaction. By convention, the block with more than six confirmations is 

considered immutable. In the Bitcoin network, a block is generated and linked to the 
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Blockchain in approximately 10 minutes. When the transaction is recorded on the 

Blockchain and confirmed by subsequent blocks, the transaction will become a 

permanent part of the ledger and will be accepted as valid and can be spent. For 

example, if participant A wants to buy a toy from participant B’s toy shop, after six 

confirmations of this transaction, the Bitcoin will successfully be transferred from A’s 

wallet to B. The number of confirmations depends on the Blockchain technology used. 

In Ethereum, a block with more than 10 confirmations is considered immutable 

(Vitalik, 2015). 

 

 

Figure 19: Block confirmation example 
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Chapter 4 Results 

As mentioned in the previous chapter, informetrics can deal with the 

measurement of information phenomena to discover the status and trend of specific 

topics. In this study, e-invoice and Blockchain topics were surveyed from 

ScienceDirect Online (http://www.sciencedirect.com/) and Scopus 

(https://www.scopus.com/) because of their friendly interfaces and popularity in 

academic research. The search range of published date is from 1823/01/01 to 

2016/04/01 and includes books and book series, journal papers, conference 

proceeding papers and other publication types.  

4.1 UsingInformetrics to analyze the publications and 

patents for e-invoice and Blockchain 

4.1.1 The results of usingInformetrics for e-invoice 

Part 1. The general categories according to the publication type, publication year 

and authors’ nationalities 

In order to include the variant forms of terms with the same meaning, such as the 

terms “electric”, “electronic”, “electronical” and the term “invoice” and “invoicing”, 

the publications relevant to e-invoice were searched by using the “expert search” 

function with the specific searching condition. Figure 20 shows the searching 

condition of e-invoice topic. 
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((TITLE-ABSTR-KEY(invoice) or TITLE-ABSTR-KEY(invoicing))and 

(TITLE-ABSTR-KEY(electric)orTITLE-ABSTR-KEY(electrical) or 

TITLE-ABSTR-KEY(electronic) or TITLE-ABSTR-KEY(electronical) )) or 

TITLE-ABSTR-KEY(e-invoice) 

Figure 20: The searching condition of e-invoice topic 

Table 5 shows the number of publications that is related to the e-invoice topic. 

According to the static results, there are 135 conference proceeding papers, 268 

journal papers, 51 books and book series, and 58 other publications. The number of 

journal papersis almost twice more than the conference proceeding papers. However, 

the number of journal papers before 1996 is higher. A check using human input found 

some of these papers to be unrelated to the topic. 

Table 5: The number of e-invoice publications (before 1996~2016 Q1) 

 Publication types 

Published 
year 

Conference 
proceeding 

Journal papers Books & book series Other publications 

Before 1996 9 112 6 3 

1996 2 6 1 0 

1997 2 1 1 0 

1998 2 0 0 2 

1999 1 2 0 1 

2000 2 6 0 3 

2001 1 4 0 2 

2002 0 6 1 6 

2003 1 11 3 4 

2004 5 8 1 5 

2005 4 8 1 10 

2006 10 8 0 5 
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2007 10 5 0 4 

2008 4 12 2 2 

2009 17 5 3 4 

2010 13 17 4 3 

2011 13 18 9 3 

2012 11 9 8 1 

2013 9 8 6 0 

2014 16 7 2 0 

2015 3 14 3 0 

2016 Q1 0 1 0 0 

Total 135 268 51 58 

 

Figures 21 and 22 show the distribution of e-invoice publications by publication 

year. Figure 21 includes data from before 1996 which is obviously higher than the 

other years. From 2008 to 2011, the number of e-invoice publication slightlyincreased. 

From 2012 to 2014 journals, books andbook series and other publications slightly 

decreased (Figure 22).  

Figure 21: Distribution of e-invoice publications by publication year (before 

1996~2016 Q1) 
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Figure 22: Distribution of e-invoice publications by publication year (without 

including the data before 1996) 

Figure 23 and Table 6 show the top 20 distributions of authors’ nationalities. 

Topmost is the United States with 48 publications (18.7%); followed by Germany 

with 28 publications (10.9%) and then Finland with 24 publications (9.3%). It must be 

noted that Taiwan has 11 publications (4.3%) and ranks 8 from the top. According to 

this distribution, the United States, Germany and Finland have most interests in 

studying or developing the associated topic.  

Figure 23: Pie chart of top 20 authors’ nationalities in e-invoice publications 
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Table 6: Statistics of top 20 authors’ nationalities in e-invoice publications 
Top Publication 

counts 
Percentage Countries 

(Authors’ 
nationality) 

Top Publication 
counts 

Percentage Countries 
(Authors’ 
nationality) 

1 48 18.7% US 11 9 3.5% Croatia 

2 28 10.9% Germany 12 8 3.1% Austria 

3 24 9.3% Finland 13 8 3.1% Norway 

4 19 7.4% Spain 14 7 2.7% Sweden 

5 14 5.4% UK 15 7 2.7% Belgium 

6 13 5.1% China 16 6 2.3% Canada 

7 12 4.7% Brazil 17 6 2.3% Mexico 

8 11 4.3% Taiwan 18 6 2.3% Switzerland 

9 11 4.3% Italy 19 5 1.9% Denmark 

10 10 3.9% France 20 5 1.9% Greece 

 

Part 2.Results of term frequency analysis 

A number of terms are used to describe e-invoice developments that are of 

interest here. N-gram analysis, which calculates the number of occurrences of each 

gram,is adopted. Table 7 shows an N-gram analysis example of a sentence. In this 

example, the sentence “This is a thesis” under the one-gram analysis hasfour 

terms:“this”, “is”, “a” and “thesis”.  

Table 7: A N-gram analysis example of a sentence 

Sentence:  This is a thesis. 

N-gram Gram example Terms 

One-gram (N=1) This is a thesis. this, is, a, thesis 

Two-gram (N=2) This is a thesis. this is, is a, a thesis 

Three-gram (N=3) This is a thesis. this is a, is a thesis 
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Table 8 is the one-gram (unigram), two-gram (bigram) and three-gram (trigram) 

analysis of e-invoice metric terms. The main terms are “electronic”“invoice” and 

“data interchange”. Related to these terms are its various verbs (e.g., “invoicing”, 

“data interchanging”) and abbreviations (e.g., “edi”).  

Electronic Data Interchange (EDI) is a standard electronic format for business to 

exchange business documents. Invoicing is one of the most popular applications that 

use EDI. Thus, the terms“edi”, “data interchange” and other related terms belonging 

to the e-invoice publications were discovered and collected (one-gram top17; 

two-gram top5 and top7; three-gram top1, top2, top8 and top10). For example, 

Huemer et al (2014) found traditional EDI standards and XML-based standards 

failedto deliveran inexpensive e-invoice system for SMEs and proposed an e-invoice 

system based on the current ERP system. The other publications discussed 

incorporating e-invoices into the supply chain in order to evaluate the receipt 

settlement, supply chain finance and category spend management (Keifer, 2011; 

Chang et al., 2013)The term “supply chain” and related terms were captured 

(two-gram top6; three-gram top3, top6 and top17). Other terms are related to the tax 

(three-gram top7), security (three-gram top14) and business process. 
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Table 8: One-gram, two-gram and three-gram analysis of e-invoice metric terms 

One-gram Analysis  Two-gram Analysis  Three-gram Analysis 

 Term Count Probability  Term Count Probability  Term Count Probability 

1 electronic 666 1.62% 1 electronic invoicing 118 1.32% 1 electronic data interchange 65 2.65% 

2 system 633 1.54% 2 electronic data 90 1.01% 2 data interchange edi 34 1.39% 

3 invoice 581 1.42% 3 electronic invoice 82 0.92% 3 supply chain management 14 0.57% 

4 data 438 1.07% 4 information system 81 0.90% 4 electronic data processing 13 0.53% 

5 record 435 1.06% 5 data interchange 69 0.77% 5 medium sized enterprises 11 0.45% 

6 invoicing 383 0.93% 6 supply chain 69 0.77% 6 supply chain integration 8 0.33% 

7 service 372 0.91% 7 interchange edi 34 0.38% 7 tax project system 8 0.33% 

8 business 362 0.88% 8 business processes 29 0.33% 8 electronic data exchange 7 0.29% 

9 information 343 0.83% 9 electronic commerce 29 0.33% 9 electronic invoicing adoption 7 0.29% 

10 management 279 0.68% 10 information management 24 0.27% 10 edi electronic data 6 0.24% 

11 process 269 0.66% 11 data processing 23 0.26% 11 electronic bill presentment 6 0.24% 
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12 technology 269 0.66% 12 artificial intelligence 22 0.25% 12 electronic supply chain 6 0.24% 

13 cost 255 0.62% 13 electronic business 21 0.24% 13 electronic tax documents 6 0.24% 

14 document 245 0.59% 14 management system 21 0.24% 14 iso 27001 certification 6 0.24% 

15 company 239 0.58% 15 web service 21 0.24% 15 management information 

system 

6 0.24% 

16 customer 196 0.47% 16 chain management 20 0.22% 16 service oriented architecture 6 0.24% 

17 edi 164 0.40% 17 information technology 20 0.22% 17 supply chain collaboration 6 0.24% 

18 application 145 0.35% 18 business transactions 19 0.21% 18 business event processing 5 0.20% 

19 computer 145 0.35% 19 public sector 19 0.21% 19 buyer seller relationships 5 0.20% 

20 model 122 0.30% 20 public procurement 17 0.19% 20 data management system 5 0.20% 
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Part 3.Distribution of Taiwan patent analysis 

Figure 24 shows the e-invoice patent searching condition for Taiwan Patent 

Search System (http://twpat.tipo.gov.tw/) in this study. Figure 25 describes the 

distribution of e-invoice patents by year of approval. The results show19 utility model 

patents and 9 granted invention patents were applied for and approved. (TI = Title, 

AB=Abstract, CL=Claim) 

(電子發票)@TI OR (電子發票)@AB OR (電子發票)@CL 

Figure 24: The e-invoice patent searching condition for Taiwan Patent Search System 

 

Figure 25: Distribution of e-invoice patents by year of approval year from Taiwan 

Patent Search System 

4.1.2 Results of using informetrics for Blockchain 

Part 1.General categories: publication type, publication year and authors’ 

nationalities 

The “expert search” function was used with the specificsearching condition to 

survey the Blockchain publications. Figure 26 shows the searching condition of 

Blockchain topic. (TITLE = Title, ABSTR = Abstract, KEY = Keywords) 
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TITLE-ABSTR-KEY("Blockchain") or TITLE-ABSTR-KEY("block chain") 

Figure 26: The searching condition of Blockchain topic 

Table 9 shows the summary of Blockchain publications. There are 57 conference 

proceeding papers, 360 journal papers, 48 books and book series, and 2 other 

publications. According to the results, the number of journal papersis six times more 

than the number of conference proceeding papers.There are 232Blockchain 

publications from before 1996 to 2007. As the original definition of Blockchain 

adopted in this study was proposed in 2008, this value indicates an abnormal situation 

in which some unrelated topics were surfaced through this search condition.  

Table 9: The summary of Blockchain publications (before 1996~2016Q1) 

 Publication types 

Published 
year 

Conference 
proceeding 

Journal 
papers 

Books & book 
series 

Other 
publications 

Before 1996 4 62 2 0 

1996 0 9 0 0 

1997 0 10 0 0 

1998 1 8 0 0 

1999 1 8 0 0 

2000 0 12 0 0 

2001 0 13 0 0 

2002 0 4 0 0 

2003 0 4 0 0 

2004 0 12 0 0 

2005 13 16 2 0 

2006 8 20 1 0 

2007 1 21 0 0 

2008 1 13 1 0 
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2009 0 14 1 1 

2010 2 17 0 0 

2011 3 18 0 0 

2012 3 17 0 0 

2013 3 23 0 0 

2014 4 19 8 0 

2015 13 35 31 1 

2016 Q1 0 5 2 0 

Total 57 360 48 2 

 

Figures 27 and 28 show the trend of Blockchain publications.Figure 27 includes 

data “before 1996” that shows an obviously higher number of publications than the 

other years. From 2008 to 2015, the number of Blockchain publications slightly 

increased. From 2013 to 2015, there are more books and book series published (Fig. 

28).  

 

Figure 27: The trend of Blockchain publications (before 1996 to 2016 Q1) 
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Figure 28: The trend of Blockchain publications (from 2008 to 2016Q1) 

 

Figure 29 and Table 10 show the top 20 distributions of authors’ nationalities. 

Topmost is Japan with 138 publications (35.9%), followed by China with 62 

publications (16.1%) and the United States with 59 publications (15.4%). Taiwan 

came in at fourth with 17 publications (4.4%). According to this distribution, the 

Japan, China, United States and Taiwan have the most interests in studying or 

developing Blockchain.  

 

Figure 29: Pie chart of top 20 authors’ nationalities in Blockchain publications 
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Table 10: Statistics of top 20 authors’ nationalities in Blockchain publications 

Top Publication 
counts 

Percentage Countries 
(Authors’ 
nationality) 

To
p 

Publication 
counts 

Percentage Countries 
(Authors’ 
nationality) 

1 138 35.9% Japan 11 6 1.6% Spain 

2 62 16.1% China 12 5 1.3% Switzerland 

3 59 15.4% US 13 5 1.3% India 

4 17 4.4% Taiwan 14 5 1.3% Australia 

5 15 3.9% South Korea 15 3 0.8% Belgium 

6 14 3.6% Germany 16 3 0.8% Netherlands 

7 14 3.6% Canada 17 3 0.8% Romania 

8 11 2.9% France 18 3 0.8% Singapore 

9 9 2.3% UK 19 3 0.8% Israel 

10 6 1.6% Italy 20 3 0.8% Sweden 

 

Part 2.Results of term frequency analysis 

Table 11 shows the one-gram (unigram), two-gram (bigram) and three-gram 

(trigram) analysis of Blockchain metric terms. As the Bitcoin and Blockchain 

concepts were proposed by Satoshi in 2008, N-gram term frequency analysis was 

limited from 2008 to 2016Q1. The main terms are “block”,“bitcoin” and “blockchain”. 

Other terms are related to the currency (e.g., “currency”, “digital currency”, “virtual 

currency” and “cryptocurrency”), peer-to-peer network (e.g., “peer”, “p2p network”) 

and hash (e.g., “hash compression function”, “hash function construction”).  



 

54 

 

Table 11: One-gram, two-gram and three-gram analysis of Blockchain metric terms (2008 ~ 2016Q1) 

One-gram Analysis  Two-gram Analysis  Three-gram Analysis 

 Term Count Probability  Term Count Probability  Term Count Probability 

1 block 552 2.78% 1 block chain 157 3.01% 1 block chain length 17 1.14% 

2 bitcoin 353 1.78% 2 building block 49 0.94% 2 digital currency bitcoin 10 0.67% 

3 chain 289 1.46% 3 digital currency 41 0.79% 3 cipher block chaining 9 0.60% 

4 system 199 1.00% 4 chain length 35 0.67% 4 inter block chain 9 0.60% 

5 blockchain 154 0.78% 5 bitcoin blockchain 26 0.50% 5 bitcoin p2p network 6 0.40% 

6 structure 116 0.59% 6 virtual currency 25 0.48% 6 block chaining cbc 6 0.40% 

7 currency 113 0.57% 7 artificial intelligence 21 0.40% 7 digital currency edited 6 0.40% 

8 network 110 0.56% 8 blockchain technology 18 0.34% 8 bitcoin block chain 6 0.40% 

9 transaction 109 0.55% 9 bitcoin mining 17 0.33% 9 decentralizedautonomous 

organizations 

4 0.27% 

10 technology 107 0.54% 10 middle block 13 0.25% 10 electronic cash system 4 0.27% 
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11 data 95 0.48% 11 bitcoin network 12 0.23% 11 p2p electronic cash 4 0.27% 

12 department 88 0.44% 12 cipher block 12 0.23% 12 traditional business models 4 0.27% 

13 cryptocurrency 79 0.40% 13 bit coin 11 0.21% 13 branched building blocks 3 0.20% 

14 self 77 0.39% 14 currency bitcoin 11 0.21% 14 chaining cbc mode 3 0.20% 

15 model 74 0.38% 15 decentralized autonomous 11 0.21% 15 cipher block chain 3 0.20% 

16 peer 73 0.37% 16 p2p network 11 0.21% 16 cipher feedback cfb 3 0.20% 

17 digital 72 0.36% 17 business model 11 0.21% 17 decentralized autonomous 

corporations 

3 0.20% 

18 security 62 0.31% 18 crypto currency 10 0.19% 18 electronic payment systems 3 0.20% 

19 phase 60 0.30% 19 fault localization 10 0.19% 19 hash compression function 3 0.20% 

20 effect 59 0.30% 20 inter block 10 0.19% 20 hash function construction 3 0.20% 
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Part 3.Distribution of Taiwan patent analysis 

Figure 30 is the Blockchain patent searching condition for Taiwan Patent Search 

System (http://twpat.tipo.gov.tw/) in this study. A total of 32 patents were found. 

However, a check using human input found all 32 to be unrelated to Blockchain 

technology or e-invoice. (TI = Title, AB = Abstract, CL = Claims) 

(區塊鏈)@TI OR (區塊鏈)@AB OR (區塊鏈)@CL 

Figure 30 : The Blockchain patent searching condition 

4.2 Developing an e-invoice platform based on Blockchain 

technology 

4.2.1 Proposed solution 

Figure 31 describes a typical existing e-invoice system. It is a reverse tree-like 

structure, with each point represented as a transaction with one or multiple parent 

transactions. In this example, the end user or customer is the root of the reverse 

tree-like structure. The end user can receive an invoice from the leaf, a product seller. 

The product seller buys different kinds of materials from material suppliers to 

incorporate into final products. Invoices arealso generated and moved during these 

material supply transactions. Under this structure, there are novalidators, observers or 

intermediary institutions. Some countries have a central organization as the 

intermediary institution that isresponsible for supervision and audits; one example is 

the National Taxation Bureau in Taiwan. 
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Figure 31 : The reverse tree-like structure of the typical existing e-invoice system 

This study proposes an e-invoice system that is different from existing ones. It 

has a peer-to-peer infrastructure and adopts Ethereum, a public Blockchain platform 

that provides programmable transaction functionality and decentralized virtual 

machines to execute peer-to-peer contracts (codes). The proposed system will satisfy 

the following six needs: 

(1) Integrity: Invoices cannot be modified in an unauthorized or undetected 

manner. 

(2) Authenticity: Confirmation of the truthfulness (identification) of origins (e.g., 

owner, issuer, receiver) of invoice.  

(3) Availability: Ensures invoice data can be accessed anytime, anywhere and 

prevents service disruptions due to power outages, hardware failures, system 

upgrades, etc. 

(4) Auditability: Invoices can be audited anytime, anywhere by stakeholders.  
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(5) Non-repudiation: A party to a transaction cannot deny having received a 

transaction nor can the other party deny having sent a transaction. 

(6) Traceability: Ensures transaction history is recorded and identified.  

The composition and application scenario of the proposed e-invoice system are 

described in detail in the following sections. 

(1) Building an invoice with one transaction 

Every invoice is stored in one transaction. Each transaction includes two parts: the 

transaction header and the e-invoice data. The e-invoice data stores invoice data; the 

transaction header stores the metadata of thetransaction. In the e-invoice data, none or 

multiple previous e-invoices hashes and current invoice data are stored. One or 

multiple previous e-invoices hashes are represented in upstream providers. Figure 32 

illustrates the relationship between none or multiple e-invoice hashes with the current 

invoice.  

In the transaction header, the public keys of the invoice issuer and receiver are 

included. The receiver’s public key is as the address of receiver. The hashwhich 

contains all data in the transaction and is calculated by SHA512 is also included. If 

the hash values did not match, the receiver would know that the e-invoice had either 

been altered in transit or that the public key used does not match the private key used. 

Current e-invoice Hash = Hash-SHA512 (all data in the transaction) 
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(2) Authenticity: The private-public key pair mechanism for each transaction can 

be used as an identification of origins. From the opposite point of view, the 

transaction with these keys cannot deny having sent or received the data. 

(3) Availability: Unlike the traditional invoice in which contains sensitive 

personal information data and need to be transmitted via an encrypted 

network, the user identity is separatedfrom the transaction. The transaction 

can be broadcast to the public nodes so the invoice can be accessed at all 

times. When one node is disrupted, the copies in other nodes can be accessed. 

Besides, the data cannot be deleted from the Blockchain in order to override 

the undeliverable error caused by server or human error. 

(4) Auditability: Witha peer-to-peer distributed structure, there is no need for a 

centralized institute such as the national tax bureau; each user has complete 

transparency over what data is being collected and transferred. Besides, in a 

distributed network, some nodes can act as validators that can validate and 

audit transactions. Corresponding to the existing Taiwan invoice system, the 

government, associations and institutions can be validators to audit 

transactions. 

(5) Non-repudiation: One party of a transaction cannot deny having received a 

transaction nor can the other party deny having sent a transaction. The 

private-public key pair can meet this requirement.  

(6) Traceability: Using the previous e-invoice hash value makes it easier for the 

system to trace the upstream historical information of a product. However, it 

takes a long time to trace buyer information as all blocks need to be retrieved 
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Chapter 5 Conclusions, discussions and future works 

5.1 Conclusions 

A tax invoice issued by a registered supplier plays a significant role in the 

country’s tax system. The benefits of e-invoice systems have been documented 

extensively by various organizations and researchers. However, in traditional 

e-invoice systems, a third party usually needs to be included as the auditor, especially 

for the government.  

Blockchain technology was invented from the Bitcoin proposed by Satoshi in 

2008 and has become popular in the past few years. Compared with dedicated 

banking or economic systems that use third parties to perform validation and 

authorization, Blockchain technology builds distributed trust or consensus under a 

peer-to-peer network with the proof-of-work algorithm.  

In this study, two experiments were presented to gather information about the 

current development trends, concepts and techniques of e-invoice, Bitcoin and 

Blockchain. To identifydevelopment trends of e-invoice and Blockchain, 512 

publications on-invoice and 467 publications on Blockchain were downloaded from 

online databases and surveyed through the specific searching conditions. In addition, 

60 Taiwan patents were captured from the Taiwan Patent Search System. Informetrics 

was used to categorize the publications according to publication years, publication 

type, authors’ nationalities; term frequency analysis was applied. According to the 

analysis results, the numbers of e-invoice and Blockchain publications increased 

slightly. Most e-invoice publications focused on “edi” and “supply chain” 

whereas“digital currency”, “p2p network” and “mining”featured in Blockchain 
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publications. For the Taiwan patent analysis, 28 e-invoice patents and 32 Blockchain 

patents weresearched. However, manual checking found thatBlockchain patents 

associated with e-invoice did not exist.  

An e-invoice system based on Blockchain technology was proposed in this study. 

It uses Ethereum, which is overlaid on a Blockchain platform with programmable 

transaction functionality that can run all applications like a unified computing 

machine. The key-pair concept of Bitcoin is used as the invoice issuer and receiver; it 

also can verify ownership. Every transaction is represented as an e-invoice. Previous 

e-invoice hashes and e-invoice details are included, andcreating, storing and other 

invoice activities are executed by smart contract. Under hash validations, any 

unauthorized modification of the e-invoice will be failed. The valid transactions are 

broadcast and duplicated to most of the nodes in this platform. Availability and 

auditability are ensured and observers or validators can verify the transaction data. 

Besides, the use of a peer-to-peer network means there is no need for a specific 

organizationto perform auditing. Instead, one or multiple nodes can be the observer(s) 

or validator(s).  

Although e-invoice, Blockchain technologies and various platforms and 

documents are readily available, many researchers and businesses are still attempting 

to expand coverage of e-invoice systems. This study proposed an e-invoice system 

based on Blockchain technologies that provides another application scenario for 

Blockchain technology and e-invoice system. The main purpose of this study is to 

record all transaction history data by increasing transparency and traceability for 

issuers and receivers, achieve straight through processing for the whole transaction 

chain, and enable more financing options. The proposed system satisfies the six main 
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requirements of an e-invoice system such as integrity, authenticity, availability, 

auditability, non-repudiation and traceability.  

The system is not only suitable for issuing general invoices but also can play a 

role in further invoice applications, such as invoice financing. 

5.2Discussions 

As interest continues to grow in building new e-invoice systems based on 

Blockchain technology, trustworthiness and cost will clearly remain two important 

issues. As a platform, Ethereum satisfies the trustworthiness requirement as it is based 

on a decentralized public ledger, meaning the nodes are public but unknown. Still, if 

an attacker controls more than 50% of the network computing power (nodes), he will 

have a high chance of being able to control, exclude and modify the ordering of 

transactions. Double-spending transactions may also be caused. The attacker may also 

refuse to relay blocks and transactions and disconnect users from the network. If a 

user relies on transactions with 0 confirmations, the attacker can just filter out certain 

transactions to execute a double-spending attack (Bitcoin.it, 2015). Although the 

official claim is that such an attack probably will not be a problem, this attack 

scenario should be considered in a government-operated application, as the open 

nature of the application would make it less acceptable to users. Openchain, another 

Blockchain platform, may be a possibly better solution for some application scenarios. 

It builds and shares digital assets in a secure and scalable way without public or 

unknown computing nodes. Under this mechanism, all nodes are controlled by a 

central party (e.g., the government),meaning the resourcesare not open.  
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As for the cost issue, with Ethereum, each public miner is awarded a fee as a 

reward for doing proof-of-work. However, the Openchainclient-server architecture is 

built without proof-of-work consensus, and every transaction is signed and directly 

chained with another. Since there are no miners, transactions are instantly processed 

with no transaction fees. 

5.3 Future works 

Two experiments are presented in this study. First, informetrics was used to 

analyze and identify the development trends of e-invoice and Blockchain. Second, an 

e-invoice system was proposed after reviewing the development concepts and 

mechanisms of current Bitcoin and Blockchain technologies.  

For the informetrics analysis of e-invoice and Blockchain publications, more 

features can be captured to discover more relationships. For example, journals that 

had the most publicationsrelated to a topic can be identified by including a journal 

name field. Additionally, to discover the development trends for a specific time period, 

the term frequencies can be computed by publication year. For further analysis, 

publications can be grouped by clustering analysis to discover specific characteristics. 

To fully implement the proposed e-invoice system, some known weaknesses of 

Blockchain that were publishedofficially (Bitcoin.it, 2015) and othersthat actually 

happened (e.g., denial-of-service (DoS)attacks (Wilcke, 2016)) should be overcome. 

More details about Blockchain DoS attacks can be found in AppendixC. For future 

work, the evaluation of combining the infrastructure of public nodes and private 

nodes to build a hybrid solution can be considered. 
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In this proposed e-invoice system,although the previous e-invoice hash value 

field of a transaction can be used for forward and backward tracing, retrieving all the 

blocks to get the backward historytakes a long time. In the future, an index server that 

encapsulates the relationship of invoices can be built to reduce query time and 

enhance system performance.  

Blockchain technology is running at a gallop. Besides invoice processing, 

potential for transformation made possible by its application lies in the management 

of related transaction documents such as catalogs, contracts, loyalty programs, and so 

on. There are near endless ways that Blockchain technology can be added to an 

enterprise or a government. It is still wise to keep an eye on the future development of 

Blockchain technology. 
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Appendix - A 

Table 12 : The stop word list 

a differ had mrs put thought 

about different has much puts thoughts 

above differently have must q three 

across do having my quite through 

after does he myself r thus 

again done her n rather to 

against down here necessary really today 

all down herself need right together 

almost downed high needed right too 

alone downing high needing room took 

along downs high needs rooms toward 

already dr higher never s turn 

also during highest new said turned 

although e him new same turning 

always each himself newer saw turns 

among early his newest say two 

an either how next says u 

and end however no second under 

another ended i nobody seconds until 

any ending if non see up 

anybody ends important noone seem upon 

anyone enough in not seemed us 

anything even interest nothing seeming use 
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anywhere evenly interested now seems used 

are ever interesting nowhere sees uses 

area every interests number several v 

areas everybody into numbers shall very 

around everyone is o she w 

as everything it of should want 

ask everywhere its off show wanted 

asked f itself often showed wanting 

asking face j old showing wants 

asks faces just older shows was 

at fact k oldest side way 

away facts keep on sides ways 

b far keeps once since we 

back felt kind one small well 

backed few knew only smaller wells 

backing find know open smallest went 

backs finds known opened so were 

be first knows opening some what 

became for l opens somebody when 

because four large or someone where 

become from largely order something whether 

becomes full last ordered somewhere which 

been fully later ordering sr while 

before further latest orders state who 

began furthered least other states whole 

behind furthering less others still whose 

being furthers let our still why 
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beings g lets out such will 

best gave like over sure with 

better general likely p t within 

between generally long part take without 

big get longer parted taken work 

both gets longest parting than worked 

but give m parts that working 

by given made per the works 

c gives make perhaps their would 

came go making place them x 

can going man places then y 

cannot good many point there year 

case goods may pointed therefore years 

cases got me pointing these yet 

certain great member points they you 

certainly greater members possible thing young 

clear greatest men present things younger 

clearly group might presented think youngest 

come grouped more presenting thinks your 

could grouping most presents this yours 

d groups mostly problem those z 

did h mr problems though 
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Appendix - B 

Table 13: The manual exceptions 

aba cp generates le pcl south 

abstract create generating lecture pd spain 

academy created german lee pdla springer 

acid creates germany li peg st 

Acids crystalline han liang perceive starch 

acm crystallization Handbook limit perceived states 

acrylic current hasegawa lin perceives studies 

acs de hashimoto liu ph study 

Acta 
dec hawaii lorenz 

photopolyme
rization 

styrene 

add december hcl ltd physics subseries 

added denmark health maa pic survey 

addition der heidelberg macromol pii surveys 

adds des heinz Macromolecular planning sweden 

ae describe help macromolecules plla swiss 

ago 
described helsinki Magazine pmma 

switzerlan
d 

aichi 
describes himeji main poegma 

symposiu
m 

akadeemia design homopolymer major poegmam taipei 

al designed hong manage poly taiwan 

allow designs how managed polyhedral takano 

allows 
determine hpp manages polyimide 

Telecomm
unications 

Álvarez determined http managing Polymer tee 

am determines https many polymeric ten 

amcis 
develop hua mar 

polymerizati
on 

term 

america developed huang mary polymers terms 

american 
develops hydrochloride matsushita polystyrene 

tetrahydrof
uran 
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amphiphilic dextrin hydrophilic may por that 

amylase did hydrophobic md5 potential their 

amylose diego hyogo me pp them 

amyloliquefaciens discuss i mean prepare there 

amylopectin discussed ib means prepares thermal 

and discusses iee measure prepared they 

angle do ieee measured Press thin 

annual does ii measures proceeding three 

anp doi illinois measuring proceedings torikai 

applied dox implement medication propose toyohashi 

approach doxorubicin implemented medications proposed transfer 

apr droplet implementing methacrylate provide TripleC 

are droplets implements methacrylic provided tsai 

article drug improve method providing tseng 

asia dta improves methodology ps turkey 

associate due in methods pst two 

associated dx inc methyl pstn uhmwpe 

associates dynamic include mexico publication un 

association dynamics included miau publications und 

atom econference includes micelle publish understand

aug 
edition including micelles published 

understand
ing 

austria editions increase microdomain publishes united 

b978 eid increases microphase publishing university 

bacillus eight increased Microscopy py unlike 

base ein increasing might quo unlikes 

based eine Industrial mma radical ups 

BDCloud el infirmary mmi ray uri 

bei electroactive innovation moieties record url 

Belgium Electron innovations molecular regard use 

berlin elsevier international morphology regarding using 
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bertoft en introduce MTS regards usó 

Biochemistry enable introduced n1g relate via 

bioinformatic enabled introduces nanoparticles related VIZSEC 

bioinformatics enables investigate ndez require volume 

book Engineering investigates neutron required von 

brazil England investigated nine requires wang 

call establish inward noda research was 

called established is north researches waxy 

calls establishes isbn norway reserve water 

can establishing isoprene note reserved we 

canada et isse notes reserves what 

ccis etc issn nov result when 

ccm ethylene issue np results where 

ccmp europe issues ns rev which 

cha european it Nucleic review why 

change everyday italy Ø reviews wiley 

changed example its objective rez will 

changes 
exist jan observe 

Rheumatolo
gy 

world 

changing existing january observes right would 

chapter exists japan observed rights wu 

chapters faculty japanese obtain s0032 www 

chemical feature javaid obtains s0167 Xuebao 

Chemistry feb john obtained s1134 xxiv 

chen film journal oct s1361 yang 

china films jr offer s2 year 

chinese find july offered sakurai yi 

cho finded jun offers san you 

chromatography finding kasuya on são yu 

chuen findings kawai one sarkar zhang 

chung finds keu403 Öörni scf zhi 
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cl finland keyword org school Zidonghua

co five keywords Oxford science zur 

colloidal focus kim paa sciencedirect 

colombia for kimura Pactamycin sciences 

com forum kingdom page scopus 

conference found knowledge pages sep 

containing four koizumi pam seven 

copolymer france konishi pam shinji 

copolymers fur kong paper shosha 

copolypeptides für korea papers significant 

corporate future kuo paperworld six 

corporated gcce la partnerid snpd 

corporates gel lab patient society 

corporating generate laboratory patients solution 

could generated lanng pau solutions 
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Appendix - C 

Blockchain DoS attack is the attacker sends lots of valid data or invalid (fake) 

data to a node which may letthe node busy for computing and cannot process normal 

transactions. It’s the defect of public Blockchain technologies. Bitcoin and Ethereum 

havefaced the same DoSattacks. Although Bitcoin and Ethereum have built the 

prevention mechanisms to prevent some DoS attacks, but it is still vulnerable to more 

sophisticated DoS attacks. (Bitcoin.it, 2015; Sande, 2015) 

 


