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Abstract
Knowing that information and communication technology (ICT) has
implications for many aspects of state power in general, and especially in the case of
China, there was a need for a well-coordinated approach generating the dynamic of
control and encouragement of ICT development in China. Through an examination of
concerns that have been emerging about what ICT means for Chinese power, this
research tended to unveil the unique way of ICT adoption and advancement in China.
Of these concerns, the controllability dilemma, data security, and algorithmicauthoritarianism that all escalated with the introduction of the Internet are the piers to
understand the dynamic of changes in perceptions and interests of the Chinese government
in this regard. This research, thus, is filled with the urge to reveal technical knowledge that

政 治 大
understand the Chinese立
use of ICT and innovation, majorly through observing the
has been long lacking in IR literature, and specifically applying such knowledge to
continuous process of threats and problems perceived along the way of adoption and
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innovation (formulated under the reverse saliency model in this research) and how those
problems are solved through which aims to foresee the Chinese intentions and big targets
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in this regard, and finally expect to make a more general sense of how differently state
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power interacts with technology in the post-industrial model of ICTs.
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Chapter I
1. Introduction
"I think we have started a worldwide quantum space race," Jian-Wei Pan said when the
world’s first quantum satellite, Micius, was launched by China to facilitate space-to-ground
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大 have huge political and
2017). A fire starter for the technological race that may potentially
economic implications, and can立
redefine the paradox of power in the new century, where China
quantum communication, such communication that is impossible to be intercepted (BBC,
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is currently racing ahead. China has been investing very heavily in all sorts of information and
communication technologies (ICT) with the divine purpose of making information more secure.
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Perhaps it is not special only to Chinese case that it keeps a careful eye out for any information
that deems inappropriate, but there are many unusual accomplishments have been done by
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China in an extraordinarily fast pace during the ICT development process which left the world
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in doubt of the Chinese intentions in this regard.
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which the survival or demise of the Chinese government is heavily depending on its economic

engchi

performance that cannot be well-attained in an economy that is hostile to technological
innovation (Göbel 2013), but that innovation comes at a cost of information diffusion, thus,
China encourages innovation, and in order to stay ahead of information diffusion China
expands skillful instrumentalization of ICTs to sustain its rule. The control through improved
technologies of surveillance, monitor, censor, regulate, indoctrination, is sustained to design
the information running through Chinese cyber world (often heavy-handedly so). Such control
requires the utilization of governance and economic resources which is supplied in case of
China through having strong political feedback mechanism with its decentralized ministry and
municipal system which manages the whole infrastructure of the country, and through a
constant support to its own enterprises, so-called, BAT enterprises (Baidu, Alibaba and
Tencent) which are the frontrunners of not only national pride and economic resources, also of
substitution to catch-up with foreign giants and stimulating innovation. A support that is
1
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estimated to reach to reach $8.1 trillion, representing 55% of China’s GDP, and is almost
double of the GDP of world’s third biggest economy, Japan (China Information Technology
Report (2018).
The perception of ICTs never lost its stance as a conduit for economic growth, also as a
platform to deliver effective social, military, economic and perhaps most importantly political
functions in Peoples’ Republic of China. The seemingly contradictory Chinese mix of
traditional and liberal politics to save its legitimacy from this innovation dilemma has led to a
continuously growing body of research on the technological development of China, in which
arguments are polarized with the use of ICTs as either techno-digitalism (Diamond 2010;
Schneider 2018) or techno-authoritarianism, also drew the main attraction of this research
aiming to theorize a model of a sort that able to capture this unique pattern in the Chinese

治
政
The need for a theoretical model, or a framework of 大
a sort emerged from the failure of
立
fulfillment of the current IR literature. It has been long considered that information and power
developmental path of ICT beginning from the introduction of the Internet.
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are linked in a very complicated manner in terms of shaping the political landscape (MayerSchönberger, and Brodnig, 2001). However, after the introduction of the Internet, ICT have

‧

become a portal wide open to the mostly-random information for anyone connected to the
Internet, albeit with its layered services for receiving and distributing all manner of information
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and for personal interaction (Dodge, 1998). Further, it is profoundly integrating in our way of
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being, and into political, social, economic and military systems, which has presented
difficulties for coming up with any generalizations with which to analyze the ever-changing
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relation between power, state and the use of technology (Borgmann, 1984, pp.104-5). As the
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Internet spreads pandemically into a wide range of state functions in China and elsewhere, it
has drawn significant attention to contemplating what this dynamic technology means for our
understanding of power in the information age. How does the Internet relate to state power and
state functions such as the military, and the economy, as well as, to states, social power such
as legitimacy and authority? Does it result in universal outcomes for all states? Do all states
approach the Internet and Internet technologies in the same way?
It is not surprising, then, that there is an inevitable effect on the orchestration of
international affairs given the recent advances of information and communication technologies.
It makes analytical efforts difficult because of the fact that both the so-called “information
uprising” and the dimensions of international relations (IR) are constantly evolving, dynamic,
and intricate (Mayer-Schoenberger, and Brodnig, 2001).The rapid integration of Internet
technologies has been challenging the traditional Westphalian system by increasing
2
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information access for the masses, blurring the lines between domestic and international
politics, and changing the balance of capabilities of authority between nation-states and nonstate actors (Mayer-Schoenberger, and Brodnig, 2001; McKinnon, 2010). It becomes clear that
approaches to ICT in existing IR literature tend to fall into two main discussions- one regards
Internet technology as an extension of industrial-age technology concerning state power (Waltz,
1979, p. 191; Mearsheimer, 2001, pp. 57–60; Tanji, 2007), while the other regards it as a
transformative force. The first approach remains mostly outdated because the fundamental
aspects of ICT are ignored. These aspects include the rapid integration of technology into social
life, which broadens the range of threats and interests that states perceive, the decentralized
drivers of innovation which attained unpredictable notion to the future developments of
technology, and the complexities of several states sharing and relying upon one central, unified

治
政
大 of ICT left the relationship
intention and goals. These diverse discussions with the introduction
立
between the information revolution and political outcomes largely a black box.

system while states does not share the same perceptions, economic and technological capacity,
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Some considers ICT to be either 'empowering' states or devolving power from states,
and claims technologically advanced states exercise power through highly sophisticated

‧

surveillance, information, and cyber warfare strategies, or the promotion of particular values,
or through the efficiencies and advantages that the ICTs offers to state economic apparatus
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(Hachigian, 2002, pp. 41–58; Nye, 2002, p. 76). Some found that ICTs gave a path to increasing
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the influence of non-state actors and to undermine the state authority by turning those same
advantages of easy access to information against the state (Castells, 2000, pp. 693–9; Langman,
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2005, pp. 42–74; Aronson, 2002). Both sides of this debate adopt the ‘universal effects’

engchi

approach in which technology is believed to apply the same outcome to all cases globally.
However, both approaches have skipped a critical analytic step that overlooked to what the
third alternative approach observed that ICTs were found to be not discriminating. It can be
seen as either enhancing or undermining state power simultaneously (Cleaver, 1998; Sassen,
1999; MacKenzie and Wajcman, 1999; Latham, 2007; Franklin, 2004; Carr, 2016). Then, in a
way ICTs are neither empowering or disempowering. The essential and unique aspects that
came alongside the introduction of the Internet connectivity have long been ignored. According
to Carr (2016), the Internet has no set of values or specific purpose per se. Instead, it is an
expression of the interests and values of those who engage with it.
Conceptualizing an ICT development framework for a better interpretation of the
relationship between power and ICT, thus, the key interest of this research. A framework
without an evidence to prove its functionality would be a dull contrivance. The case of China
3
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in this sense is attracted the attention of this research for variety of reasons, but of those reasons,
nothing ensures better than the unusual way China have been following in adoption of ICT
since the introduction of Internet that China is the perfect candidate to support the argument of
the framework. While it is beyond the scope of this paper to delve into the intricacies of both
state and power concepts, or the technical specs of the Internet, several brief observations are
necessary in order to appreciate better the notions of power, state, information and technology
used in this research, and the analytical model derived from it. Thus, the following sections
serves to that end.
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1.1.

Power
Power essentially is a concept of relations involving two actors or more, an outcome,

and a particular manner of control based on many sources. The control over resources approach
has long dominated power theories (Singer, and Small, 1966). Once it was tanks and oil, later
the indicators are converted into the control of other actors and specific outcomes. Power is
seen as the ability to shape decisions and particular actions. Single-dimensional approaches
like this regard power in its most basic terms - making decisions over key issues as it invokes
an actual conflict (Lukes, 1974). This approach emphasizes that it was not one single body
determining which decisions or actions to be taken, but also structural and institutional factors,

政 治 大
according to three-dimensional approach, decisions and setting actions are not the only actors
立
that crystallize power, but more so the intellectual actors and their capacity to structure the
thus, the approach becomes two-dimensional (Bachrach, and Baratz, 1963). However,

‧ 國

學

public beliefs and values to comply with the norms that serve their needs (Breyman, 1993).
These power objects- decisions or actions, structures or institutions, or ideologies -

‧

operate through some control modes such as force and coercion, authority, manipulation, and
persuasion, or, so-called, “hard, soft, and smart power” (Nye, 1990). Hoffman (1975) once

y

Nat

sit

stated that these "salient ingredients" of power - object, control mode, assets - have undergone
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such large transformation that it has caused uncertainty in the exercise of power. ICTs with
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Internet connectivity are one of such transformations that have produced such changeover for
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each and every dimension of power. It converted information into an omnipresent facet of

engchi

society, an asset to reshape the geometry of power in IR (Mayer-Schoenberger, and Brodnig,
2001). This transformation is also central to the notion of power used in this research. This
paper considers power as the control of the information asset through which channels, such as
networked-ICT, that gives access to it.

5
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1.2.

Information
There is no doubt that the sources of power strongly rely on timely and accurate

information, data, and knowledge. The trend that information as an instrument in maintaining
power and empowering the potential of other power sources is accelerating with the
development of modern ICT. Power-information relations have long ascribed to information
variables a decisive role in the configuration of power, even working as a power asset.
Foucault's work (1977) identifies that those mechanisms which control and regulate
knowledge-producing systems are themselves power.
The power of both major actors in IR -state and non-state actors- each have their own

政 治 大

unique way of accessing to information sources. The intelligence role has been traditionally
defined as one of the functions of the state actor, which is the information function in

立

supporting other power sources like military and security. Information means to non-state
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actors, not less important, but in a variety of ways. Information is becoming a critical measure
of global competitiveness in the case of the international corporate sector (Mayer-

‧

Schoenberger, and Brodnig, 2001). Their valuation and financial success are primarily based
on future revenue potentials embedded in their intellectual property. Another measure for the

sit
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success in the "knowledge economy" is the ability of a company to attract and manage
knowledge workers, such as telecommunication sources -call centers, software programmers,
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accountants (Mayer-Schoenberger, and Brodnig, 2001). On the other hand, information is the
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only available power asset for NGOs and their transnational networks considering the fact that

Ch

engchi

their power is derived from persuasion and manipulation through serving as alternate sources
of information such as cyber-campaigns (Keck and Sikkink, 1998). Also, most simply,
information is the only thing that keeps the members together, and thus is essential to the
network effectiveness (Mayer-Schoenberger, and Brodnig, 2001).
At the same time, there are some principles indigenous to information that present quite
the quite complicated implications (Strange, 1988). First of all, information is not always
quantifiable, given the nature of certain data like beliefs and values. Furthermore, as it is
embedded in its very nature, information tends to spread. Lastly, the power of information is
not the positive capacity to spread. Instead, it is derived through the ability to exclude others
from particular information (Mayer-Schoenberger, and Brodnig, 2001). In this sense, this
research considers the asset of accessing information through ICTs as defining the notion of
power in this research.
6
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1.3.

Access to the Information: Use of Technology
Data, such as intelligence, intellectual property, or cyber-campaigns alone does not

bring any power. In other words, the secret ingredient that makes information an asset to power
sources is not the content, but the access to it or being able to control that access (Keohane,
and Nye, 1998). There is a variety of classification of data when it comes using access to it as
a measure. One of them and the most distinguished one, is the one developed by Nye (1998),
which classifies information into three types: free, commercial, or strategic. Free information
is made available without financial compensation, while commercial information comes with
a cost in exchange. Strategic information, different from those, is valuable only if the access to

政 治 大
from one type to another over time. For instance, when a product is first designed, it is usually
立
kept as a secret and therefore is strategic information, access to which might cause a

it by others can be controlled. It is also important here to mention that data can be transformed
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competitive advantage. Later, once it is transformed into intellectual property, the design
becomes commercial, and can be licensed with payment, or even more likely may become free

‧

whenever the property protection ends (Keohane, and Nye, 1998).

These access types are not hierarchically specified in terms of their power potential.
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types of information access (Mayer-Schoenberger, and Brodnig, 2001). Mayer and Brodnig
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(2001) classify these shifts as actions of power, perhaps aimed at maintaining and enhancing
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the actor's overall power position. Also, shifts may occur without the will or consent of the

engchi

actor involved, the progress usually being accelerated when the actor loses control over a
particular information access type, as was the case with the rapid and unprecedented integration
of the Net and networked-ICTs. Needless to say, it has something to do with a unique
characteristic of information: it tends to diffuse. It is usually non-exclusive or costly to exclude
others from it. It is undeniable that the distinct specs of the Net - in which, data is converted
into one universal binary code that makes a data able to be easily exchanged - have a critical
effect on an actor's ability of control to the types of information access. This new generation
of infrastructure, which is embodied in but not limited to the Internet, builds a space of data
flow that is global, real-time, and always-on.

7
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1.4.

The Net and the State
The first impression of the Net on its arrival seemed to create the illusion of a new order,

a libertarian society that would free individuals forever from state rule: control without
government, consensus without power (Goldsmith, and Wu, 2006). It was not just that the state
would not regulate cyberspace, but it was that the state could not even if cyberspace existed. It
was unavoidably free by nature. However, this nature of the Net is for sure not God's will - it
was a product of its design that the ability to identify who someone is, their actions, and their
location would not be impossible but at least difficult to enforce by rule (Lessig, 2006).
However, there was one way, and it was control, not necessarily by a state or an actor, rather

政 治 大

control at a distance through devices - it is code that controls the whole system of being (Lessig,
2006).

立

Different codes bring on differently controllable networks that differ in the extent to
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which they make behavior within each network regulable -a difference in the software and
hardware that grants users access. Regulation requires a subject who performs the action. This

‧

action first started as the basic need to uncover the identity of someone using the network, then
to ascertain whether or not that someone carries the proper credentials. As it will also be
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and holds power to require codes to impose this condition. (Vig, 1988). State role is here
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mentioned as the institutional means for making public decisions about the introduction and
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use of technologies (Krasner, 2009). State-theory is a whole other book, but defining the state

engchi

in terms of institutional mechanism and foundational enforcer of state power is an escape route
from all complexity (Jessop, 1990). Jessop (1990) defines the state:
“The state is a distinct ensemble of institutions and organizations whose socially
accepted function is to define and enforce binding decisions collectively on a given
population in the name of their common interest or general will.”
However, the roles granted to a state use of the introduction of the Net is another story.
Even though these are some technologies out there to make the Net more regulable, albeit not
perfectly, the by-product of these technologies does not create enough incentives as state action
does. Jessop (2006), therefore, simplifies the role of the state in regulating this complex system
over a dot representing someone who is regulated through the sum of the constraint imposed
that by a regulator: law, norms, the market, and architecture. Norms are social constraints a

8
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community imposes; markets regulate through price; architecture makes physical change into
a constraint, and law constrains through sanctioning power. Wagner (2005) states that the
interaction between these regulators is dynamic. The role of the state as the power of all
regulators is to decide which regulator is the most effective on the desired constraint, not
necessarily the most efficient. The law above all regulators can change the constraints of all
regulators; it can muck them up just as easily as it can improve them. However, the point is not
to criticize but to demonstrate which means best advance the regulator's goal (Appendix A).
Each action comes with a cost, and the state is the power who weighs a cost against its benefit
by selecting the most effective regulator to do so.
The adoption of technology depends on the characteristics of both the technology in
question and the adopting unit. While one approach focuses on the characteristics of the

治
政
Westhoff, 2006). Controllability of the technology, thus, is大
a catalyst for extending the reach
立
of the state.
technology, the other focuses on the characteristics of adopter, which is the state (Corrales, and
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Chapter II
1. Literature Review
As roughed out in the Introduction, understanding between technology and state power
within the complex nature introduced by the information age is the central datum of this study,
is also an area that existing paradigms of IR are struggling to deal with. Through an epitome

政 治 大
technology, this chapter specifically aims to identify dominant paradigms in the literature.
立

of analysis of IR literature that deals with questions arising from the emergence of Internet
First, the two main approaches are presented: instrumentalism and technological determinism,
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which aim to identify of the nature of technology in general. Both of these approaches have
seen technology as an artifact that alters human interaction with it by totally disengaging or

‧

devolving the control of the technology from them. One believes technology is morally neutral
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- whether it is good or bad depends on how humans interact with it- while the other considers
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technology to have a universally applicable effect regardless being good or bad is unstoppable.
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Thus, both approaches remain unable to engage with political or social actors of power, an
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C hof Internet technology,
of China have impacted the integration
e n g c h i U and also how these technologies
relate to power.
n

engagement that is needed for this research to answer how conceptions of power in the context

Secondly, existing paradigms are better in combining the technology with power,
though they are the continuation of either instrumentalism or determinism. These approaches
are grouped according to the time at which they emerged in IR literature. Industrial-age
approaches combined the instrumentalist approach with the realist power theory in which
technology is an artifact that states use as a source of power. Information-age approaches top
the technological determinism approach with an expanded view of power concepts in which
the state is no longer seen as the only actor of power. Information power introduced by Internet
technologies created a polemic in the IR literature splitting the argument into two: optimists
and pessimists. The optimists considered technology to be a liberation tool with motivating
potential while the pessimists found this tool reciprocal to all actors; specifically, they believed

10
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the state remains in control of the technology due to its ability to reach better sources of
information.
Even though these approaches come close to considering state responses to the impact
of Internet technology, still many of approaches emerging from this paradigm insist on
regarding the technology as following a pre-determined path which is imposed upon the state
or other actors which have little or no ability to stop it from integrating. This persistent
emphasis failed to engage with technical debates, and thus, was unable to address the
relationship between power and technology in IR.
Lastly, a broader view completes the missing piece of the puzzle by combining technical
knowledge into all these efforts in IR literature that consider both the impact of technology and
the use of technology simultaneously. The approaches outlined in this chapter provides a
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大 to explain state power in the
about technology which have dominated IR literature in order
立
information age, specifically, the unique way in which China has responded to Internet
conceptual framework to this research for moving beyond the long-considered assumptions
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1.1. Searching for the nature of technology
In the search for the nature of technology, two key approaches, instrumentalist and
technological determinists, dominate and shape the existing paradigms in literature.
Instrumentalists exclude human interaction from the technology. Technology is a morally
neutral artifact that has no values or political meaning embedded in it –human engagement
with it deems whether the technology is good or bad. However, by disengaging the technology
from the outcomes of its use and implementation, this approach fails to understand power. For
instance, this approach may lead the question in the literature of whether or not the technology
is good, but it is unable to possess who address problem or purpose, whose perception of

政 治 大

problems are going to be privileged in deciding, is also unable to define the legitimate use of
technology.
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In contrast, technological determinism regards technology as advancing on a predetermined
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path, and as an external force over which humans largely have no control. One suggested that
technology shapes humans, though is not sure whether it is beneficial or not, but nonetheless it
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is unstoppable (Vig, 1988; Carr, 2016). Later the argument changed with the introduction of
the logical sequence approach which dictates that the existence of two comparable technologies
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once a technological system is set in place, it is hard to alter or reverse such a system is that
already deeply rooted in human development – it becomes not necessarily responsive to any
change in perceptions. This due to the fact that Internet technologies are embedded in economic,
cultural, social and political aspects of human development, and the states that adopted this
technology technological system the first have binding outcomes for those who use the Internet
technologies (McKinnon, 2010; Carr, 2016). However, Mumford remained incapable of
explaining how the decisions of adapters were or were not made, in other words, he ignored
the role of social and political implications (Winner, 1985; Borgman, 1984) where there were
numerous options for deciding how technology should be advanced or how it should function.
This pessimistic focus on the future impact of technology circulates in the debate around
whether Internet technology empowers the state, or devolves power from the state.
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1.2. Existing Paradigms
There are two approaches found in IR literature that demonstrate how the understanding of
the relationship between technology and power remained stable, while the approaches to power
kept on changing due to the emergence of ICTs. The first approached the relationship between
technology and power through the combination of realist power theory in which the state is
considered as a self-interested unit and technology as a power-maximizing mechanism to get
the advantage of more efficient economic power and military power (Morgenthau, 1978). This
approach dominated the literature during the industrial age, from the Second World War to late
1980s. Theories concerned with material power treat the technology as an artifact, as does the
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Wendt, 1999; Mearsheimer, 2001; Nye, 2004). These theories, because of their inability to
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engage with social and political elements of power and technology, are mismatched with the

instrumentalist, thus they have not synthesized a theory of unique nature of ICTs (Waltz, 1979;
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approach addressing state responses to the impact of technology.

The second paradigm, the information age approach exhibits the determinist approach in
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its expanded view of power, comes closer to providing a better approach. Rothkopf (1998)
describes that states are no longer the only actor of power; raw power can be countered or can
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and the individual (Smith and Naim, 2000; Drezner and Farrell, 2004; Diamond, 2010). They
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support the idea that by facilitating mobilization and communication, liberation technologies
expand an individual’s freedom of report and exposes wrongdoing, protest, scrutinizing the
government, it empowers them.
The struggle, in turn, is a function of shifting power, in which the majority of optimists
believe that ICTs with Internet connectivity will vanquish the dictators and authoritarian
regimes by eroding the institution of sovereignty, and motivating democratization and
liberalization (Aronson, 2002, pp. 41–58; Hachigian, 2002, pp. 41–58; Nye, 2002, p. 76). ICT
gave a path into increasing the influence of non-state actors besides individuals, such as
transnational corporate sectors and non-governmental organizations, and undermined the
authority of the state by turning the advantage of easy access to information against the state
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(Castells, 2000; Mayer-Schoenberger, and Brodnig, 2001; Aronson, 2002; Langman, 2005;
Lorentzen, 2013).
Computers, the Internet, mobile phones and numerous other applications including social
media are the modern interrelated forms of digital ICTs and are multiway forms of
communication (Diamond, 2010). Therefore pessimists, in contrast, insist that authoritarian
states remain firmly in control and beyond charge against the tides of liberation from ICTs,
even harnessing it or commandeering it as an information tool, though they have acquired
advanced an technical ability to censor and control in order to monitor and identify the
dissenters (Diamond, 2010; Hachigian, 2002). Internet technologies were found to be used as
a new tool of repression and devolved a state’s power, to monitor and control citizens, ultimately
forestalling democracy and preserving state’s power (Morozov, 2011).

治
政
control of all users, thus any user can improve and better大
the use of these tools. There is an
立
equal probability that the same technology can allow individuals and non-state actors to bring

However, technology is rarely a tool, given its design that allows for the regulation and
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down authoritarianism, and it can also allow a state to advance its power over other actors, as
was the case in several scenarios. Boerl (2008) stated that development of the Internet and
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multiway forms of ICTs unlike a zero-sum game between the state and individuals or non-state
actors, are a new infrastructure that allows engagement and disengagement between these
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who suggested that ICTs would bring major challenges to authoritarian forms of power, not all
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of these states using censors are authoritarian states. Due to lack of technical knowledge or
interest, none of these polarizing debates can make an accurate distinction between whether
the merging of ICTs results in the loss of state control or the relinquishment of state power.
Many studies emerging from these paradigms kept on regarding Internet technologies as
having followed a predetermined path and conveying a set of norms and values which are
imposed upon the state, leaving minimum chance to influence, or even leaving no choice but
to adapt - or else. These arguments do not provide an appropriate conceptual framework for
this research as it leaves out too much of bearing for understanding power, but because it does
play a role in political debates about Internet technologies, and it is the very early steps of
analysis, it is important to articulate here. The pessimist approach mentioned here offers some
important insights into the question driving this research, but this approach remains dedicated
emphasizing the impact of technology, and thus fail to engage with the different aspects of
14
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technology that are the consequence of state decisions and those which are beyond the
immediate control of states (Sassen, 1999). This literature frequently negates the role of choice
and an actor’s influence on technology. To do so, they disregard the fact that states can and do
exert influence over the development of new technology.
These approaches are helpful as an analytical tool in identifying the Chinese approach as
some of them engage with these views while formulating Internet technology policies. In this
way, besides providing a methodology, it becomes a conceptual tool for making sense of
particular points in the search for a pattern unique to the Chinese case. To date, this research
has followed the more ideationally inclined studies on the relationship between state power
and technology in order to connect the lines with the unique pattern of Chinese integration of
Internet technologies, and it is to these studies that this chapter turns next.
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1.3. The Missing Link
‘Blaming the hardware seems even more foolish than blaming the victim when it comes
to judging conditions of public life’ (Winner, 1985). Opposite to those technology diffusion
theories that neglect the role of choice during the adoption of technological systems, authors
like Patel and Connolly (2007) found the relationship between technology and state power as
mutually responsive, in which Internet technology adoption depends not only on the
characteristics of the technology in question, but also the country-specific characteristics. The
approaches to Internet technologies sprang into a more complex and inclusive manner, in which
they determined that technology, in a unique way, is both enhancing and undermining state
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2007; Franklin, 2004; Carr, 2016). Thus, it is neither empowering the state nor devolving its
立
power in a way. Given the essential aspects that Internet connectivity ascribed to ICTs, in which

power simultaneously (Cleaver, 1998; Sassen, 1999; MacKenzie and Wajcman, 1999; Latham,
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the Internet has no pre-determined path or a specific purpose, the expression of the interests
and values of those who engage with Internet technology becomes more and more significant
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(Carr, 2016). As Larry Diamond (2010) once stated, technology might be seen as the
technology prevailing over skirmishes, but one cannot assume that governments, organizations,
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research underscores the missing link by equally relying upon the technical specs of Internet
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technology that allows for the engagement and disengagement between actors, and the actors’
use of ICT applications to enhance power–sometimes collaboratively, but mostly competitively.
In the same way, Lessig (2006) argued that the Internet attained a new characteristic of ICT:
controllability or being able to be regulated. Simply put, the regulation of the network and
networked ICT and the rules and the freedoms allowed therein, or the values embraced to them,
may differ. Thus, controllability becomes a function of its design (Lessig, 2006). Those who
design the ideas and values of a given technology are fundamental to its structure and design
(Lessig, 2006). Moreover, they are constantly reinforced through its use in determining the
defaults of the technology: whether privacy will be protected, the degree to which anonymity
will be allowed, and the extent to which access will be guaranteed (Lessig 2006; Carr 2016).
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Lastly, their decisions define what that specific technology is, and these decisions will influence
the key sectors of that technology (Lessig, 2006).
The regulation can be performed in a variety of ways. Changes in the design of Internet
technology that have been mentioned so far were to make regulation simpler in order for the
state to create incentives for individuals and non-state actors to obey the rule, to take advantage
on its threat, and to decrease criminal behavior to below zero (Lessig, 2006). The effectiveness
of state power functions through traceability which builds stronger incentives to obey the stateregulated rules (Lessig, 2006). However, this research does not narrow down the view by
focusing only on the complexities of state responses and regulations with regard to Internet
technologies.
Regulation is also attributed to the design of the technology itself: the code. As Lessig

治
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大the freedom of someone to enter
disabling control, and functioning as a physical constraint on
立
a space like a locked door. As has also been the focus of this research, it is a tool of control,

(2006) defines, besides the state-backed command, the code embeds values, enabling or
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not necessarily of state control, but also the control of whoever does the coding. This research,
therefore, aims to explore this distinctive mode of regulation as a step to understanding the
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interaction between technology and state power.

Just as Lessig (2006) described regulators using code to make behavior more regulable,
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ends would be yielded if pursued directly (Lessig, 2006). Those indirect constraints beneath
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the surface run the risk of not being transparent where people would experience these
constraints as naturally, but this is not necessarily a bad thing. Speed bumps are the example
of an indirect measure that changes the code of the streets to keep speed beneath the limit, and
in which case the actual source of regulation is unknown but no one is fooled about it (Lessig,
2006). Castranova (2005) put it in a better literary sense that the traditional or well-known type
of governance in virtual worlds is made up of invisible hands of autocracy embedded in anarchy.
The missing link between state power and Internet technology is that the technically
added specifications of controllability or being able to be regulated are consistent upon the
character of the code: open code and closed code. Levy (1984) defines open code as free
software, the opposite of closed code where the developing power secretes how technology
functions by dispensing 1s and 0s, which are non-transparent as to the design of technology.
Hence, open code appears to be a constraint on state power which allows for a competitive
17
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advantage through transparency to vendors who use open code in other projects. This openness,
open code and the way to access it mentioned here, is the reason why the Internet and Internet
technologies became widespread, and why they too attracted the commercial attention for
which the state power acted as security by creating licensing regulations (Lessig 2006; Carr
2016). Therefore, open code limits state power not necessarily by defeating all the power from
the state but by changing that power, or in other words, disabling the benefits of hiding the
constraints inside the code (Lessig, 2006).
One can guess closed code might be reverse engineered if there is enough opportunity
to test where also another milestone appears that this research is engaged in. There are a limited
number of studies that have suggested that a host of technologies were built to make the Internet
work more efficiently by removing the ‘reverse salient’ of the current, which has also found to

治
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2016). The term, reverse saliency, originally adopted from大
military historians, was introduced
立
by Hughes (1989) define sections of an advancing battle force or front continuous with other

be the ones that make regulation simpler, albeit not perfectly (Hughes, 1983; Lessig, 2006; Carr,
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sections that have fallen back as reverse salient, thus, slowing the process of the attack. This
approach has seen the need for reverse-engineering technology coming out of a point of lag or a
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perceived risk/problem from the technology that is preventing it from fulfilling its potential
(Hughes, 1989; Carr, 2016). Just as Rouse (2007) explains, technological systems are part of a
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United States’ conceptions of power interact with approaches to technology to shape and influence
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the development of complex technological systems like the Internet. His book builds a conceptual
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framework for future studies of the relationship between state power and ICTs, and also brings the
political context into the interaction with technological development. This research, thus, by
following a similar path, is filled with the urge to reveal specifically how China has responded to
Internet technology by observing the problems/risks perceived along the way, and how those
problems are solved, or in a more general sense, how state power interacts with technology in a
post-industrial model of ICTs.
Having experienced the age where properties and opportunities are different in which
the power of regulation will be the indicator of who will prevail. Therefore, it is necessary to
understand this power to determine whether or not it is properly exercised. Nevertheless, none
of these studies are merely an application of any conceptual framework to Chinese context,
and it therefore may be interesting and significant for this research to contribute this to the
literature. The next chapter, therefore, explains why China is chosen to be the case study of
18
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this research and presents the methodology and empirical sources, then, formulates the
theoretical model of reverse saliency in ICT adoption and innovation and hypothesis.
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Chapter III
1. Research Method
1.1.

The Case Study of China

Mancur Olson’s convincing argument that many autocracies are not prone to innovate

政 治 大

because autocrats rip off tax returns, and do not invest enough into public infrastructures and
violate property rights if their survival is at stake, however, some autocracies, in contrast, held
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a more stable and long-term view in which they preferred preserving the political power over

‧ 國

學

stagnation, and they sacrificed present income and economic embezzlements for the sake of
the continuation of their legitimacy (Olson, 1993). China is one of that kind. The unique
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narrative behind the story of the use and the development of ICTs in China is central to this
process of keeping the balance of preventing legitimacy loss through improving the regime,
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be produced to maintain the legitimacy, and that growth cannot occur in an economy that is
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unwilling to technological innovations, and the same technology innovation comes with the
package full of unhindered information flows (Göbel 2013). The cost of innovation at social,
economic and political level is the force behind a regime to improve its institutions and its
social channels, and this process of paying costs is not for once; as soon as a technology
adopted therein loses it marginal utility, the need of new appears, repeatedly after one another,
thus, whoever make the decision of countering this dilemma will get to decide also to counter
it by repression of a kind (Göbel 2013). China is a promising example in this regard that exerts
pervasive and consistent coercive control over its population (Gurr 1970). Through an
examination of concerns which have been emerging or found from the key problems to the
Chinese power, thus motivating the need of this consistent control, this research tends to
examine the unique methodology of Internet technology adoption, advancement and use in
China.
20
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Of these concerns, however, only some had implications for the state power, three stood
out as an issue that has been consistently regarded as crux of the relationship between ICT and
the Chinese power. Those are the controllability dilemma, data security, and algorithmic
authoritarianism in which all escalated with the introduction of the Internet technologies for
the first time. Controllability dilemma created more tendency to control, unlike it has long
expected to impose more freedom seeds on the cyber-ground. Control in the means of data is
deeply rooted from growing insecurity of data and the growing number of users with access to
it. The ways which China found to deal with its data insecurity, as parallel with its unique
regime type, is long expressed as digital-authoritarianism, networked-authoritarianism, and
lately it is called in this research as algorithmic authoritarianism as the technology advanced in
China. These issues are identified not only through an assessment of the technology itself but
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flows. This approach is a significant shift away from the view that technology has its own path
立
and produces universal effects (Carr, 2016)– a view which pervades much of the academic

also through the examination of new online boundaries state power builds to curb information

‧ 國

學

literature on the Internet and politics.

Given the design of the Internet is built through the ideas and values of the early developers
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and are therefore reinforced continuously through its use, the Internet today still carries bottomup development indigenous to US values and concerns (Carr, 2016). Paradoxically, taking the
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can keep up with the today's requirements of the global system, and fulfill its citizens' need as
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well (Hachigian 2002; Harwit and Clark 2001;Chase, Hachigian, Mulvenon, 2006; Carr 2016).
The state is censoring sensitive information simultaneously because of the concerns towards
the potential public backlash of which citizens who could use it to organize against the
government (Harwit and Clark 2001). Hence, in bringing together the empirical and theoretical
evidence, this research pursues to answer with case study how China had been dealing with its
national insecurity of a potential uprising against its legitimacy caused by features of Internet
technology.
The measures to deal with this national insecurity is required intervention to the current
design as in the example of censorship of Google; the biggest searching channel to the
information, Google, has been censored due to several incidents that Chinese government
found sensitive content (CNN, 2006). However, Chinese government noticed that there was
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still place for citizens to access these channels eventually, thus, in an unusual way, they have
created their search engines, online market place, and social media network to overcome this
potential threat. China is the only state in which Internet and telecommunication infrastructure
are completely owned and powered by firms indigenous to Chinese government like Huawei,
Alibaba, and Tencent which are the leading Internet router, financial technology, and
commercial application companies today. Chinese digital economy uniquely carries oligopoly
qualities that are exclusive for the other stakeholders in the market. These all together allow
the Chinese government to maintain ultimate control over the content. Even though there were
some consequences of the rapid uptake of Internet technology in the case of China, it
implements governance structures with fully understanding of their implications which gives
the most significant momentum to this research aiming to theorize a model for the Chinese way
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大the Chinese government regulate
ICTs accelerates differently in Chinese case?; (2) How does
立
the use of ICTs, and what derives the decision of that specific way of regulation?; (3) How
in order to explain three questions: (1) How does the adoption, development and the use of
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these technical and political knowledge on the perceptions and concerns towards technology
can be applied into Chinese intentions in order to give a sight into future plans?
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A range of material have been examined in answering these questions. A major component
of the empirical materials for this study have been secondary sources that examined the
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are taken as a kingpin. Therein a link is found between the shifts in the global role of the major
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actors and in geopolitical information landscapes with the Chinese breakthrough to the Internet
and technologies with Internet connectivity in China. Why it has mostly been perceived as
unexpected or as an abysmal circumstance in the international ground is still mostly uncertain.
Regardless of whether or not there is direct causation between these two, it still validates
whether increasing Chinese influence is good or bad for the existing technological system. Yet,
good or bad is valued according to the subject’s niche. Therefore, before getting into the
rhetoric of subjective evaluations of the Chinese case, this research used the secondary sources
of technical information to acknowledge what comes packaged with ICT: which capabilities
are granted by default.
This research as a qualitative research first focuses on closely examining the data to identify
the main themes and patterns in ICT advancement after the introduction of the Internet, and
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formulating hypotheses over the theoretical model, then aiming at applying the hypotheses in
to the case of China through following the framework that is built through those patterns.
Several secondary sources which examines Chinese technology policy documents, legislations
and speeches, though less frank, serve for the purpose of this research. They provide a map
through which reveals the concerns and perceptions of China towards Internet technology. A
third source of empirical material have been used in this research is the statistical and technical
reports and Chinese technology policy papers. Linking the theoretical framework to the policy
outcomes and statistical reports help to illuminate which approaches often become the loci of
further innovation.
This chapter is mainly serving to the purpose of revealing the defaults of the ICTs with
network connection and formulates the theoretical model gradually through a metaphor. The
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majority of the literature was lacking and draws out the theoretical framework, the reverse
立
saliency model. The next section is assembled under three key steps: control (force), preserve
following subsections untangles the topic to support the technological knowledge that the
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(momentum), spread (acceleration) which sort out the reverse saliency model through closely
examining the main actors of control and the state of motion in ICT adoption in general, the
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interaction between these actors and the technology, and comes out with two main hypotheses.
The analysis of the case study derives from these hypotheses and sheds light onto predictions
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explains whether the newly found-pattern throughout the research is applicable to the future.
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2. Theoretical Model
2.1. A Metaphor of Internet Technologies
In its very naked form, Newton’s method investigates the forces of nature from the
phenomena of motions, and then it demonstrates another phenomenon from these forces.
According to him, phenomena of any kind could and should be explained regarding mechanical
notion. The mechanical simile of the universe in his clockwork universe theory is a rationally
ordered machine governed by mathematical laws (Smith 2010). Likewise, this research aims
to make aspects of Internet technology (the universe) predictable by demonstrating that
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state, individuals and non-state actors (the forces).
立
The clock continues to go without the assistance of a clockmaker and tends to exclude
dynamic of this system is ticking along like a machine with its gears governed by the laws of
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the province and governance of the clockmaker (Smith 2010). The relationship between
internet technology (the clock) and its engagement with users (the clockmaker), in a similar
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way, are the negative forces to each other: as much as users claims to engage and control the
architecture, the technology resists due to its nature (Smith 2010). Thus, this motion is
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of cyberspace surely is the one that has imagined as a place that couldn’t be governed with an
innate quality to resist regulation. Not that the state is powerless to shut it down or to break it,
but if it does exist then the state’s power over the direction or behavior is limited. Thus, there
is no doubt that at times, the early literature about the Internet and about the subsequent
technology has assumed that technology has a pre-determined developmental path that is
applicable to everyone with same consequences simply because it has seen to be impossible to
be stopped by any external force.
It is regarded as common sense that the way things are first found is the way those
things have to be. However, technology can bring the same ends with different means (Lessig,
2006). It does not require any fancy technical knowledge to grasp that technology is supple.
Just as in the metaphor, the very first architecture of the Internet was the United States (force),
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so it was the only force that gave the maintained velocity to the object. Thus, the first design
of the Internet creates this illusion that the Net is impossible to regulate, thus long considered
as its so-called nature – but in fact its nature has already flipped several times. Regulation of
such technological system consists of resource constrained problems like anonymity of the
users in which the resource is data (information) about who someone is, what they’re doing,
and where they’re from. Anonymity threats are eliminated with the interaction of commerce
within the networked technology, despite the fact that it originally attained everyone
invisibility in the first place. The essential here is that the inertia that the Net first had did not
remain at rest or in uniform motion in a straight line, it rather has compelled to change by other
forces imposed on it. The point is that there is not a single actor on the ground that will validate
the claims of the early literature that there is a pre-determined path that networked technologies
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大literature specifically missed out
The second law of motion explains the part that early
立
better, which is momentum - how the force interacts or regulates technology (Glenn Research
follow.
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Center, NASA). The velocity of Internet technologies changes as they become subject to
multiple external forces: the users. So, the force is now equal to this change in momentum per
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change in time. The change in velocity depends on the mass of the object (Glenn Research
Center, NASA). Here the mass stands for the data/information power that the user(force) has.
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In technical terms there is the data collected in computer logs that is about how they have been
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used. The more data collected the easier it will get to trace the behavior and those responsible
for it. Newton proves that a force will cause a change in velocity (Smith 2010); and likewise,
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a change in velocity will generate another force, as does networked technology, when for

engchi

example the state takes advantage of this data to determine source, destination, time, and
equipment used in any action in cyberspace that will build a layer of traceability as to track
individual behavior. Simply put, the state gets to generate other potential forces due to the fact
that the state is holding the advantage of larger data sources (mass).
The third law states that for every action (force) there is an equal and opposite reaction
which applies to politics and cyberspace as easily as it does in the physical realm (Deibert et
al., 2010). This is just as the case was with previous technological developments, as the Internet
coincided with a major set of political upheavals culminating in information (mass) subject to
the control if narrative -through technology, regulation, norms, values and political calculus —
unleashing a wide-ranging and globally significant shift to a new geopolitical information
landscape. A shift on an unprecedented scale has led to the empowerment of nonstate actors
and individuals. It is far from new that states (force) have tussled with the iffy and
25
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counterproductive consequences (opposite reaction) of their perpetual desire to innovate or
adapt new technologies from which they derive power and authority (Deibert et al., 2010).
Going back to the metaphor, according to Newton’s equation of motion, the opposite
or net force acting upon the object ends in acceleration of the object and the object accelerates
to a degree which is proportional to the presence of the force and also to the object’s mass
(Glenn Research Center, NASA). Not to mention the velocity, force, acceleration and
momentum, all occur in a magnitude and direction associated with them is where the formula
gets complex as it involves with the relationship between state, individuals, non-state actors
and Internet technologies. Who has the stronger force? And how to measure it? Is an ordinary
user able to access a data mass to the degree that states can? If not, how could we explain the
malware on the Internet made by malicious code-writers and spam still existing? If yes, as

治
政
大 as a joyous development that
Even though networked technology has been welcomed
立
is widely accepted in our lives, it is without questioning its final impact (Lessig, 2006). Damage
Lessig (2006) once said, what is that stopping the world from ‘cyber-Armageddon’?

‧ 國

學

caused by the malware in the Net is the very beginning point of the realization of its unknown
potential. Unlike the common understanding that considers that cyberspace comes with its own
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freedom, the current development actually has shown its strong tendency for control. Those
who have seen its nature as freedom miss the fact that there is a variety of designs carrying a
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variety of values and only by selecting different designs can we promote one’s values. The
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choices made among the competing collection of values and purposes is political, and therefore
is the reason why networked technology meets with political upheavals. While it is beyond the
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scope of this research to analyze how it should or should not be responded, it is worth looking
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at how the integration of network with ICTs proceeds in order to draw a systematically layered
conception and methodology applicable to current developments. Therefore, the theoretical
model is drawn out in the next subsection.
Reverse saliency Model
The motive of motion in adapting technologies to daily life is somehow reversal. As
Carr (2016) once stated: "What we are experiencing is, in a metaphorical sense, a reversal of
the early trajectory of civilization: we are evolving from being cultivators of personal
knowledge to being hunters and gatherers in the electronic data forest.” However, the motive
of motion in this research is not limited to the social case; it is instead the cases in which actors
are involved in the process. Reverse in its lexical meaning is a change in direction or an action
opposite to one previously stated. This backward motion in terms of technology is the process
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of deconstructing an object with the aim of seeing how it works and revealing its design, in
order to enhance or duplicate the object. To offer a better illustration of this process, think of
those "software update" notifications that pop up in your phone every couple of months that
you click the later button on not to restart your phone. Those updates are the purest form of
this reversal motion in technology.
The reversing can be applied both to a physical device (hardware) or to the collection
of code installed on your computer's hard drive (software). Hardware reversing requires taking
an actual device apart to see how the program/device performs certain operations, to improve
performance, fix bugs, identify malicious contents like a virus, or adapt the said object for use
(if not licensed) (Rouse,2007). Software reversing is a similar but more abstract process in
which already written source code is decoded by the program's machine code, or so-called

治
政
The need to reverse a specific technology comes 大
from a point of lag or a perceived
立
problem with the technology that prevents it from fulfilling its potential (Hughes, 1989). The

binary (1s and 0s) (Rouse, 2007).
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term, reverse saliency, originally adopted from military historians, was introduced by Hughes
(1989) in the context of technology and innovation in his book on the development of electric
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power systems to explain problems perceived in the process of technology advancement.
Military historians customarily define sections of an advancing battle force or front continuous
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with other sections that have fallen back as reverse salient, thus, slowing the process of the
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attack. Hughes (1989) found it an appropriate metaphor to label such areas of imbalances as
reverse salient because the military front here represents many of the unpredictable qualities or
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problems of evolving technology. Therefore, the engineers, inventors and other professionals
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use their constructive power to correct these reverse salients for optimal functioning. In the
same way, reverse salient during often form in an expanding system (in this case, it is the ICT
advancement), some components of the system do not march along harmoniously, and fall
behind or out of line as the system advances (Hughes, 1989; pg. 70). As a result, these weak
links impede progress in technological advancement (Carr, 2016). As simple as it is, identifying
the reverse salient through this backwardness in a system unlocks a series of critical problems
whose solutions can bring the system back in line. But how are these critical problems
identified? Who identifies the reverse salient?
An evolving technology moves in any given direction for complicated reasons.
Movement often appears because if concerns and interests over who is controlling the system
to extend their authority (Hughes, 1989; pg.80) But in the other hand, reverse salients boost
the economy of the technological system (Carr, 2006). Therefore, economy and efficiency
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become subjects to the movement of the technological system by motivating actors who are
cherished (Hughes,1989). This explains why there has been a nucleus of innovation and
technological development while responding to reverse salient in the existing technology.
Reverse saliency does not necessarily always occur because of technical lags in the very design
of the technology; it may also emerge from the concerns of the system builder/ the actor. The
actor may decide the reverse action is needed whenever the system is interrupted (Hughes,
1989).
Technological systems, unlike self-driving vehicles, have an internal drive and everchanging momentum that is derived from commercial and political concerns and decisions,
economic concepts, institutional design, legislative limitations and backings, geography and
history (Rouse, 2007). Therefore, being able to identify what it is that a state regards as the

治
政
a whole range of purposes of the actor. It is a dance between大
technology and states’ commercial,
立
political or security concerns in which states can thrive these purposes to their own ends by

problem or the reverse salient of a given technology can provide insights into conceptualizing
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removing the perceived risks, and once they do, the design that technological system will
change, as well as, its key sectors (Carr, 2016).
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Figure 1 Reverse Saliency in Technological systems (Source: Author’s own contribution)

This overrunning power of the state to remove the reverse salient in a given
technological system, thus, is the motivation du jour in this research. This research believes in
the ability that is looking at dynamic of perception of reverse saliency, in other words,
perception of risks, problems and the trust towards a specific technology provides to illustrate
28
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that there were numerous options all along the way, rather than a linear, predetermined path
(MacKenzie, 1996). This non-linear path, thus, is wavy, as illustrated in Figure 1, which
demonstrates that once a technological system starts advancing therein, moving in many
possible directions for complex reasons, some components fall behind or out of line. The xaxis represents the time elapsed after the stimulus was presented which is where new
technology is first enter the scene, and y-axis shows the efficiency throughout the advancement
process of said new technology.
The area that is labeled as adaption is where technology first accelerates following the
phase of research and development, also known as know-how, then ascents until the top point
where the technology reaches maturity, then it slowly declines after the stimulus occurs (once
it reaches the marginal utility). In other words, once the technology reaches the maturity, a

治
政
大 On the other hand, the system
reverse salient accelerates during the reverse engineering phase.
立
builder/the actor may also spot a reverse salient for which their perception of risks and trust

reverse salient occurs and it starts declining until the problem is solved. The solution of the
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towards that specific technology that their interests or concerns does not match with qualities
of that specific technology. Remedial action, thus, may be necessary in order to prevent
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possible harm incurred over the course of the advancement of that technological system
without intervention.

n

er

io

sit

y

Nat

al

Ch

engchi

i
n
U

v

Figure 2 External and internal forces (Source: Author’s own contribution)

29

DOI:10.6814/NCCU202000351

There are different elements involved in this phase including external forces consist of
state actor (where is what state expect from the adopted technology is analyzed) and other
actors (where is the concerns and interests of individual and non-state actors and their
relationship with the state actor are analyzed). It also including the internal forces which consist
of the existing code (where reverse salients can occur due to technological lag that may be
caused by the environment or other contextual factors, or from some complex combination
thereof). Internal forces are the ones that are there by default, or the qualifications that are
granted from the previous design/code, as mentioned above. External forces are the users/actors
such as the states perception, individual actors (norms), or non-state actors (market) that are
either engaged and disengaged with internal forces, that is, with the code of the technology
(Figure 2 shows these forces in detail).

治
政
大 The dashed lines represent
adopted technology, or until a whole new technology is innovated.
立
the uncertainty in direction or the continuation of the new design. A new system emerges as a
The phase continues either until a better or more suitable design is applied to the
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result of removing a major reverse salient. However, the old technology does not disappear
outright. Instead, the old and new systems exist for a while in analytical tension. Hughes (1989)
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called this struggle a ‘battle of the systems.’ It may result in with the innovation of brand-new
technology, or a change in the design of that specific technology. This phase is the proof of
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When a new technology evolves, there is a resulting change, continuity, and pattern.
Identifying the reverse salient not only allows us to encounter these, but it also is such turnsole

n

al

Ch

i
n
U

v

to which it allows us to unveil a state's concerns, interests, and even their norms and
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expectations from a technological system.

The following section, the force, explains the relationship between the code and the
actors (how code is embedded in the technology that distributes influence of which actor has
on the code of technology), the relationship between the code and the access to data, the
relationship between cyberspaces and the code, and lastly he relationship between the code and
regulation: The urge to regulate code how it is embedded into code.
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2.1.1. Force (Control)
As mentioned under the subheading of power, the state functions as a socially accepted
organism defining and enforcing binding decisions collectively on behalf of their common
interest or general will, and is therefore the actor of power. Regulation, thus, is the capacity the
state ascertains to regulate the actions within its purview through code, and in this case, it is as
long as users stay online. Regulation by code is not necessarily only imposed through the state
or norms, but by the very design of cyberspace, and the difference in a design of control is the
difference in code. Some can enable governments to be more in control than others depending
upon the values at stake, and some will favor some design elements more than others (Figure
3).
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Figure 3 The relationship between actors and the code (Source: Author’s own contribution)

With regards to the metaphor, the Newtonian law of motion, the object preserves its
inertia it unless is compelled to change its state by an external force (Smith 2010). If new
technology is an object, then its velocity and direction changes by the applied forces to its
design. In other words, technology moves towards the way the code leads it to. The state
functions as the main actor, and non-state actors and individuals as the opposite forces in which
all hold the advantage of accessing information/data through using ICTs in variety of ways and
levels. One can understand the importance of data access simply as computers gather data about
how they’re used, and the more the data collected in logs, the easier it will be to trace who did
what, even though collected data can be circumlocutory. Information/data or knowledge is an
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historically important source of power which heavily relies on its accuracy and promptness.
However, information/data is not directly proportionate to power, the relationship between
them rather is compounded due to information’s tendency that is to spread. More
information/data is not necessarily more power, information/data turns into a power asset only
if it is excluded from others.
Internet connectivity, by making data more accessible to all users, is thus a major
challenge to state excluding particular data from others. It is not the main focus of this research
to give hard technical specs of the Internet, but this research also aims to avoid the technical
facts in order to have a more objective and rational perspective. Therefore, it is important to
understand the basics of a way of communication, the Internet, that the world chose to use.
First, there are some common terminology used that is not actually simplified or defined. What

治
政
大 Simply put, if the Internet is a
and cyberspace are not as different as they are complementary.
立
book, cyberspace is what happens when someone reads that book and imagines the story in
is cyberspace? How is different from the Internet? Why is it important to distinguish? Internet
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one’s mind. Cyberspace contains many cyber-places with different characteristics which are
defined by the people who populate these places, and by the capabilities provided by the space.
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Capabilities or barriers like systems limiting access resemble artificial physical boundaries,
national borders and distance. The barriers part of the code, and there is a choice whether or

Nat

sit

y

not to obey the rule, any more than there is not a choice about obeying gravity (Lessig, 2010).
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This, in fact, however clear with respect to cyberspace, is true of the Internet.
In cyberspace the relationship between internal and external forces are reciprocal.
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Technology might be seen as prevailing over skirmishes whether or not any forces are applied,
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however, given the fact that it still is human made good. Its nature is not God’s will, but is
written by an external force, thus can be changed by other external forces over time. Once it is
changed, then the velocity and direction of the technology will also change. But why how is
this motion preserved? How is direction maintained? And what determines who is responsible
for the change in motion will be explained in the following section, momentum.
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2.1.2. Momentum (Preserve)
First question to ask when it comes to preserve should be how is the urge to regulate
code or design even embedded in the first place? Part of that is connected to the core design
decisions that early Internet architects made that determine how Internet is designed. Originally,
Cerf and Kahn (1974) had designed a protocol suite for the internet that had a lot of different
features like reliability, flow control, order delivery, and that was separated out into two
components. There is IP protocol that all computers connected to the Internet have to run.
That’s sort of what you need to do to be a part of the Internet.
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engchi

There is also something called Transmission Control Protocol (TCP). While IP runs in the core
(Cerf and Kahn, 1974). Simply put, if there are two computers belonging to user A and B that
want to exchange data in a reliable way, this data still transmits through the core of the Internet,
the IP, but TCP runs on the edges of the internet to make sure the transmission is successful in
the case that IP fails in the middle (Figure 3). This keeps the core simple, which is what socalled ‘end-to-end’ principle is: keeping the core as simple as possible while pushing any
additional functionality out to the end points whenever possible. In practice, one can
experiment with a new way of transmitting data back and forth between the users without being
implemented or making any change within the IP/core which all other users inhabit (Cerf and
Kahn 1974).
All you need is to have two computers/ends that agree to change or to speak a new
protocol, in other words, the end-to-end principle makes it easy to roll out new protocols on
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the Internet, and minimizes the costs of developing new protocols, removing the burden of
permission. All if these embeds a value that encourages innovation in applications for the
network, as well as the competition. The network empowers the widest range of innovators—
users of the network—and entitles all of them to innovate for this network. This is that technical
clue explaining what the majority could not in IR literature about how the architecture of the
Net will make it easier for traditional regulation to happen, how code enforces its control
directly, and how code changes, unlike the laws of nature, being crafted to reflect the choices
and values of the coders.
At this point, how the code is regulated is the next question. Lessig (2006) defines
regulation of cyberspace in four parts. First is the level of controllability that a given technology
allows which introduces a mechanism of control: the code. Second, he introduces the regulator

治
政
大end, the challenge is to forecast
not always one actor to make that choice. Therefore, in the
立
who prevails from the nemesis between these actors as they all aim to apply their own values.

who regulates technology by code which requires the regulator to make a choice, but there is
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There may be an actor or a combination of actors prevailing from this rivalry. Similarly,
with his second law of motion, Newton claimed that the net force can be a single force, or it
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can be the vector sum of more than one force, after all it is the combination of all (Smith 2010),
such is the case with the actors in cyberspace. Just as in the Figure 1, any networked ICT is the
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object that is subjected to the force that is the product of one external force or all forces
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combined. The code that is the production of how these forces engage with the code over time
through their ability to exclude data from others. The more capable a force preserving data, the
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more control the force has over the code. Therefore, data access is what determines who is in
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charge of the change in code of given technology. The matter here is to reckon the change in
momentum of technology together with the change in time which is acceleration. The third law
of motion, also known as ‘for every action, there is an equal and opposite reaction’ simply
means that if you exert a force on an object, it exerts an equal force back on you (Glenn
Research Center, NASA). But if it is applying an equal force right back, then how will the
object be moving? The question is relevant when it comes to the control of any networked ICTs.
The clash of actors does not turn out in a stalemate, instead it continues within
momentum. Basically, things can move because there is more going on than just the action and
reaction of forces which is gravity (Glenn Research Center, NASA). It is not so different from
basic physics that whenever an actor aims to push their values into the code of technology, then
the other actors are pulling back on it with equal force. As long as one actor is more capable of
excluding the data and access routes from others than another, the code will still be changing,
34
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and technology and users will move according to the direction that is written into the code.
Gravity, in terms of technology advancement, thus is data.
So far, we know code is the mass, internal force, that is already embedded in given
technology that is in continuous interaction with all forces/actors therein clashing to push their
values into the code, and the measure to who prevails from that is data -gravity- that determines
the speed of whoever owns it, or whoever is able to exclude others from having more. Code
can be transferred in a format that can be used by other programs any time; this is the fact that
bits know no border. Many claimed this latitude to be its nature. However, this research has
spent pages drawing attention to the point that cyberspace does not promise freedom, it rather
has exceptional potential for its control. China is one example that throws suspicion on the idea
that found freedom is unique to the Internet and Internet technologies’ nature. The real-space

治
政
大 violation by directly changing
strong stand in the violation of these norms. Standing against
立
the code, or by indirectly, giving the incentives to immediacies to change, into government’s
norms are considered to be the behavior in cyberspace, and the Chinese government has taken
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benefit. The following subsection demonstrates the details about these indirect and direct ways
that states interrupt the design of technology with the aim of enforcing their values according
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to their perceptions of a given circumstance.
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2.1.3. Accelerate (Spread)
The competing values of actors, and the choices about which values will be given
precedence among them are political. Code is no longer only a question of engineering; it
codifies these values. In this account, the architecture of cyberspace is then power. Politics is
the process by which people collectively reason about how things ought to be, how that power
is exercised, and by whom. So far, it has been argued here the way which code regulates, who
the code writers are, and who controls the code writers reveal how cyberspace is regulated, so
too does it reveal who has the power. This research considers the state as a power what has a
domestic authority structure, and is subject to a shift with the increasing expansion of

政 治 大
As mentioned under the section of the Net and the state that the role of the state as the
立
power of the regulators -laws, norms, the market, and the design- is the decision of which
networked ICTs. But how does the state regulate code?
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regulator is the most effective on the desired constraint, perhaps not necessarily the most
efficient (Vig, 1988). The code is regulated by the sum of these constraints imposed by the

‧

regulators. To simplify this, Lessig (2006) gives the example that the constraints faced by
someone wanting to smoke, and the factors regulate someone’s decision to smoke, or not. The
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or a court specific to the violation of smoking rules. More significant constraints here would
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be by norms which require the permission of others to smoke in a given location thereby
regulating smoking behavior (Lessig, 2006). However, none of these are more significant than
the constraint created by the market through its price, quality, or its technology, such as with
smokeless cigarettes the constraint gets less effective because it removes prohibitive location
barrier. So, the point is no different than the one mentioned above: constraints faced by
someone who wants to smoke are affected by how the cigarette is, how it was designed before,
how it is built, in other words, by its code (Lessig, 2006).
This can be applied to cyberspace, the regulation of networked ICTs in which state and
regulators serve as the external force, and constraint as the sum of the forces applied on the
code of a given ICT. Constraints are interdependently functioning regulators; they work
together as much as they may function differently. The law regulates code through punishment
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it threatens such as copyright law; it enacts, threatens, convicts (Lessig, 2006). Norms through
stigma that a community imposes control the design (Lessig, 2006). There are sets of behavior
just as there are in real-space. Markets create constraints access through price just like some
Web services may charge for access (Lessig, 2006). Lastly, the design is another way of
constraint, as it has been explained above a number of times that some cyber-places might or
might not allow what other places allow (Lessig, 2006). The code-writers set the constraints to
a given cyber-place and its inhabitants.
Technology is supple, as are these regulators. The state can pick between direct and
indirect regulation. To explain with an example, once again, as Lessig (2006) demonstrates
with the seatbelt instance, government can pass a law that requires citizens to wear seatbelts,
which is directly regulating behavior (Lessig, 2006). Or a stigma can be created through public

治
政
大 companies can be another way
law to regulate behavior (Lessig, 2006). Subsidizing insurance
立
to sanction those who don’t use seatbelts through reducing rates, which is how the law regulates
education against those who do not wear seatbelts, which is regulating social norms through
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the market (Lessig, 2006). It can be forced through technological advancement too, such as
dominating automatic seatbelts by changing the code of its technology as a way to regulate
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behavior (Lessig, 2006). Each and every action mentioned has an impact and a cost. Here is
where states engage with the code of the technology; they weigh the costs against the benefits
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and choose the one that regulates most efficiently, and the one has the most effective return in
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the desired values (Nye 2002; Lessig, 2006).

It has been mentioned that state perceptions and other actors’ (individuals/norms, non-
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state actors/market) choices can act complimentarily or contradictorily. For instance, the
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government’s ability to regulate it increases, as code writing becomes commercial (Keohane,
and Nye, 1998). The point is that the government is a player in the market for software. It
affects the market both by creating rules and by purchasing products. Either way, it influences
the supply of commercial software providers who exist to provide what the market demands
(Keohane, and Nye, 1998; Nye 2002; Diamond, 2010). Here is a perfect dance between market
and state perceptions. Google can build the technology the Chinese need in order to make
China’s regulation more perfectly enabled, and China can extract that talent from Google by
mandating it as a condition of being in China’s market. The value of that market is thus worth
more to Google than the value of its “neutral search” principle. Commerce has a purpose, and
government can exploit that to its own end, and when it does, the character of the technology
will change (Lessig, 2006). These changes could push the network from being a difficult-toregulate space to the perfectly regulable space, although these changes are not being designed
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by government, but rather being demanded by users and deployed by commerce/market (Lessig,
2006; Diamond, 2010; Carr, 2016).
One instance to that end could be the one that occurs between individuals (norms) and
states perception. Government threatens punishment with intention to create the incentive for
individuals to obey the government’s rule (Nye, 2002). The changes in the effective
architecture of cyberspace that as described earlier would simply make it easier for the state to
make good on its threat, like aiming to operate traceability through decrypting the identity of
actors on the network (Hachigian, 2002; Nye, 2002). If not politically impossible, the state can
do that by requiring providers of network to disable the actions of individuals who are not
displaying their identity card (Lessig, 2006). However, this might not be possible in all cases,
depending on the characteristics of the users who are inhabiting that cyberspace (Lessig, 2006).

治
政
identity, it still can create those incentives for individuals 大
to carry one. Just as in the instance
立
that an individual might not have to carry passport on a daily basis, if that individual wants to
Even though, in some cases, government becomes unable to force citizens to carry virtual
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fly to somewhere, then he/she must carry it (Lessig, 2006). The point is by making users to do
whatever government demand is so strong that supersedes the basics of the interaction within
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the network. Another instance would be how government creates incentive to enable their
needs by regulating intermediaries, as they have done with requiring gambling websites to
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impose conditions like checking the age and residency of the users (Lessig, 2006). This does
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not mean the state is selfish in claiming their needs, instead there is an obvious mutual benefit
through building confidence between users and the entities (Nye 2002; Lessig 2006).
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To sum, government can attain the level of controllability to Internet technology: it can
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use direct (by making change on the code) or indirect (by making actions more traceable) ways
to transform the technology from not-so-controllable to controllable. In this sense, the
controllability that the ICT allows its users and the rivalry between its users to regulate the ICT
leads not only the major interest of this paper which also employed explicitly in the reverse
saliency model, also shapes the hypotheses that the case study is derived from in the following
chapter.
Hypotheses
Reverse saliency model is formulated in the following hypotheses:
1. The more the controllability a technology has a function of its design, or the more
a technology allows users to control its design/code, the less a state perceives risk
(reverse salient found) from the said technology.
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2. The more a state perceives risks (a reverse salient appears therein) in an adopted
technology, the more likely is to control the technology and to intervene in its
design.
First hypothesis tests if ICT motivates the control or freedom in its nature by analyzing
both the state actor level and the interaction between state actor and other actors (individual
non-state actor). Second hypothesis controls the perceived risks and concerns behind the state
actors’ urge to regulate the ICT: either by taking over the design, or by turning it into less
controllable for others. Reverse saliency model helps to observe these, thus makes it easier to
track the hypotheses within the case study by providing a lens through which to examine the
dynamic behind specifically the Chinese perception of risks inherent in Internet technologies.
Notably, the case is analyzed to determine which qualities of Internet technologies China

治
政
大 its own way in adopting and
for this research and why China is trying so hard to preserve
立
designing the technology (to be discussed more fully in the following section).

perceive as a threat to Chinese power in the pursuit of an answer to what is unique about China
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Chapter IV
1. China: People’s Tough Love
The contribution of the section, the controllability dilemma, is first to demonstrate how
dual dynamic of the Internet technologies that is consider both empowering and undermining
the actor’s power, and how the control of the key empowering legislature, ownership and

政 治 大

management of physical infrastructure of the Internet lead the Chinese government to be able

立

to stay in charge of its internet governance. A unique evolution of dynamic relationship
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between power and ICTs, where governments’ perceptions towards a technology shapes the
technology to its end.

The following section, data security, lays out some of the key events, actors and policies

‧

which demonstrates the integral role of political decisions of the Chinese government that have

y

Nat

played in ICT development. The second contribution of this chapter is that the more efficient
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mentioned in the case studies but rather than regard this technical knowledge as isolation from
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political context, it is important to observe that the cohesive narrative which runs through the
combination of political and technical context. It is aimed to avoid narrow sight to oversee the
interconnection between them that has long been done by dealing with these two individually
in the IR and other related literature. A cohesive look that built on this chapter is receptive to
catch the changes, dynamics and continuity of the theoretical framework built upon the reverse
salient in ICT development process.
The long- held assumption that technology has universal implications for power, regardless
of social or political context are interrupted by having shown the unique features in Chinese
ICT development process. It also allows us to contemplate the international relations (IR)
implications of China following a leadership position to substantially shape this technology in
the near future. By setting the scope for how the ICT would develop, expand, be managed and
engaged with, the Peoples’ Republic of China was able to establish a kind of national network
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of values and norms, and given its prescient projects, it seems to have big goals, perhaps global
goals in this regard. The last section illustrates how much breadth and depth there can be in the
long-term expression of the algorithmic authority.
Each section is analyzed through testing the hypotheses and the reverse saliency model.
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1.1. Controllability dilemma
The Chinese government was in the middle of a reform process where the integration into
the global economic system was supported when the Internet was first introduced in China.
Following the introduction of the Internet to China in the 1990s, for a while a more or less
laissez faire attitude was adopted because the People’s Republic of China (PRC) had not yet
developed a well-organized strategy for dealing with the matter of new and emerging
technology, including the Internet, so that different groups and regions were able to pursue
their own individual strategies to some extent (Damm and Thomas, 2006). Currently, of these
groups, some essential actor can be distinguished as the following: the government, which itself

政 治 大
the national and international businesses and enterprises; the administration at different levels;
立
the news media; the citizens and, finally, the technologically enabled users who might now act

is divided not only into central and local levels, but also into different responsible authorities;
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within the newly formed virtual groups. Over the past decade the relationships between these
key players have become more complicated.
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This relatively open stance towards the emerging technology started fading after the
introduction of the World Wide Web with its user-friendly interface that made the Internet
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potentially accessible to a mass audience in the PRC. To a great extent, the Chinese government
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deserves praise for rapidly building the data network and seeing that access is being granted to
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a quickly expanding number of the country’s population (Harwit and Clark, 2001). The
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physical data
pipelines, and network revenue,
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g ofc Internet technology in the coming decade.
however, have a significant effect on the growth
Such comprehensive control of physical network is where the unique narrative begins in the
case of China. Thus, asking who built the actual data pipelines through which information
flows, and who now regulates and profits from these systems is essential to lay out the actors
in the reverse saliency framework.
There are a number of cases in which there found lacking components of the system,
or some imbalanced areas in which the technology was found insufficient to serve actors’
interests during the adoption of Internet technologies, in other words, reverse salient is found
but none were more threatening for China than the fact that the Internet technology allows
control by all users. Networked-ICT, in this sense, does not meet the expectations of the first
hypothesis of this research which presumes the more the controllability that a technology
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allows, the less the state actor perceives risks from the said technology. This is the main
motivation behind the reason why Chinese insecurity in the regard of the networked-ICT
haven’t come to an end, it rather intensified. The unique development of infrastructure, network
operators, content providers, demographics and end-to-end principle in China are all evident
to this end which are individually argued in this chapter through looking into the dynamic of
relationship between ICT governance, authority and power. In other words, there pursued to
reveal how the unique feature of the Internet required such need for the comprehensive control
of infrastructure, and it is also pursued to reveal who the actors are in this rival for the control,
how the power relations between these actors; private actors (the non-state actors and
individuals) and the government (the state actor) dynamics shaped the way of networked- ICT
governance in China today.

治
政
requirements was the TCP/IP, also described earlier in this 大
chapter under the title of Force that
立
was developed by Vinton Cerf and Robert Kahn (1974). The fundamental elements of TCP/IP
The technology that emerged in response to new communication technology
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involve flexibility and redundancy as well as openness, in other words, no reliance on the
center/IP which was necessary in order to connect all users with different and incompatible
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operating systems. Security of the network and the ability to accurately identify those
connecting to the Net (factors which would have considerable implications for national security

Nat

sit

y

concerns in the next step) appeared to have been low priorities in the TCP/IP principle. This
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can be partly explained by the fact that access to the first network was originally restricted to
a small group of researchers in academia. Thus, the perception towards the qualities of
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flexibility, redundancy and openness was challenging the Chinese values and concerns which
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required a more comprehensive hand in adopting the technology mainly started from its
infrastructure. This is an illustration of how certain norms, values and expectations shapes
technology adoption in particular. But the structural change in design left to happen later
mainly because the open and flexible architecture ultimately provided a rich environment for
both innovation and collaboration (Cerf, and Kahn, 1974) similarly to the case of Chinese
technological advancement.
The experiences of Chinese netizens with the peer to peer technology -also known as
end-to-end technologies, and in response, how the peer to peer principle impact the balance of
power between the Chinese government and netizens have been breathtaking, and often
interested in dissident activities (Chase, Hachigian, Mulvenon, 2006). It obviously changed the
government’s perception of the ICT technology, and the methods used in the balance of
information control to counter the growing potential political impacts. It created a forever
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dilemma of which the Chinese government left to evaluate outcomes and measure each and
every step they take in adopting a design that is made by the previous actor, the US, with
different set of concerns and values: pursuing economic growth versus preserving its
legitimacy.
While in the first data networks were developed as a defense-focused communication
system in the US, and become an academic tool with public deployment, in China the first
efforts at creating a data network mainly arose through educational networks and were funded
by the state telecommunications regulator, the Ministry of Posts and Telecommunications
(MPT). The very first major network control and development followed as the product of MPTowned network, ChinaNET, was established (Harwit and Clark, 2001). China gave
considerably low priority to maintain to be the only power of the network infrastructure in the

治
政
大 between private providers and
field of infrastructure development, there was a competition
立
MPT for the control of Chinese data network. The major player in running China’s network in

beginning because the benefit of competition was needed. Such that MPT was not alone in the
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particular worked mainly as a wholesale network manager and leased its lines to provincial and
other regional providers in cities across the country (APPENDIX B). Having effectively used
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their greater financial resources and pricing structure to maintain control over the Internet’s
physical network, central and local providers made a good use of this competition with private
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providers in terms of financial benefits and efficiency by selling access to the control of direct
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sales of Internet service of commercial Internet users (Harwit and Clark, 2001).
However, this balance of economic benefits from technology adoption and political
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stability was once again disrupted. As of 1994, there were only around 5,000 users in the entire
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PRC, the Internet population passed 22.5 million at the end of 2000, and as of June 2019 China
had somewhere around 854 million netizens (IMF Working Paper, 2019). This tremendous
growth in number of netizens resulted in the allowance for independent Internet service
providers, such as InfoHighway, with the desire of aggressive cross-regional or nationwide
expansion through secured inter-provincial licenses from the MPT (Harwit and Clark, 2001).
For example, some offered dial-up service in over 80 cities across the country (Harwit and
Clark, 2001), while the national operator, ChinaNET only provided coverage within limited
localities. The controllability that the physical network infrastructure offers for its providers
increased the risks of being dethroned for the state actor and state-owned providers, although
it is assumed in the first hypothesis that would decrease the risks. Therefore, the integration of
independent Internet service providers was long avoided. The Chinese government was aware
of being the single control of physical network services is the only way to prevent the
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challenges to its legitimacy as a hegemonic power due to the possibility of realization by other
actors of the hegemon’s power (Waltz, 2005). However, the need for the private providers
emerged due to the number of users skyrocketed by leading to the decrease of the states’
efficiency in providing network to masses. This is where the story of reverse saliency began
for China.
The Internet infrastructure adoption in China followed a R&D path that lead it
ascending until the maturing point which is where the Internet service became available for all
users. The decline in efficiency is started as soon as the ambitious aims of independent
providers’ fell far beyond the control of the Chinese government, there left nothing but to take
measures for the Chinese government to overcome the insecurity of losing control over the
network. As mentioned before, technological systems are not self-driving vehicles. They have

治
政
concerns and decisions, economic concepts, institutional 大
design, legislative limitations and
立
backings, geography and history (Rouse, 2007). So, the technology was shaped and developed
an internal drive and ever-changing momentum that is derived from commercial and political
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in a large part in response to human-defined ambitions, but once it’s placed, it has ongoing and
sometimes contentious implications. The key here is to reckon who prevails as the power to
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impose its concerns and values into a technology design while the technology offers such
controllability to all users simultaneously, therein. It is demonstrated in Chapter II that how the
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technology and generated a controllability dilemma.
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government’s political views on global power. The response to being economically behind on
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the global seen and the installation of ChinaNET typify an instrumental approach to technology.
As explained in Chapter I, this is an approach in which the relationship between technology
and power is combined with a realist approach, which had been consistently sustained in the
context of Industrial Age technology that regards innovation as an unquestionably positive and
progressive impact on state power and that more technology leads in a fairly direct manner to
enhanced power. However, as this study shows, it would prove less useful in the Information
Age, especially, in the case of China. The perceptions of, and the measures taken by the
Chinese government has led two groups of these key actors to become prominent beneficiaries
of the current technology development in China: the users through their self-determined role,
and Chinese enterprises through tremendous investments in the ICT sector (Damm and Thomas,
2006). However, the use of ICTs for economic purposes and the role of government in the
Information Age have remained at the center. Discussions about the use of ICT for economic
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purposes, the potential trend of transitioning traditional ways of commerce into a so-called
‘digital economy’, in other words, the potential of a globalized/localized structured ecommerce/ e-business have widened since the burst of the new economy bubble (Damm and
Thomas, 2006).
Unlike any other state, even unlike those with similar governmental system, the Chinese
government through having control over network infrastructure, and having near monopoly
control on consumer Internet service leasing rights, has shown their perception of information
technology to be the driving force behind economic development, but also a threat to its
sovereignty if not controlled. These threats caused a series of challenges that is testing the
Chinese governments’ ability to balance the competing essentials of the security requirements
of internal stability and the information-related needs the economy (Hachigian 2002). It is

治
政
大technologies, as well as being
which the state is integrated within the global information
立
directly linked to social stability for the Communist party’ leadership. Preserving the prosperity

particularly important in the case of China because economic growth depends on the extent to
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is the arbiter of the regime legitimacy, so its survival. Therefore, installation of such advanced
telecommunication infrastructure to facilitate economic reform greatly complicates the state’s
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internal security concerns and targets. While facing these contradictory forces of openness and
control, the Chinese government is actively promoting the growth of Internet technologies but
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also set significant constraints on online content and the political use of information technology
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(Hachigian 2002; Harwit and Clark 2001). As Hachigian (2002) stated, the challenge is to
“…prevent commercial goldmine from becoming political quicksand.”
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At this point, the delusion becomes real that whether Internet technologies favors the
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oppressed rather than the oppressor, or vice versa. Despite the fact that the first hypothesis of
this research defends that the more controllability a technology has a function of design, or the
more a technology allows its users to control its design, the less a state perceives risks out of
that technology, internet technologies proved this is a double-ended game in which the control
neither belongs to the oppressor, nor to the oppressed alone. It has become obvious in too many
contexts that Internet technologies provide nothing certain; it empowers the strong and
disempowers the weak. Controllability makes the technology both more and less risky for
authoritarian regimes depending on the context; depending on the actor of which is stronger or not. This expands over the following examples in this chapter.
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1.2. Data Security and Governance
Since code is the production of actors through the engagement between them with code
over time through their ability to exclude data from others, data access is what determines who
is in charge of the change in code for a given technology. Some code can enable governments
more in control than others depending upon the values at stake, and some will favor some
design more than others. Remember the reverse saliency phase in the model, all actors have a
footprint on the code over time but some actors are more influential (Figure 3). China is the
one that enables government to be more in control. Even though in the previous section it is
argued that the first hypothesis of this research asserts wrong in which the controllability

政 治 大
is the under less risk (Lessig, 2006).
立 It does allow its control (Lessig, 2006). However, when it

feature of ICT motivates its control, thus whoever owns the control of the code of technology
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comes to perceived risk, the story goes hither and thither.

Here is how. Perceived risk increases for governments because ICT allows its control
regardless of who will be the control. On the other hand, remember Lessig’s metaphor, the dot,
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in explaining the regulation of the code. The changes in technology may evoke a change in
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Governments’ strong suit is being able to preserve massive data, also in control of the ways to
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Nye, 1998; Mayer-Schienberger and
Wagner (2005) says, there is a dynamic
h e n 2001).
gchi U
disable others access to it through the interaction among the ways of regulation (Keohane and

among norms, law and the code which requires the government to operate in two very different
ways; either operating directly in a way in which law regulates behavior through threatening
with punishment if they do not behave accordingly, or operating indirectly in a way in which
the government weighs the costs against the benefits, both in terms of efficiency and values
each might express, and selects from among these various techniques accordingly. The story
applies exactly in the case of China in so many different aspects in terms of ICT advancement.
As it is mentioned earlier China by holding the majority of its network infrastructure is
able to run both of the regulations easily, thus the risk perceived from technology is expected
to decrease. However, considering there is still room and need for other users and actors
influence in the advancement process is where the risks grown out. For instance, in terms of
non-state actors like private companies, indeed, as more industrial sectors become data-driven,
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the emergence of cyber-regulations not only impacts the power of government, but also
changes the power of companies (Hachigian, 2002; Diamon, 2010; Kokas, 2019). Because
much of the Internet technology is so new, the first companies to make decisions about what
to store, how to store it, and how to use it are often expected to be companies. Decisions about
their data assign priority to their business interests over the national security concerns of the
government where they are based on – unless some specific regulations incentivize other
choices (Kokas, 2019). However, governments’ political concerns are dangerous waters (Boerl,
2008). With different governments developing data regulations in different ways, companies
are caught in a tug of war (Harwit and Clark, 2001). Each government tries to leverage
companies’ data differently, and each government has different points of leverage. This tug
also plays out differently based on the companies’ country of origin and the markets it is trying

治
政
大 in industry and social life,
Similarly, as the data-driven nature became more attached
立
the regulations to control fundamentally changed noticeably in terms of both the ownership
to enter (Kokas, 2019).
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and the circulation of the data of all of the global companies that operate in China (Kokas,
2019). For instance, concurrently with the rapid developments of internet content providers,
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there is a similar shift in terms of ownership and regulation of data. In opposition to most of
the physical network management, the majority of content providers, such as Google.com,
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remained private or cooperative companies (Harwit and Clark, 2001). The domain name
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registration followed a similar path with other nations in which the “.com” label outnumbered
domains labeled “.edu” (Harwit and Clark, 2001). Therefore, control of Internet content, in
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contrast to the physical network infrastructure, fell beyond the Chinese government’s scope in
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the very beginning, even though later, it became a way that the central government is able to
control network centrally (Foster and Goodman, 2000). Thus, the content control evolved in a
sui generis path in China that no other nation has ever experienced. These overwhelming
commercial demands of private content providers on existing governance mechanisms
threatened to restrict the political potential of the Internet in China (Harwit and Clark, 2001).
The outcome of the Chinese policies in this regard, that is discussed later, led the further
debates and problems, and also generated the shift from Internet neutrality, or so-called
‘splinternet’, or ‘fragmented Internet’ to Internet sovereignty as an extension of territorial
rights (Kokas, 2019).
China is asserting its own way of data governance and building new global standards
by regulating ICTs through state-owned companies, policymaking, and international regulatory
actions and troubleshooting the security threats from ICTs (Kokas, 2019). Both in active way
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of regulation by Chinese regulators and norms-setting by Chinese companies and on multistakeholder organizations. It has been proved many times in this research that China is able to
control the way the state-owned companies and companies operating in China store the data.
Like we saw in the regulation of the dot, through law, China requires companies to adjust their
data that is eligible in Chinese market in order to be able to run business (Schneider, 2018).
Just as information is a way of preserving security, it is also a guise of control (MayerSchönberger, and Brodnig, 2001). Being able to control of network infrastructure, the Chinese
government get to control of not only companies through making laws that is favorable to itself,
or to disable others to access to the data but also all users who is connected to Chinese network
regardless of where they are through content control, in other words through code (Carr, 2016).
The role that government ministries played, and continue to play in terms of content control in

治
政
大 power consisting of the top
Standing Committee of the Politburo (SCPB) is the real political
立
five to seven leaders responsible of making the national strategy (Foster, and Goldman, 2000).

China is very essential to this unique shift of perceptions towards technology. In China, the
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There are State Council and its ministries are attained by this committee to make the tactical
decisions and daily operations in terms of ICT development (Foster, and Goldman, 2000). This
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also decentralized system resulted with the empowerment of individual provincial
governments over decision-making process (Foster, and Goodman, 2000). Similarly, in terms
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of content control, it is the central State Council and top Communist Party propaganda organs
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that establish guidelines on what material is deemed sensitive. For example, according to the
draft law in 2000, provisions require those who are seeking to operate network services had to
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apply for a license from the authorities under the State Council (Business Wire, 2000). This is
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a proof of how law is used as a constraint to regulate technology by the government that
perceives a threat to its own cause, or survival (Lessig, 2006).
China also used the market regulations through changes in its price, quality, or its
technology, considering many of the independent content providers found themselves with an
excess capacity and thin profit margins (Harwit and Clark, 2001). Such as in the example of
some of those private companies have been incurred immediate losses as they spent heavily on
buying or renting dial-up lines, leased lines, Internet bandwidth, servers, and software to be
able to operate across regions (Harwit and Clark, 2001). In contrast, with a combination of
extensive government support and a massive domestic market, Chinese companies have been
able to build and buy dominant global data-gathering companies (Marcuse, 2013). Uniqueness
of Chinese data governance is not only its ability to control considering the size of its market,
but also the influence of military civil fusion which refers to the assumption that all things
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produced by China or whoever runs business in China is subject to control of the Chinese
government (Perlmutter and LeoGrande, 1982). Chinese military also have a right to say when
it comes to financial support for these companies (Perlmutter and LeoGrande, 1982).
Prioritization is another good example to look at where market is used as the regulator
for maintaining control. It is sparkled with the motto ‘retain the large, release the small’ by the
State-owned Asset Supervision and Administration Commission (SASAC) (Jefferson, 2018).
But this wasn’t the first experiment in which the Chinese government came up with the idea of
radial distribution of ownership; it roots back to 1992, when companies that were run by
municipals were faced with bankruptcy in the two big cities, Beijing and Hong Kong, and the
State Council resolved the problem with engaging these cities in ‘gaizhi’ -meaning change in
the system- in which the relationship between the Chinese government and its enterprises

治
政
The Internet infrastructure was one of the very first大
categories in the taxonomy of the
立
privatization process in China which consisted delegating the task from government out to
changed there and forever (Jefferson, 2018).

‧ 國

學

government ministries that manage the majority of telecom providers, as mentioned in detail
earlier in the chapter. The private and foreign companies with joint ventures were not left
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behind, they instead were strongly backed by the government (Damm and Thomas, 2006). The
third category consists of enterprises that are mostly private but the state still remained
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influential nevertheless (Jefferson, 2018). And the last one has emerged in the light of the
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change in global landscape and the Chinese transitioning from an investment-based export
economy, to an innovation-driven economy which relies on domestic consumption in which
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the local governments act as a business endeavor that backs up companies by creating funds or
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investments, and in return, they are expected to bring financial profit and jobs (Jefferson, 2018).
Companies such as telecom and leading global 5G technology giants; ZTE, Huawei, computer
producer; Lenovo, electronics company; TCL, and examples abound (Kokas, 2019). These
companies are deeply critical to the functioning of the economy of the Chinese government,
and not only keep state-owned companies competitive, but also provide absolute control over
their final decisions to the Chinese government’s commitment to consolidating state control,
while simultaneously allowing the market to be the ultimate source of allocation (Jefferson,
2018; Kokas, 2019).
Not to forget that though China acts along the economic concerns, it still is an
authoritarian regime, thus security concerns still plays the major role in every action taken by
the Chinese government (Chase, Hachigian, Mulvenon, 2006). The establishment of the stateowned companies such as Baidu, Alibaba, Tencent, so-called ‘China’s BAT’, is then no
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coincidence to this end. Because of the risk perceived through the Internet technologies, even
though there are high-tech censorship measures taken, the Chinese government does not seem
willing to leave any possible room for netizens to circumvent so as to access foreign content
providers, especially social media contents such as Facebook, Instagram, and WhatsApp
(Kokas, 2019). Thus, the strategy which the Chinese government attained involved state-owned
companies to undertaking the substitution of these foreign content providers (Kokas, 2019).
Such as Chinese Baidu as substitution of the biggest search engine Google, Weibo and Renren
as substitution of most common social media companies like Twitter and Facebook, WeChat
as substitution of cross-platform giant WhatsApp, and Youku as substitution of the largest
video sharing platform, YouTube (Schneider, 2018). In other words, Chinese technology
companies are expected to gradually replace foreign companies at home by the intervention of
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Chinese enterprises (Schneider, 2018).
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Once the Chinese suppliers become able to provide the technologies that China’s

the government into the domestic market in order to benefit and facilitate the dominance of
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transformation requires, the foreign companies are left to face a whole set of barriers to market
access and obstacles to business activities (Schneider, 2018). The low level of data security,
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the intensive collection of digital data by Chinese government, and the exclusion from local
subsidies are an illustration of such a process (Schneider, 2018). Thus, some of these Chinese
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companies which are the product of substitution come to a point that they carried technology
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beyond imitation and adaption to create something unique for China (MacKinnon, 2010;
Schneider, 2018). For instance, WeChat does the task equivalent of WhatsApp, Facebook,
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PayPal, GrubHub, and even Uber (Jefferson, 2018). The Chinese government through strong

engchi

know-how ability from experiences become able to see the needs of its own netizens on spot,
and makes the technology unique to what is efficient for the Chinese netizens (MacKinnon,
2010). On the other hand, there are some factors that occurred respect to timely and prescient
decision-making of the Chinese government. For instance, having the control of internet
infrastructure enabled the control of foreign content service giants in China before reaching the
use of masses in China. For instance, credit-card has never been the option for the common
usage in China. Because there has not been a sufficient banking system already settled therein,
thus, with the substitution of the digital money, demand is artificially created and imposed
through social norms, law, the market or directly through the code (Diamond, 2010). There is
a unique pattern can be tracked in every step taken in regard to Chinese technology
development: substitution, personalization, innovation.
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Cloud computing adoption in China is another promising example to this unique pattern.
The Chinese cloud-computing providers substitute the foreign tech firms like Amazon Web
Services, Microsoft and Google which have released much of their necessary code as opensource software (simply means open code) that made it easier for China to catch up (McKinsey
& Company, 2018). Similar with the nature of network, cloud computing as an Internet
technology has a respective nature, thus its use varies depending on the actor’s interests and
values. In the beginning of the consumer services like Taobao, Alibaba’s e-commerce
marketplace, online games offered by Tencent, which are the major cloud-computing service
providers in China first started, they were not yet qualified for complex corporate applications,
however through the Chinese government’s support regarding its unique regulation, these
services forestalled the foreign providers in China -the Chinese e-commerce behemoth,
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大foreign providers. (McKinsey &
centers are not shared with other customers like with other
立
Company, 2018). There instead are separate clouds, for instance, banks are encouraged to sign

Alibaba, grew by 126% in 2016 (IMF Working Paper, 2019). First of all, in China, the data
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up for services provided by CIB FinTech which is a by-product of China’s Industrial Bank.
Simply because regulation comes easier through state-controlled enterprises and government
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agencies (McKinsey & Company, 2018). These state-owned cloud-computing providers have
the advantage of heavily relying on home market in which foreign rivals are disabled to make
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a Chinese-owned partner to operate local data centers (Bain, 2015). Not surprising that data
security is the main motivation behind the Chinese government’s control measures in cloud-
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computing. The hesitation of adopting cloud computing technologies roots of a major problem;
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besides the delay in moving to the enterprise cloud, is technical threats.
First constraint is applied on the code of cloud technologies which, as mentioned above,
is changing the reliance of the companies on local computing in their own data center, mainly
because of the risk of unauthorized access (McKinsey & Company, 2018). Unlike many
adopters that rushed to move all data in the cloud, the Chinese government identified the
sensitive data types and defined them, then located where the sensitive data resides, and
classifies the types to create policies based on where the data is and which data can be allowed
in the cloud (Patrizio, 2019). This is where a reverse salient that found in another ICT
technology is cured through the code (Lessig, 2006). One another technical problem perceived
by China is to preserve data integrity which is solved through relying on a local database in
which there is only one way in or out of the database, instead of the large number of the risk in
control of interaction with data in multiple cloud environment (Patrizio, 2019). Besides the
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code as used to constraint, the tight integration between Chinese cloud companies and the
Chinese government with security and law enforcement standards is another tool to this end.
Security assessments targeting foreign companies and national security laws preventing stateowned companies lose advantage are the main law constraints that are shaped in the light of
the perceptions of the Chinese government about how such technology fits into a larger view
of the national interest (Kokas, 2019).
Optimists have long assumed that the free flow of information through networked-ICT
would led a borderless world (Kokas, 2019). These assumptions, though offers an essential
roadway in understanding the flow of data, remains ignorant to the invisible borders that states
have been setting up through building control mechanisms to data access. One major national
regulation in this regard that China used the code and law to regulate is the Cybersecurity Law
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大 globally. Moreover, even
Chinese market is a highly promising, this law became influential
立
though content providing companies with government backing emerged as survivors of the
(2017) which requires all companies to store their data in Chines-servers, and considering the
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competition for user surveillance, there was still room for private content providers to win by
satisfying broader consumer demands, if state-backed content providers failed to include
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information that meet the user’s needs (Carr, 2016). The Chinese government thus enforced
some regulations and even attempted to block a number of foreign websites (Harwit and Clark
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2001). For example, regulations required foreign and domestic companies that used encryption
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software to register all user information, and even later required registration with the police
(Shanker, 2000). Yet, it didn’t take long for several companies outside of China to offer
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anonymous web surfing services in which there is no chance for the Chinese to block access
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(Chase, Hachigian, Mulvenon, 2006). Here to mention, the second hypothesis asserts that the
more the state perceives risk from technology, the more the control it is applied on to it.
Therefore, the Chinese government perceived another threat to its power/control over the
technology, and end up enforcing different types of regulations as the solution to which
observed to become a part of the unique pattern in the future adoption of Chinese technology
development.
Combined, the application of state regulatory frameworks and industrial norms-setting
allow China to leverage its strategic advantage in the collaboration of the companies and
government (Göbel 2013). As the solution to reverse salients due to Chinese data security
concerns is requiring not only to take direct measures towards non-governmental content
providers, but also to take a variety of direct and indirect measures towards all users (Lessig,
2016). Risks motivates control. To give an example, there is a relative amount of arrests held
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around China due to prosecution for online activities of activists being able to screen content
with respect to its authority over the infrastructure and the design of the technology (Chase,
Hachigian, Mulvenon, 2006). The goal of indirect measures, besides to being used to prevent
ICPs from crossing politically acceptable boundaries, seems to be also to being intimidate users
into censoring their own web content by publicizing the punishments (Chase, Hachigian,
Mulvenon, 2006). This indirect tactic of “killing the chicken to scare the monkeys” is used as
a substitute for the situations in which the Chinese government’s ability is still limited to screen
all domestic websites at all times (Harwit and Clark, 2001).
The evolving number of Internet users and ways that information is transferred within
Chinese society has been also shaping government attitudes toward regulation of the data
highway. As explained in previous section, the end-to-end principle through keeping the

治
政
大the users to innovate the network,
without a burden of permission (Marcuse 2013). This enables
立
and disables the interference during the connection among peers as well. Similarly, there were

center/IP simply makes it easy to apply new protocols on the Internet with a low cost and
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a variety of peer to peer technologies innovated in China. This process differs from other
nations that followed cat and mouse dynamic between the Chinese government and netizens
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whereby the protocol is changed as soon as one loses control (Endeshaw, 2004). The early
developers of peer to peer technologies applied privacy-enhancing layers to keep the IP
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addresses anonymous but they stick with the centralized server (Endeshaw, 2004). To give an
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example, the company called SafeWeb started a web-proxy that enables users to stay
anonymous through a privacy-enhancing layer in China (Chase, Hachigian, Mulvenon, 2006).

n

al

Ch

i
n
U

v

This is where we are witnessing how other actors engages with the code of the technology,
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acting as an opposite force with that found a reverse salient in the current design, thus the
technology is reverse engineered in order to change the code that serves the needs of previous
actor. It is important to remember the causality here. As explained in the reindeer example
under the title of momentum, whenever an actor aims to push their values into the code of
technology, then the others are pulling back on it with equal force (Lessig, 2006). In the same
way, the access to the SafeWeb (Symantec Acquires SafeWeb, 2003) was blocked easily by
the Chinese government shortly after, through using censorship programs, corporate firewalls
-because, in technical terms, it is easy to interrupt the protocols when it runs through a central
server.
According to the reverse saliency model, as long as one of the actors is more capable
of excluding data and access routes from others, the code that the actor with more access will
apply into that technology, and all users will move in the direction that is written into the code
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unless the others find a way to better access. In the case of China, this accelerated with the
innovation of unbrokered peer to peer technologies such as Freenet which is a noncommercial
project designed to keep attempts at censorship or malicious attacks away from the online
content (Clarke, 1999), simply through an encryption system that is applied regardless the
decrease in efficiency (Marcuse 2013). Technically speaking, the need for a centralized server
was removed, thus the users became a file server as well as an opponent (Marcuse 2013). This
raised a strong threat to the Chinese government’s end given these implications of this
technologies are not limited to those who wants to download music, but also to those who
would promote reformist political agendas (Marcuse 2013). At this point, what utopians
couldn’t calculate is that just as government can act to strengthen some social norm constraints,
it can also weaken them through a variety of regulations (Lessig 2006). For instance, the

治
政
technologies in which government interrupts the code 大
of a particular protocol between
立
opponents, making the connection slower and inefficient, to regulate access to information
Chinese government slowed down connections, so users cannot benefit from peer to peer
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(regulating code to regulate behavior) (Marcuse 2013). It also regulated he market by raising
the telephone fees to reduce the demand (regulating market to regulate behavior) (Marcuse
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2013). Many of these constraints as such posed obstacles to the use of peer to peer technologies
for political purposes, also are evident the argument of second hypothesis applies in the case
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impediment to the use of technology for political purposes than the constraints on social norms.
The norm-setting agenda shaped through an obvious point of contention from the outset
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for the Chinese government in which the government undergo the decision of whether blocking
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all network-traffic or just keeping the traffic under surveillance would be more efficient
(Marcuse 2013). That of a bold change, the blockage of such wide system, may have solved
the short-term threats right away, however it may be very costly (Morozov 2011). Examples
abound around this clash between economic interests and the Chinese government’s ambitions
for the protection and promotion of norms and values. Digital defeatism would play into the
hands of an authoritarian government, in a way, it could be used as both a carrot and a stick. It
can be used to keep their citizens entertained, updated, and cherished through the economic
well-off, while it can be used to punish those who challenge the regime’s line (Morozov 2011).
The utopians (Smith and Naim, 2000; Drezner and Farrell, 2004; Diamond, 2010) failed to
anticipate the fact that if you can control the coders, then you can control the technology. At
the end, surveillance promises better efficiency without giving up on the bountiful promises of
digital economy allowing authorities to identify the sources of whatever is considered
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‘harmful’, or interrupting the network by disinformation (Damm and Thomas, 2006). Through
high-tech measures of surveillance, the potential risk of the peer to peer principle, which
presumed to end up with a shift in political power in China, is turned into an opportunity in
which government uses the individuals as a feedback mechanism that determines the degree of
social and political control that the Chinese government seeks to exercise (Chase, Hachigian,
Mulvenon, 2006). In other words, having known how individuals interact with a network gives
them a roadmap which unfolds the obstacles and risks to Chinese authority and values. This is
how Golden Shield became a reality in China and in the networked-world, also this is how
China has survived against an army of online bloggers, also how Internet technologies promise
the use for propaganda purposes, how masterfully authoritarians can learn to use network for
surveillance, and how sophisticated modern systems of Internet censorship would become
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大or Iran chose the total rejection of
While other authoritarian states such as Saudi Arabi,
立
Internet connectivity, the Chinese state was among the first to warmly embrace and also adopt
(Harwit and Clark, 2001).
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national defensive parameters to deny access to unwanted content which became the paradigm
of Internet censorship (Harwit and Clark, 2001). This is one another evident to which the
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second hypothesis asserted right that perceived risk is a catalyst of further control. In 1998, the
Golden Shield, also known as the Great Firewall, project was launched by the Ministry of
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Public Security, and is a filter that simply blocks politically sensitive content from entering
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into the domestic network through a variety of different tactics (Wu and Lam, 2017). The
scheme of this project has undergone periodical upgrades given the opposite force of netizens
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attempting to cross the firewall (Wu and Lam, 2017). The first and most known method was a

engchi

domestic filter that blocked specific domain names and IP addresses (EFF, 2019). Simply put,
the system works in the way, for instance, that if a mail is to be sent, there need to be a friend
who knows a mailman, then the mail can be forwarded to the main receiver. The Great Firewall
upgraded the system that adds up layers to the filter with detecting keywords that is perceived
as sensitive content by using techniques to scan URLs, and it blocks connections if they contain
sensitive keywords. (Hoffman 2017) The firewall acts like an inspector through using a tool
called “deep packet inspection” that is keen to tear open the information, and if the search of
the Chinese user is associated with a politically controversial keyword, the search is then
examined and blocked through resetting the transmission control protocol (TCP) (Wu and Lam,
2017). The communication between peers is also suspended for a period of time, basically,
through sending ‘reset packet’ to each peer that informs both computers that the connection
was reset and communication was cut (Hoffman 2017).
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However, the virtual private networks, or VPNs, is starting to get popular among
netizens for bypassing the access block. VPNs were found in response to a secure transmission
of internal communications in global corporations by traveling within a private network that is
encrypted to protect any interference of a third party (Hoffman 2017). Therefore, a VPN server
outside China could supply Chinese netizens to visiting request to any website regardless of
the government’s firewall. The VPNs were blocked by the Great Firewall which learns how to
identify what encrypted VPN traffic looks like, then interrupts the VPN connection. Remember,
there is a need of having that friend who knows a mailman to send the letter. Now, even though
the Great Firewall cannot read the letter, it can still analyze the intention based on an irregular
connection trace. A new circumvention tool which is the same as a VPN, called Shadowsocks
was developed to encrypt communication between peers which, contrastingly, allows users to

治
政
much of difference with Shadowsocks and it is the fact that大
it is an open-code project, meaning
立
whether the developer is pressured by authorities to delete the codes that is published at
pick an encryption method that leads them to a random port. There is something that makes so
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GitHub1, the users and other developers out there could easily carry on the tool and maintain
variants (Quartz in the Shadows, 2017).
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As mentioned in the Chapter 2, regulable code is the closed code because when the
target of regulation complies, there remains nothing but to accept it for the users (Lessig, 2006).
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users/readers to begin reading from a certain chapter (Lessig, 2006). To the extent that code is
open code, the power of government is constrained with an important check on its control
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which is the demand of the users (Lessig, 2006). Government can demand, it can threaten,
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however when the target of its regulation is supple, the power of the government in this regard
depends on the character of the code (Harwit and Clark 2001). The control exists in open code,
but the users are aware of that, thus the government power is perhaps not disabled, yet is
changed (Lessig, 2006). Similarly, the Chinese government has been pressuring and blocking
any kind of websites, including even those non-political online game sites and social media
platforms in this regard, therefore some developers have built their own businesses out of opencoded projects that provide circumvention tools and apps to Chinese netizens (Harwit and
Clark 2001). For instance, Shadowsocks protocols have flourished since Apple upgraded the
operating system in 2014 enabling other developers to build privately owned encrypted VPNs
1
GitHub is a Git repository hosting service, provides a Web-based graphical interface, also provides access
control and several collaboration features, such as a wikis and basic task management tools for every project.
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(Quartz in the Shadows, 2017). The only thing left to users is to install the app and they can
avoid the Great Firewall. This is how the users alter the power of the government through the
constraints that open code imposes (Lessig, 2006).
The second hypothesis of this research states that the more the state perceives risks, the
more likely is to control and intervene in the code. In the same way, open code respect to its
less regulable nature consists of more risk for the Chinese government, thus results with greater
control and more comprehensive measures blooms. In 2017, the Chinese government took an
action on creating constraints by law in which criminalize VPN service providers -like they
have done with the Internet service providers- announcing a notice on ‘Clearing Up and
Regulating the Internet Access Service Market’ (MIIT, 2017). It requires the approval of
telecommunication departments attained by Ministry of Industry and Information Technology
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大 telecommunication enterprises
channels to arrange business abroad. Those foreign or private
立
are required to create centralized user database in order to supply international lines to their

(MIIT) to make an accord or to hire dedicated lines, such as VPNs, or other information
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users, and they are even required to inform their users that the terms of use are limited to
implicit use only; the use of connecting domestic or overseas data centers or platforms to run
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the business activities is strictly forbidden (AMCHAM Shanghai, 2018). Moreover, and maybe
more far-reaching of a law took effect, as mentioned earlier in this section, is ‘Cyber Security
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Apple was directly compelled to take down VPN apps from its Chinese store according to the
legislation (Reuters Business News, 2017). Amazon is also pressured to warn, and shut down
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the service -if necessary- for users who use the Amazon cloud server to set up a VPN server
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(Reuters Technology News, 2017). These are examples that is highly suited where China
launch market constraints in order to reduce the threat of reverse salient found in VPN services.
Furthermore, although they are unsourced, there are some individual developers who
reported that they have been identified and located by the police, later forcefully demanded to
remove the proxy apps or had the internet connection cut for which resuming connection
require a letter promising not to repeat the action (Wu and Lam, 2017). These governmental
crackdowns left the netizens to either never switch the app into the Chinese version and hope,
or to rely on pure corruption with the strict commitment of giving up on the privacy (Marcuse,
2013). For instance, a connection at MIIT could help to get a VPN license for business purposes,
however, in return, it required collaboration with the government and whatever data the
government requires including the giving up if user identity, keeping of a login record, and so
on (Wu and Lam, 2017). Like a scene from a science fiction movie, the monitoring system
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operates similarly in a pre-crime paradox focusing on crimes not-yet-committed and those notyet-committed-crimes are a forgone conclusion that is perceived as a threat to the Chinese
sovereignty.
An exhaustive list of methods that China is using remains outside of the reach of this
research, more importantly, there is no transparency on the Chinese side about the crackdowns
which makes things more uncertain to our knowledge to analyze. Thus, this research set out to
a change the common perspective in the IR literature instead focusing more on how such
control is possible to the extent that the Chinese government is able to maintain and that no
other nation, or even no other like-minded nations could have done before (Harwit and Clark
2001). The reason comes full circle with what has been said earlier in the chapter. It is a harvest
of Chinese ability on being able to do know-how through a unique skillset of learning from
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大a big amount of residual state
accelerated in quite a different path in China, still leaving
立
influence, in a way, the influence of the Chinese government could have never been
history, and thus is granted with the strong magic of being prescient. First, privatization
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underestimated (Jefferson, 2018). Therefore, the market constraint played a major role in the
development of technology, especially of Internet technology in China. Interests, values, and
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norms are privileged in policies which shape the future of technology development. Companies,
rather than the Chinese government directly, set the terms of use that users abide by through
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China carries the potential of becoming a guide to future ICT development (Kokas, 2019). The
shift in ICT development impacts which states are able to enforce soft power through the next
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generation of data-driven products, which states are able to develop the most sophisticated
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surveillance systems, and which states are able to operate most effectively and efficiently in a
landscape increasingly driven by data, through mechanisms ranging from artificial intelligence
systems to mis- and dis-information campaigns, and even the rival of leading the technologies
that promise the ultimate control of all ICT in the future, such as quantum computing (Kokas,
2019). The following section is in charge of analyzing in extent where Chinese innovation
pattern will lead the world, also showing what the future goals and big targets are in this way.
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1.3. Algorithmic Authoritarianism
There are three potential directions in the reverse saliency model that an ICT
technology could follow once the reverse engineering process ends and the new code applies if any. Once the new code is applied on the adopted technology, it may raise the efficiency
regarding the interests, norms and values of the actors involved through a completely new
technology out of old design, or there may appear a change in code but no change in efficiency.
Lastly, there may be no change neither in code nor in efficiency (Figure 1). Indigenous
innovations and self-sufficiency have long been omnipresent in Chinese policies but this has
changed after the introduction of ICT technologies in China. To give an example, the

政 治 大

perception towards security in cyberspace has been shaped by an asymmetric nature in the
global order. The tools threatening cyber security such as worms and malware are turned into
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a contemporary bullet, also known as cyber-attacks, which may be used by less resourced

‧ 國

學

forces, thus having potential to move global conflict against whoever has technological
superiority. Cyber security, as Lessig (2006) once stated, is “asymmetrically vulnerable” to
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states’ power. Besides the current asymmetry in global conflict, the link between cyber security
and material power is also used to speculate, and especially since China has grown to be a
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The first hypothesis defends that controllability reduces the risks perceived by the state-
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actor from the technology through allowing it to regulate the data and access paths of other
actors. However, this hardly applies when take a step back, and glance at the big picture. For
instance, the Great Cannon is one of those attack tools that can be identified as a separate
offensive form with different capabilities and code, but co-located within the Great Firewall of
China that is deployed by Chinese internet service providers (EFF, 2019). Security concerns
enforced the need for censorship, but the point is here that the Great Cannon is the proof that
by removing reverse salients from the code of the technology, the innovation reached the
saturating point with high efficiency which lead to the change in perceptions and intentions of
the following innovations from their indigenous purpose to a more offensive context in China
(EFF, 2019). Although China benefited the controllability feature of ICT by changing the code
of previous state-actor, the US, there is no guarantee that no one ever could change the code
from the way Chinese government shaped (Lessig, 2006). Similar to the case of controllability
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dilemma that there is always a room for all users to be able to take control, or interrupt the
current way of regulation, in the state-level, there is also the risk of being defeated if no
measures taken. Therefore, the first hypothesis does not completely describe the characteristic
of relationship between controllability and perceived risk from the government.
There are many cases that shows how the ICT technology development in China is
evident to this relationship. As in the example of Great Canon, through the Great Firewall the
Chinese regulations did not stay limited to block bits and bytes of data that are only moving in
China, it also found a way to channel the flow of data out of China through inserting malicious
code into search queries or advertisements in the service of Baidu (EFF, 2019). Deploying the
Great Cannon made it highly visible that there is a major shift in the Chinese government’s
intentions towards ICT technologies. Thus, if the question was used to be how China is having

治
政
advancement in ICT technology and its management? And 大
the design behind the Great Cannon
立
is one of the many solutions that can answer it. China is unwilling to tolerate any challenge to
conquered the internet at home, now it transformed into how is China planning to use its
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its system of control and censorship regardless of where they came from (EFF, 2019). It results
in this significant escalation in information control measures. The Great Cannon normalizes
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the use of attack tools to enforce censorship by weaponizing its users (EFF, 2019). The details
of the overall technology are not important here. It is enough to focus on only one part. In order
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government gave no choice to its netizens but to be part of it. The code is indirectly used as a
constraint one more time to regulate behavior, but essentially this time the regulation is
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targeting the bystander systems outside of China that threaten Chinese national security (Lessig,
2006).
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An example given by Lessig (2016) is useful in illustrating how indirect regulation
operates. The choice of people to live in one neighborhood rather than another is considered to
be their decision, but one cannot remain blind to the fact that their choices are made in the face
of the costs that the state has imposed indirectly. There exist those neighborhoods because the
government has moved mountains to make it so that the government is regulating indirectly by
changing the structure of real-space code to benefit its ends. An indirect regulation but still
seen as a regulation that has no political cost to the government’s end which makes it possible
for government to benefit of illegal or controversial regulations without even admitting such
regulation exists. It is not the purpose or the interest of this research to judge if it is right or
wrong to use indirect constraints (Lessig, 2006). There is no right or wrong, but the fact is that
Internet technology allows a variety of usage and control.
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Think again about the case of the Great Firewall of China. All messaging and browser
apps and service providers are required to include filtering on their users’ personal devices. All
it takes for a Chinese netizen is to install one of these apps which is likely to contain code
intended to scan and censor prohibited content (EFF, 2019). To induce companies to follow
regulations, the Chinese government gave them no choice but to include control measures in a
heavy-handed way; the companies are forced to pass regulations that the government wants
through law (Kokas, 2019). The Chinese people, regardless of being aware if these regulations
in the code of the technology, have been subject to its costs, the surveillance. These indirect
regulations act no differently than a speed bump; the code of the streets is changed to limit the
speed of cars, and no one is neither fooled about the source of regulation, nor believes the
bumps are accidental (Lessig, 2016).
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大of the government is extended,
which is that the fact that the target is widened; the reach
立
although the purpose is not necessarily changed. As soon as a user outside China types a

However, there is something special and new with the Great Cannon in this regard,
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sentence by using the search engine, Baidu, or visits a website that is censored in China, the
Great Cannon exploits the users indiscriminately targeting the visitor to those specific set of
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websites (The Citizen Lab, 2015). Recently, Google published a report describing newly-found
surveillance technology that by exploiting iOS spies on iPhones (Project Zero, 2019). Through
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run the set of exploits on anyone who visits with the aim of installing a surveillance implant
on their devices (EFF, 2019). Though Google kept to itself the names of websites and who is
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being targeted it soon become clear with other reports that one of attacks was found to be on
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the Uyghur community where China perpetrates heavy crackdowns and mass detention with
repressive policies therein (TechCrunch, 2019). The essential here is that China is fearless to
cast a much wider net; it widens its censorship borders outside of national borders in order to
place surveillance software on entire ethnic and political groups outside of China. Getting by
upon the second hypothesis, the risks perceived from ICT not only because of the infinite cat
and mouse game between the Chinese government and its netizens, it is also because there is a
bigger rivalry waiting for China in the global cyberspace. Thus, the measures become more
comprehensive, and requires high level of advancement.
The shift in Chinese intention about ICT development is not necessarily always
improved out of security concerns, especially of those data. China has big targets. The rise of
China has a technological dimension which is indivisible from its trajectory as a leader with
global ambitions. It has long been interpreted that China aims to become ‘self-sufficient’ or to
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catch up with other advanced economies, however, the sheer number of innovation projects
and policies proved that its ambition goes beyond. The pattern remains the same as in reverse
saliency model. No differently than how China seeks gradually replace foreign technology with
indigenous technology after their substitution, its future aims follow the same unique pattern
which is to surpass and displace others in order to achieve a dominant position worldwide after
reaching a level of maturity.
It hit the right notes with its Made in China 2025 project which is another way to look
at uncovering the intention behind the great effort on technological catch-up. This masterplan
of Chinese government aims to turn the country into an innovative manufacturer that targets a
combination of high-tech and infrastructure industries as well as mastering design, software
and production through its frontrunner enterprises which already dominate the Chinese market

治
政
goal is to become a global leader in the ten core industries 大
such as robotics, power equipment,
立
and next-generation IT which requires the ability to develop innovative goods, to create global
in becoming competitors on international markets (Merics Paper on China, 2016). The ultimate
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brands and to build modern production facilities. Digitalization, 5G networks, big data, cloud
computing, artificial intelligence (AI), quantum computing, and even green manufacturing
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such as Industrial Internet are promising examples of the China’s techno-strategic ambitions.
National security and big targets: Any of these is less important than the other. If self-
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sufficiency is the first step in the way to achieve big targets, there requires the right pool of
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talents: human capital, such as entrepreneurs, engineers, scientists, designers. In this regard, a
massive amount of resources is put into education and training in China (Guo, Huang, and
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Zhang, 2019). Even though Made in China 2025 is not oriented towards or specialized in

engchi

education strategies, graduates from all science and engineering programs are accounted to be
quadrupled between 2002-2014 according to the National Science Board report (2018). The
quantity does not necessarily mean success; quality matters for which the US remains in the
lead. However, the number of Chinese students with US college degrees is a signal of the
Chinese goals being on track. This a goal-oriented perspective to the bigger picture in which
China follows step by step to reach its big goal. However, what makes it so special, as the
previous chapter in this section focused on, is the perspective that demonstrates how Chinese
values and interests shaped how it continued to reach its goals. For instance, China did not just
invest solely in education, but it used ICTs to indoctrinate its ideology and values and
distributed them into the education system through creating narratives of crucial events or
school curricula targeting technology literacy of youths (World Bank 2018), also known as in
techno-nationalist propaganda (Diamond 2010). Education is seen as a step, but also as an
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opportunity to manipulate netizens choices with the hope that the potential that people may use
ICTs as a technology liberation (Diamond 2010). This is also mentioned as the way the
governments regulate norms to regulate behavior -in this case, social norms.
More interestingly, there is a growing interest in China towards artificial intelligence
and its integration into other ICT technologies. To give a background, here is a small number
of studies focused on whether artificial intelligence might create an environment that is based
on authoritarianism, in which technology-centric self-fulfillment is found to be a gate to ease
monitoring and controlling societies through a new generation of ICTs such as network
monitoring (i.e. the Great Wall and the Great Cannon), digital surveillance, big data profiling
(Marcuse 2013). This is a voluntary form of direct repression as it makes more aspects of
peoples’ living available to data gathering, on the other hand, other societies also endanger

治
政
大an environment that is fertile to
Both of which, according to Marcuse (2013), gives rise to
立
authoritarianism. The existing surveillance tools and industries are doubled by artificial
governments through the same technologies because ICTs make interaction easier for all users.
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intelligence with its multipliers such as speech and pattern recognition, automated forms of
censorship, real-time tracking, information spoilers, bots, trolls and so on, which lead to a

‧

vicious cycle of empowering the financial relationships between governments and enterprises
that strengthening other forms of authoritarianism. Moreover, machine learning is built on the
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characteristics of human behavior, it becomes possible to predict human actions and behaviors.
This quantification is through virtual algorithms that are inaccessible or often technically
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difficult to oversee by the subjects; users. Think again of Lessig’s (2016) criticism about code-
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based regulation: ‘Code-based regulation—especially of people who are not themselves
technically expert—risks making regulation invisible. Controls are imposed for particular
policy reasons, but people experience these controls as nature.
The question, thus, turns into whether algorithms naturally are authoritarian, or if
algorithms are neutral, then there is an influence or a force that makes the code more favorable
to it. Regardless of the regime, democracy or autocracy, artificial intelligence and algorithms
are used to collect a particular data of users without them realizing it (Unver 2018). It is not
the purpose of this research to criticize what should/shouldn’t, or if all government code should
be turned open or transparent. However, there is a solid fact that algorithms are treated as a
sacrificial lamb of sorts by governments and companies in a way that the authority of how they
are handling the tool is exported by the code they wrote into tool itself that diverts the attention
away from power relations (Unver 2018). Getting back to the Chinese case, China is one
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example in which algorithms deployed to follow and analyze, for instance, student’s attendance,
their behavior, and even efficiency through the AI-technologies such as AI-powered gates,
facial recognition systems that comes as a part of smart campuses project promoted by Ministry
of Education, or more on the edge, brain-reading headbands that is used to improve focus and
efficiency through monitoring brainwave data (SCMP, 2019). Pointing back at the Chinese big
targets and the unique way they choose to reach them which is to personalize the technology
during the reverse engineering process in which the government selects a way of regulation
among law, market, norms, or code according to the return from each both in efficiency and
the potential they promise to express the Chinese governments’ interests and values. The use
of AI-technologies in China is another opportunity that allows the manipulation and control
through the code to regulate behavior.

治
政
大enforcement (Unver 2018). For
of maximizing outcome are backed by a military or law
立
instance, it was to maximize attendance to classes in the case that China imposed the use of
Most algorithms of such to collect and organize patterns of human actions with the aim
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AI-powered gates to school management through education plans and law. Another example
is where military is brought into the project (Chinese Brain Project) in which deep learning is

‧

applied to Chinese search engine, Baidu, to harvest any sort of user information that is tightly
linked to the citizen score system (APPENDIX C). Remember again of the example about the
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peoples’ choice of neighborhood, the change in code by the government is indirect way of
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regulation which is same with the use of AI-technologies that is proven how political decisions
applied into the algorithmic structures (the code) can be undertaken by invisible data collection
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and profiling techniques (Tett, 2017). No different than Lessig’s argument in terms of the

engchi

theory, but perhaps more updated in terms of the technology that concept is interpreted therein,
Richard Thaler’s (2017) concept of ‘nudging’ which is a sociology-imported behavioral
concept about persuasive algorithms in which an indirect force/influence without any direct
threat gives suggestions that impact the choices of individual actors and non-state actors. The
nudge is indirect because there is no single touch of the responsible force, it often guides the
users into targeted behavior in away the choice looks like the user’s decision (Thaler, 2017).
AI-technologies are such automated nudges collects and learns from data to make successive
choices, or at least classification, thus promising for authoritarians like China, but also
challenging when it comes to control of decision-making process in AI systems and that
requires to have sufficient technology expertise in understanding such complex algorithmic
decision patterns (Unver, 2018) which seems to be the future challenge for China in this regard.
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The large live data sets as such created a need of such complex systems that are able to
read large and unsorted sets of data to uncover patterns, to solve complex problems, optimize
solutions. In this manner, quantum computing became a new trend which started with a simple
question in Richard Feynman’s mind about what is the relationship between physics and
information. Instead the classical computer consisting of bits, 0s and 1s, the quantum computer
consists of quantum bits, according to superposition principle, it can be a zero, a one, or both
at the same time. The scientist Dario Gil, VP of Science and Solutions at IBM, simply explains
how quantum computing works in his speech in The MIT Venture Capital + Innovation
Conference (2017) in which he associates the problem that will show the difference between
classical and quantum computer with four cards consists of three identical and one different.
The problem is to find that different card in which identical cards are turned into 0s and the

治
政
looking at memory slut if that is the one which would take大
on average the equivalent of 2 and
立
a ½ turns to find it, where a two-qubit quantum computer can always solve this problem in one
different one into 1, and loaded into two computers. Classically, it would be done through
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shot. The quantum computer, thus, is not just about building a faster computer, it is building
something that is fundamentally different (Gil, 2017). Technical specs aside, the quantum

‧

computing is hot topic today because it is expected to be the next big thing that is able to solve
reverse salients in the existing technologies that are unable to solve.
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today, and the problems due to the large sets of data is not only large in amount, but also
fundamentally different. Those problems of such, for instance, in case of China, is the unsorted
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large sets of data majorly collected with AI-technologies continuously for better machine

engchi

learning skills to reduce human bias at maximum, thus, in return, it comes with a problem of
managing problems with great complexity. The quantum computers promise to allow real-time
response to Chinese needs through the ability of quick analysis and integration of enormous
sets of data. Thus, the Chinese ambition on quantum computing makes sense considering the
advantage it promises which can be the missing piece in the puzzle of reaching its big targets:
quantum leadership. It is a crucial milestone as it carries such opportunity for whoever develops
quantum computer first can freely decrypt secure communications, strong and complex
passwords such as bank, or sensitive accounts, and all existing security methods such as
military missions (Guterl, 2019).
Out of this competition between the world and China on quantum computing,
policymakers, especially in the United States, perceives the risk of any possibility that China
could accomplish their target in this regard as they did with 5G networks (following the unique
66

DOI:10.6814/NCCU202000351

Chinese pattern; catch-up with the advance, and surpass it). This will require some serious
strategic level of plans to be maintained by all actors in cyberspace. It is not the scope of this
paper to analyze whether China will use quantum computing in a faith that is destructive to
others, it rather has the objective in its sight that is to demonstrate the interconnectedness (or a
vicious cycle) of the dynamic in Chinese perceptions towards ICTs, and how China shapes
ICTs to its own values and interest regarding the fact that this dynamic is possible only because
the supple nature of ICTs and its design/code that allows its own control.
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Chapter V
1. Concluding Thoughts
Controllability is a function of design as much as of ideology (Lessig, 2006). The code
enables regulation as well as restrict it. Understanding the power of state actor lies behind
understanding the codes within which it governs. Thus, the case study of China is found
necessary to take a closer look into such design. The preceding chapters have all been about

政 治 大

this very point. The power of a state actor to regulate the behavior can be fairly certain to our
understanding, however, if the code does not support its control, then the effectiveness of state
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power gets slight. The extend of the state power, regardless of its limits, can be broadened if
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the control of the code is efficient, and that efficiency comes from having infrastructure to
change the code. The reverse saliency model served to this research mainly to render the
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dynamics of that change in the code.

Looking back over the chapters, there is a pattern to the reverse salients they presented –
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measure to the controllability that ICT allows for actors, by which actor this control be
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terms of controllability: it protects intellectual property like patents or copyrights but also
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protects fair use; it allows market for privacy but also allows the right to report about
individuals regardless of that market (Lessig, 2006); it enables censorship but also enables
designs that confuses the current code about who gets what. Competition between private and
public is forever inevitable, so is the need of balancing control regardless of who is responsible
from any imbalances that is mentioned. Choices of the state actor is the limit of how far both
sides will be allowed to reach. Chinese norms and values extend only so far as the actions taken
by the Chinese government extends.
The argument of Chapter I was that the pre-determined path is no longer a reality in case
of ICT development after the introduction of Internet. State actors are there in a vicious battle
with other actors to make behavior more controllable. Chapter II described the reverse saliency
model through the metaphor of Newtonian law of nature which is to make a comprehensive
illustration of the pattern that is unique to whom has its control. Of that control, the code is the
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increasingly essential part, and observing the change of code if found to be helpful rendering
what are the values, concerns and perceived risks of state actors towards ICTs. This chapter
also supports technical knowledge to develop familiarity and more objective perspective in
interpreting causality between actors’ behavior and their perceptions towards the technology,
also in interpreting how dynamic and various this process could be. Throughout the chapter the
theoretical model is shaped to be applied to the Chinese case.
Chapter III then considered three contexts in the case of China in which the hypotheses
were tested individually. First hypothesis is proved to be insufficient to describe the doubleended relationship between the controllability and perceived risks towards networked-ICTs.
The first end is that controllability enables the Chinese government as the states actor that is
the ultimate decision-making body to be more in charge of the technology, thus perceives less

治
政
the Chinese government, or only to one state actor, China,大
but all users, and all other states,
立
thus the perceived risk towards technology increases. This found to be the main reason of the

risk towards networked-ICs. The second is that the controllability is not only belongs to only
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cat and mouse game between the Chinese governments and other actors (individuals and nonstate actors), also the tug of war between the state actors in the cyberspace. Second hypothesis
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is found effectual for each end, and is tested in two different perspectives. First one observed
the relationship between the individuals, non-state actors and the Chinese government, and
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regulate the behavior and the technology. Security threats towards the legitimacy of Chinese
government boost the need of surveillance and censorship of the other actors. Second
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perspective focused more on the relationship between the Chinese government and other state
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actors in cyberspace, and the outcomes showed the opposite in term of the path that the Chinese
government’s approach to ICTs followed as technology advanced: defensive to offensive.
Chinese users and private companies were not the only risk to the Chinses government’s
legitimacy. The threat that grows out of the fact that there is always room for other states to
take the control of the code motivated the need for borderless measures such as cyberattacks,
and Great Cannon.
Perceptions matters. To sum up, the ways in which actors seek to shape the future
development of a technology is guided by understanding how actors have influence over
technology and how they perceive technology as either encouraging or challenging their values
and interests. The authority and legitimacy are, thus, found to be essential, and formed the basis
of key finding of this research for rendering the reverse saliency model, also the case of China
throughout the research. Internet technologies are initially perceived as a means to be an
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academic tool, then as a means to enhance economic power, and finally came to be regarded
as a source of control without ignoring vulnerability that the technology has as nature which is
the phenomenon of which Chinese power could be undermined through number of ways, in
the same way it can be enhanced. These perceptions developed over the ensuing years without
being dropped off from the Chinese government’s radar. It requires a large ability of balance,
and in this regard, China seems successful in pulling and pushing strings of the control of ICTs
on timely and on spot basis that is not coincidental but it is respect to its unique know-how
skillset through learning from history, thus benefiting to be prescient.
China is pursuing on an always-on basis in innovation to reach the level of skills that
enables them successfully remove reverse salients on the way which are found to be a burden
or perceived as a threat to its legitimacy through regulating the ICTs in the means of what is
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大 This developmental path that
doing so, it is pursuing to shape the future technology worldwide.
立
China chose to follow seems to remain on the agenda of the global concerns about the extent

more efficient and servant to its interests -regulating law, market, norms and the code-, and by
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of Chinese government’s authority to shape future technology, especially in cases where ICT
is seen to be of vital national interest and having implications for undermining or enhancing
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2. Policy Implications
To puzzle out power in the information age requires a well understanding of relationship
between technology and power. And yet, majority of IR literature studied the problem largely
lacking a comprehensive engagement with technical knowledge. This study has been oriented
to the close examination of the relationship between state power and technology equipped with
that missing link, technical knowledge, in order to render a comprehensive model of ICT
development after the introduction of Internet. Although there have some steps taken in the
same regard, to render such model there has no studies focusing in the case of China. In this
way, this research is able to contribute to the IR literature both with the engagement of technical
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information, and especially with the case study on unique path of ICT development in China.
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The model investigates questions dealing with new technology by moving debates beyond
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questions about whether networked ICTs enhances its control more than it enhances freedom
through the dynamics of relationship between controllability and the perceived risks by states
towards said technology.
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The reverse saliency model applies to all systems but with a different dynamic of flow
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infrastructure, institutional design, values, concerns of the state actor and most importantly the
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perceived risks of state actor from that technology. The case study, thus, is expected to show
evident that there exists different dynamics of change in code. It is proved to be consistent with
the case of China that there is no universal appeal to the way that ICTs should be incorporated
into social life, or into the global scene. In this sense, the model provides a narrative for a
research area for future studies by applying this model into different cases in order to
extrapolate the states approach of control measures that is used, or aimed to be use, over the
technology. This research provides an insight into how actors in power exercise their power
and pursues the most desirable outcomes from a technology for their end.
Hypotheses has shown the existing assumptions towards the controllability that
technology has in its design are missing an important step that is the fact that technology is
supple for control of whom is currently in charge of the code, but simultaneously of all users.
Thus, the control can be preserved through the change in code with different way of regulations
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and measures, but potential risk of potential interruption of the existing code from the other
actors will inevitably exist. A more comprehensive approach for the future studies on ICTs is
found to be necessary in which the realist power theory is shown no longer accurate to this
regard – the political actions in domestic and international arena are not the only end to the
power. Controllability brings the freedom and the control of the technology available to use of
all users simultaneously, regardless of political stance. Data-driven technologies turned the
assets of power into more virtual and always-available sources. Therefore, this study in
particular is a source of insight for the future study that no longer able to ignore the fact that
there exists inevitable dilemma of controllability. Interpreting the control measures taken by
state actors, the criticism or comparison of regulations, and forecasting the future targets of a
specific state actor is not possible judging only by the political concerns, interests, values and

治
政
measures of controls taken, but is possible with a dynamic大
approach to observe the change in
立
those concerns, values and norms through the change in perceived risk from said technology.
norms of that particular actor during the ICT development, or how offensive or defensive the
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Again, the reverse saliency model is a comprehensive model that is applicable to different
cases, however this research has the great interest in China because it is a bona fide example
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as is the one that proved the fact for the first time that the change in code is possible as long as
the code allows its control. Thus, this research besides providing an efficient model to
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particularly towards the Chinese ICT development are shallow in terms of the interpretation of
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the way China controls the technology. State’s approaches to the ways of control can differ,
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however, the ways China is using to this end is no different than many other governments
around the world. China is not the first one having the desire to check the power of the US, but
is unique in terms of taking so far successful, and on spot steps in balancing the need for
maintaining its economic growth and preserving its legitimacy. Such balance has never seen to
be preserved to the extend which the Chinese government achieved. However, the essential of
legitimacy and authority is not unique to China, all actors who has power to control chose
different ways to preserve their legitimacy and authority. In this sense, the approaches that
found the potential of the Chinese dominance in the future of ICT technology extremely evil
remains ignorant and null to the fact that China with its growing economic and technological
dominance is a major player in cyberspace as much in the real world.
The approaches would be null if stumble interpreting the essential of national concerns,
actions and the way they force power which grows accordingly to the type of regime, and this
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regime in terms of China is authoritarianism. Even though the perception of ICTs has a stance
as a conduit for economic growth in Chinese agenda, China is still an authoritarian regime,
thus the perceptions towards ICTs has never lost, and claimed to be loosen up on its stance as
a platform to deliver effective social, military, economic and perhaps most importantly political
functions. Even though these functions are not unique to China, the measures taken, and the
regulations that have been set revokes concerns of others due to the nature of these regulations
carries different values than what has been on the global stage for decades. Transition is real.
However, my argument is that China aims more in balancing the control, contrary to the
existing expectations that foreseen what China pursues is the ultimate control of cyberspace.
The national security concerns from its users and from other state actors is found to be
reinforcing the paradigm for disruption on the code of ICTs as a form of vulnerability in the
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大full of concerns about security of
between the actors/users, thereby this is adding up to the pot
立
cyberspaces in which we inhabit.
Chinese mind which became a never-ending disruption game, albeit not yet a destruction,
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One could criticize the measures China has been taking to control behavior within and
beyond its borders as turning offensive, however, the desire to control, and the resistance to
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that desire of control are not endemic to Chinese offensiveness, it is rather universal, and will
forever exist. Thus, that resistance, as well as a reasonable dosage of preserving the values and
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norms, will continuously push more for a regime who is better in balancing the interests of

er

io

whole world. Such balancing is not between the state and the individual but between the state
and the indirect regulations of the code. States have strong sense of their own realm, and that
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can lead to dominance in other realms. As we move more online, states desire to control
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behavior will increasingly clash with the claims of other states. That clash will happen to be
the most important novel fact for the ICT to be.
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Appendix A
The Code: The Dot’s Life
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Appendix B
Control hierarchy and revenue flows of Internet service provision under the MII
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Appendix C
An overview of China’s data centralization strategy through Social Credit Score
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