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CHAPTER 10  

Conclusions 

10.1 Vision of U-ATM 

Ambient e-service is based on the assumption that participants carry a mobile 
device under the context awareness environment. It is mobile user’s free-will to 
participant in all kinds of e-service interactions. Communication cost under ambient 
e-service environment is quite small that won’t be the barrier for user to interact with 
others. Moreover, those participants will gain benefits including some useful 
information items and earn good reputation that increases further collaboration 
possibility. The vision of ambient e-service with U-ATM is based on five key concepts 
that can be represented by CHARM. (Shown as Figure 9-1)  

 
Figure 10-1. Vision of Ambient e-Service with U-ATM 
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 Customized Personal Service 

Too much information is as useless as not enough. The amount of information 
available will continue to increase, and it is likely that there will be an urgent need to 
organize information for personal use. Ambient e-Service will deliver services that 
customize information according to various personal tastes, preferences and situations, 
delivering them on a timely basis. These services will not only enhance the quality and 
convenience of everyday life, but also create business opportunities for corporations. 

 Human Nature 

The U-ATM supports the urgent needs in the ad-hoc mobile environment. U-ATM 
enables the identity protection, fair interaction, and private information disclosure, as 
well as collaborative actions. The design consideration of U-ATM stems from the 
integrated concern of privacy, reputation and trust. Exploring the collective wisdom of 
mobile users who would like to share their knowledge and contribute to the greater 
society truly enhances the reliability of trust estimation. Complying with user’s human 
nature, the U-ATM will encourage users to embrace various ambient e-service 
applications. 

 Anytime, Anywhere for Everyone 

Ambient e-service empowered by wireless technology and mobile devices makes it 
possible for users to acquire various ambient e-service applications ubiquitously. 
Transactions and interactions can be carried out anywhere and at anytime without being 
constrained to the fixed power line or Internet plugs. The context of the user (e.g., time 
and place) can be measured and interpreted; services can be provided at the point of 
need; and applications can be highly interactive, portable and engaging. 

 Relationship sensibility 

U-ATM enables the establishment of social network connections that generally 
provide valuable and reliable information exchange of decision-making. Collective 
wisdom encourages users to accept each other as alternative information sources. 
Information heterogeneity provides rich resources for the user to estimate whether the 
other user is trustworthy and reliable.  

 Mobile e-service and revolutionary business models 

U-ATM provides a seamless user environment for mobile networks and corporate 
networks. We define ambient e-service to identify a new scope of mobile e-services, 
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addressing dynamic collective efforts between mobile users, dynamic interactions with 
ambient environments, low cost service provision, and the moment of value. Ambient 
e-service creates a new paradigm of mobile commerce promising revolutionary business 
models, while the U-ATM provides basic needs to encourage users to embrace ambient 
e-services. 

10.2 Comparison to Related Works 

In this study, we propose a distributed infrastructure for the management of trust in 
an environment of mobile networks. The proposed architecture is fully decentralized 
and suitable for the mobile environment, where a user may use multiple identities and 
rely on temporary ID to avoid user tracking. The proposed U-ATM iTrust platform 
addressing privacy issues, reputation management and trust computation in ad-hoc 
wireless networks.  

Comparing to several existing works regarding the trust model design for 
supporting ad-hoc e-service environment, U-ATM iTrust platform has several 
significances. The U-ATM is designed to fully support the ambient e-service 
environment. The requirement supporting issues of such an ad-hoc e-service 
environment can be unfolded into three parts, including unlinkability support, 
heterogeneous data source support, and ubiquitous environment support. Unlinkability 
support refers to the privacy aspect for privacy protection within the e-service 
environment. Heterogeneous data source support enables the collective wisdom could 
be realize from various information sources with suitable weighted function. Ubiquitous 
environment support emphasis the environmental constraints of the ad-hoc wireless 
networks.  

Table 10-1 compares some existing works for supporting the ambient e-service 
environment characteristics. None of the three requirements could be supported by 
current electronic commerce platform (ex: e-bay and Yahoo! Auction). Xiong and Liu 
(2003) propose a reputation-based trust model for peer-to-peer ecommerce communities 
that consider the issues for heterogeneous data sources. However, the unlinkability issue 
and ubiquitous support are not addressed well. Lin, Lu and Yu (2004) also proposed a 
distributed trust and reputation management framework for E-services. Their work takes 
account of heterogeneous data sources and ubiquitous environment support. But their 
work did not pay much attention to the privacy aspect for supporting unlinkability. An 
anonymous management of trust relationships in decentralized P2P systems was 
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proposed by Singh & Liu (2003). Their work really takes into account the three 
supporting requirements, but leave some detailed issues out of consideration. Risk 
assessment and social network support are not well considered in their work. Moreover, 
the ubiquitous requirements are only partially supported. Therefore, their work can not 
fully support the ad-hoc e-service environment due to those overlooked issues. U-ATM 
provides short-term lived identity with least-to-know information which enables 
unlinkability in the ad-hoc wireless environment. Social network support enables 
mobile users with U-ATM to collaborate with proximity groups for contributing the 
collective wisdom. U-ATM iTrust platform is the only design that fully supports the 
nature characteristics of the ad-hoc e-service environment.  

Table 10-1: Characteristics comparison of existing works with iTrust platform 

Characteristics and 
Context Issues 

Current EC 
platform 

(ebay|Yahoo!)

Xiong 
& Liu 

(2003)

Lin, Lu 
& Yu 

(2004)

Singh 
& Liu 

(2003) 

iTrust 
platform
(U-ATM)

Unlinkability supporting (Privacy Aspect) 
-Least-to-know information 
(Unobservability) 

X X X X O 

-Identity untraceability 
(Anonymity, Pseudonymity) 

X X X O O 

-Records untraceability 
(Unlinkability) 

X X X X O 

Heterogeneous data source supporting 
-Information source 
heterogeneity 

X O O O O 

-Risk assessment X O O X O 
-Social relationship sensibility X X X X O 
Ubiquitous environment supporting 
-Dynamic identity 
management 

X X X O O 

-Dynamic environmental 
composition 

X X O O O 

-Lightweight constraint 
tolerance 

X X O X O 

-Authority independency X O X O O 
O: Support   X: Not support 
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10.3 Conclusions 

Ubiquitous computing is the most recent step in an evolution chain characterizing 
different eras of internetworking computer systems. While deriving the properties of 
mobile computing and distributed computing systems, ubiquitous computing systems 
are further characterized by at least three salient properties: context-awareness, ad-hoc 
networks, and smart sensors and devices. 

In this dissertation, the notion of ambient e-services is defined to identify a new 
scope of mobile e-services in ubiquitous environment, addressing dynamic collective 
efforts between mobile users (enabled by M-P2P), dynamic interactions with ambient 
environments (envisioned by LBS), the moment of value (empowered by wireless 
technologies), and low cost provision. We present an ambient e-services framework 
characterizing three supporting stacks. We also exemplify several ambient e-service 
applications. Those applications differ from existing mobile e-services (grounded on the 
client/server design) in terms of the focus of the dynamic interactions between peers in 
dynamic ubiquitous e-service environment. Ambient e-services address dynamic 
collective efforts of mobile users and dynamic interactions within ambient environments, 
rendering a new paradigm of mobile commerce promising revolutionary business 
models. We propose an ambient e-service environment that explores the promises of 
collective wisdom among mobile users. 

In addition, an Ambient e-Service Embracing Model (ASEM) is also proposed that 
addresses the core elements (of relevance to the integrated concern of trust, reputation 
and privacy) required for assuring such desired features as convenience, safety, fairness 
and collaboration for mobile users when they engage ambient e-services. This model 
manifests the relationship between the issues of dynamic identity management and 
ambient data management. It also abstracts the trust, reputation and privacy concerns 
into an integrated consideration. ASEM aims at the enabling of the desired four features 
(convenience, fairness, safety and collective efforts between mobile users) in ambient 
e-services. Moreover, an ASEM measurement design is also proposed, identifying 
possible measurements for each core element of ASEM.  

Since different e-service applications are of different circumstances and bear 
different restrictions, the ASEM also outline the guidelines for the implementation of 
ambient e-service applications and the platforms. The effects of exploration of the 
collective wisdom in the ambient e-service environments are discussed, along with the 
challenges confronting the ubiquitous environment.  
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Among the issues affecting ubiquitous e-service, the trust issue is the most 
essential problem in enabling the user to embrace revolutionary e-service applications. 
Since the major benefit of ambient e-Service is the collective effort, by combining 
everyone's strength, a collaborative environment that respects security and privacy 
protection, and encourages the cooperation for exploring collective wisdom in trust 
estimation under the ubiquitous environment may be established. 

We proposed an autonomous trust model for exploring collective wisdom in the 
ubiquitous environment named as “U-ATM” as an instance of ASEM. Since ambient 
e-service may obtain value-added information through the interactions of surrounding 
environments, the U-ATM highlights the collective effort focused on gathering the 
collective power of user groups as the reference for ubiquitous trust decisions. 

The autonomous trust model for ubiquitous environment (U-ATM) is defined as a 
collaborative trust mechanism that integrates three conceptual methodology designs into 
an autonomous trust model. The three conceptual methodology designs are the privacy 
design, reputation management design and trust management design. 

A U-ATM platform infrastructure is also proposed. Different from traditional 
architecture, the U-ATM highlights the distributed peer-to-peer interaction under ad-hoc 
network composition, especially to accommodate the dynamic short-lived identity 
characteristics and the lightweight computational capacities of mobile devices. We 
deploy our U-ATM based on the ZigBee architecture as an upper layered collaborative 
application in the ubiquitous environment. While considering the natural limitations of 
ambient e-service environment, we suggest the ZigBee standards may be most suitable 
wireless solutions due to features such as standards based, low cost, support of a large 
number of nodes, and security. 

For the three parts of the U-ATM design, the design concepts are elaborated and 
evaluated. U-ATM simulation outcomes for trust decision quality enhancement are 
significantly improved by comparison with traditional designs. The simulation 
experiments illustrate the benefits of exploring the collective wisdom and gathering the 
power of collaboration. Moreover, the U-ATM makes it possible to collaborate with 
nearby user groups for establishing reliable and trustworthy interaction environments. It 
also facilitates and empowers the potential benefits for various ubiquitous e-service 
applications. 

Possible future research includes field experiment for applying U-ATM in different 
business scenarios. Ubiquitous i-Network that enables users exploring the collective 
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wisdom for rich collaboration rather than just information diffusion in proximity 
e-service environments is also worthy of further in-depth research. 
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