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CHAPTER 3  

State of the Art & ASEM 

3.1 Challenges 

This section will explore important issues arise from M-P2P enabling of dynamic 
collective efforts between mobile users. 

Ambient e-service address dynamic collective efforts of mobile users and permit 
dynamic interactions within ambient environments in a way that is different from 
previous e-service applications. It enables us to explore the collective wisdom of nearby 
peers in an ambient e-service environment. It offers a new paradigm for mobile 
commerce and may stimulate the development of new and revolutionary business 
models.  

3.1.1 Issues for Ambient e-Service 

Ambient e-service creates important social and economic issues. Social issues 
include user interaction behaviors, intellectual property rights problems, and security 
issues. For ambient e-service implementation, user behavior and interaction are very 
complex. In addition to security issues, ambient e-services also present troubling legal 
issues. How do holders protect their intellectual property in ambient e-services? How 
much access to such material should users have? These issues are vital social issues 
awaiting future study.  

The economic issues include the pricing issues of e-services, bargaining and 
payment issues, and collaboration and utility issues. One of the most important issues is 
the service pricing issue. Ambient e-services require several kinds of supporting 
infrastructures, such as sensor networks, wired/wireless network infrastructures, 
broadcast stations and service providers. The ambient value is delivered through the 
combined efforts of supporting infrastructures. Accordingly, how to price ambient 
e-services, and how to divide revenues between infrastructure and service providers, 
will become an important issue. 

The pricing issue is fundamental to all participants in ambient e-service 
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applications. Different networking enterprises and different service providers, different 
vertical or horizontal relationships result in different pricing and revenue sharing 
strategies. In the ambient shopping mall scenario, a buyer peer requests information 
packages from a broker peer. How the broker peer prices the service package for 
different buyer peers is an important issue. Based on buyer demand and preferences, the 
broker may provide the buyer with several packages of services at different prices. The 
buyer can also bargain with different brokers before concluding a transaction. In the 
information distribution cooperation scenario, mobile users may exchange their 
information using a barter mechanism. When bartering with other peers, how to 
evaluate the value of certain information and how to make a fair-trade agreement are 
essentially pricing utility issues. Even for the ambient location information acquisition 
scenario, mobile users who possess location information can be treated as sellers 
holding information valuable to nearby mobile users (who want to engage 
location-based services but do not have the ability to obtain the location information 
through their own devices). Mobile users with location information can also price the 
desired information based on buyer’s preference and strength of demand. Accordingly, 
we consider the pricing utility issue one of the major economic issues of ambient 
e-service.  

 
Figure 3-1. Issues of ambient e-services 

However, the core issue of trust, reputation and privacy is involved in both the 
social issues and the economics issues (Figure 3-1). Privacy and security are very 
important concerns of company managers today (Chou, Yen, Lin, & Cheng, 1999). In a 
the dynamic environment of ambient e-services, who can be trusted? Is the mobile user 
trustworthy? What do the peers know about each other? These questions underlie the 
interactions and collaborations between mobile users. Accordingly, trust, reputation and 
privacy issues act as the ground of ambient e-service. 
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3.1.2 Core Issues for Embracing Ambient e-Service 

Even more than technological and engineering issues, user willingness to 
participate will probably become the major barrier to the development of ambient 
e-service applications. Experience shows that no matter how good a system is 
technically, or how high the value of the system functions it offers, a system will never 
be popular if users cannot trust the system or truly understand how it works.  

 From the perspective of users, what degree of trust should ambient e-services 
embody so as to assure the entry-level success of ambient e-services? 

The issue of personal, informational privacy is of growing concern as our society 
becomes more and more digitized. The value of personal information is dramatically 
highlighted in the commercial arena where information is a valuable and lucrative 
commodity (Kelly & Erickson, 2004). Many existing systems might be useful to 
customers, but users may still be reluctant to participate owing to privacy issues (even 
though the system functions are powerful and of potential benefit). For instance, JetBlue 
Airlines secretly gave the travel records of its customers to the Transportation Security 
Administration, which subsequently gave these records to an independent contractor 
who posted the records on the Internet. Hoy reported that church web sites often post 
private information (Hoy, Grubbs, & Phelps, 2003), while state government agencies 
also post public court records on the web. Customer information gathered in loyalty 
programs is often used by vendors for data mining and customer profiling, to enable 
optimization of a range of products, or to aid in price discrimination (Odlyzko, 2003).  

Accordingly, the key element in user willingness is the privacy issue. Users will 
participate in those services only when they believe their private data are well protected 
and feel it is safe to join in.  

Informational privacy refers to the right of an individual to retain control over the 
collection and use of personally identifiable facts and information about their daily lives 
(Kelly & Erickson, 2005). Protection of privacy involves how those systems handle 
personal information. It may have an extensive impact on whether and how sensitive 
information is used.  

 In various ambient e-service applications, what is the essential requirement for 
trust related factors that contribute to ambient e-service implementation? 

Trust and reputation studies have been proposed for large open environments, such 
as e-commerce and recommendation systems. Although trust and reputation develop in 
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different ways, they are closely related. Numerous studies have focused focusing on 
how to translate reputation data into trust, and reputation has been the major criterion to 
measure the trustworthiness.  

However, existing studies have been focused on reputation computation and 
translation from reputation to trust. What seems to be lacking is a consideration of the 
relationship between trust, reputation and privacy, and integrating those abstract ideas 
into a whole framework.  

As mentioned before, ambient e-services are different from the e-services using 
client/server architecture. Accordingly, the network structure of ambient e-services is 
quite different from that of the fixed-Internet environment. While researchers are 
studying the subject of trust in the mobile commerce environment, the situation is still 
similar to that of the fixed-Internet environment, in which trust and reputation are 
treated as separated topics. 

In other words, a framework that integrates and analyzes the relationship between 
trust, reputation, and privacy is necessary for the development of ambient e-service 
applications. Moreover, this framework needs to take into account the nature of ambient 
e-service environments characterized by distributed interactive network in which trust 
and reputation data are stored in user’s handheld devices. 

3.1.3 Relationships between trust, reputation and privacy 

Ambient e-services rest on the interactions and collective efforts of the surrounding 
environments and nearby participating peers. However, in the ambient environments of 
ad-hoc networks, peers may not be familiar with each other. Unlike the fixed Internet 
environment, there are no permanent databases of historical data that can be analyzed in 
the ambient environments. Consequently, it is rare to see trust mechanisms with which 
peers interact with each other in the ad-hoc network domain. However, before 
cooperating with other peers, peers need to protect themselves and seek out trustworthy 
partners for interactions, based on peer reputations. 
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Figure 3-2. Semantic interactions of trust, reputation and privacy 

On the other hand, the idea of privacy may have different meanings and 
significance to different mobile users. Privacy must be considered together with all 
other requirements, including functionality, usability, performance, costs, and security 
(Shand, Dimmonck, & Bacon, 2003). However, the privacy concern remains a crucial 
barrier to mobile user participation in ambient e-services. The more participants an 
e-service has, the more power the ambient e-service would embody. The power comes 
from the number of participate users and the ability for users to obtain needed 
information. The collective power comes into view only when the number of the 
connections exceeds a certain threshold. Accordingly, transcending this threshold is a 
crucial problem for developing ambient e-services. Privacy-aware ambient e-services 
are believed to encourage users to participate in the services for attaining collective 
power. Figure 3-2 summarizes the semantic interactions of trust, reputation and privacy 
that underlie the embracing of ambient e-service. 

3.1.4 Current Status of the Core issue of Trust 

Over the past few decades a considerable number of studies have explored 
trustworthiness in different circumstances. The trust problem has recently been given 
added stimulus by the development of electronic commerce. Numerous attempts have 
been made by scholars to show that trust is the essence of E-Commerce success. Trust is 
generally needed in every buyer-seller relationship in order to facilitate the business 
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transaction (So & Sculli, 2002). Sufficient evidence exists to show that reputation is 
usually considered a core manner of how trust is manipulated and demonstrated in 
E-Commerce scenarios. One may notice that privacy and security are foundational to 
user participation in E-Commerce programs. Surprisingly, little attention has been given 
to the relations between trust, reputation, and privacy, and their impact on E-Commerce. 
Yet trust, reputation, and privacy, issues are core issues for user participation in 
e-service business models. 

A number of distributed trust management systems have been studied (Lin, Lu, & 
Yu, 2004; Xiong & Liu, 2004; Yu & Singh, 2000). In a distributed trust system, 
reputation information is scattered among parties in the system. For instance, a 
distributed trust and reputation management framework for e-services was proposed to 
solve the trust issues in a distributed environment, which uses a distributed broker-based 
architecture to gather information sufficient to make a confident judgment of 
trustworthiness (Lin et al., 2004). Nevertheless, this solution is designed for 
client/server architecture, though it system resembles the ambient framework, and uses 
the collective efforts of the broker peers to establish trust and reputation management 
systems. While this may work for the fixed Internet, it is not suitable for ambient 
e-services environments.  

There are two reasons this solution is unsuitable for an ambient environment. First, 
peers in an ambient environment form a dynamic organization structure. Unlike a fixed 
Internet environment, peers do not have a permanent ID. Upon entering an ambient 
environment, a peer receives a temporary peer ID assigned through the ID management 
system technology (Roussos, Peterson, & Patel, 2003). Lacking permanent ID, trust and 
reputation data cannot be tracked or retained as they would be in a fixed Internet 
environment. Second, an ambient environment’s setting is different from the fixed 
Internet. In the fixed Internet environment, all brokers can communicate with each other. 
But in ambient environments, due to the limited range of peer connections, peers may 
only connect to the surrounding peers. That makes the framework of Lin et al., (2004) 
inapplicable to ambient e-services environments. 

In short, though distributed trust and reputation systems that provide methods for 
collecting participant reputation information for e-services exist, they are not suitable 
for ambient e-services environments due to the differences in environment architectures 
and design concepts. These challenges await future research. 

Implementation of ambient e-services thus faces two major challenges:  
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 Dynamic identity management: dynamic identity management problem refers to 
the dynamic organization of ambient e-service user groups and user identities in 
the ambient environment. Owing to the nature of ambient e-services, every mobile 
device carries a temporary identity. The identity may be functional for only a short 
period of time for a limited communication range. Mobile users may leave or enter 
the e-service environment and update their user identity, refreshing the 
composition of the environment. Accordingly, the problem of dynamic identity 
management in light of the trust, reputation and privacy issues has to be carefully 
resolved. 

 Ambient data management: In an ambient environment, data spreading across the 
devices of mobile users complicates the handling of the trust, reputation and 
privacy issues. The problem of ambient data management therefore rests on the 
assurance of the following objectives: (1) seamless unlinkability (2) convenient 
data access, (3) ambient data access, and (4) carefree heterogeneous data sources 
(to be addressed below). 

3.2 Current Research in Ambient e-Service 

Implementation 

The existing research exhibits certain deficiencies. Ambient e-services are similar 
to applications on mobile ad-hoc networks, which are a collection of autonomous peers 
or terminals that communicate with each other over relatively bandwidth-constrained 
wireless links. Since the peer nodes are mobile devices, the network topology may 
change rapidly and unpredictably over time, and the network structures underlying 
ambient e-services are largely decentralized. Accordingly, all network activities, 
including the discovery of the topology, and the delivery of messages, must be executed 
by the peers themselves. 

To implement ambient e-services, the characteristics of the ambient e-service 
environments (distributed environments, peer-to-peer communication network 
structures, lightweight computation, limited storage and connection-constrained 
wireless networks) must be taken into account. This creates a twofold problem for 
implementation: dynamic identity management and ambient data management. Existing 
relevant research (together with their deficiencies from the implementation point of 
view) are briefly discussed in Section 3.2.1 and Section 3.2.2.  
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3.2.1 Dynamic identity management for ambient e-service 

 Dynamic Identity Management. In an ambient e-service environment, an identity 
is temporarily assigned to each peer. Once a peer enters an ambient e-service 
environment, a temporary peer ID is issued using the technology of mobile identity 
management (Roussos et al., 2003). In current research, in order to collect user 
reputation data or compute their trustworthiness, historical transaction data is 
opened for reference. One may trace the identity owner to find out who the user is. 
For the sake of privacy, the identity should be protected from others, as should 
sensitive data. In studies (Enzmann & Schneider, 2004; Enzmann & Schneider, 
2005), identity is issued as a one to one relationship, but the connections between 
identity and transaction data are restrained by using the blind signature technique. 

 Deficiencies of Existing Research. In an ambient e-service environment, users 
may not stay in the environment for a long time and do not have permanent ID. 
Lacking sustained identification, trust and reputation data for mobile peers cannot 
be tracked. Accordingly, trust and reputation information cannot be retained. 
Therefore, the ambient e-service environment should consider the refreshing of the 
participant composition and the checking of the updated identities. Because the 
ambient e-service application focuses on interactions between nearby peers, the 
overhead costs for checking updated identities is needed only over a finite range 
and thus, the communication cost is manageable. However, issues of environment 
identity refreshment and identity updating for ambient e-services still await the 
development of acceptable mechanisms in the future. 

3.2.2 Ambient data management for ambient e-service 

From the implementation standpoint, ambient data management problems include 
(1) seamless unlinkability management, (2) convenient data access control, (3) ambient 
data access control and (4) carefree heterogeneous data sources. An in-depth discussion 
of these four issues is given in the following section. 

 Seamless Unlinkability Management. Unlinkability means that users are unable to 
determine whether the same user caused certain specific operations in the services. 
In providing seamless unlinkability management, some studies have proposed that 
the transactions become public data for normal requesters but that the details of the 
transaction information be kept from the public (Enzmann & Schneider, 2004; 
Enzmann & Schneider, 2005). Other researchers make recommendations 
unlinkable and keep the reputation data unlinkable to their original identities 
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(Golbeck, Parsia, & Hendler, 2003). Since these mechanisms were designed for 
fixed-Internet environments, they are not appropriate for ambient s-services owing 
to their nature (temporary identity, dynamic network composition, etc.). Moreover, 
the seamless unlinkability management problem is more complex. 

 Convenient Data Access Control. This refers to enabling the information 
requester to access needed data as easily as possible while keeping real identities 
from each other. Some studies address easy authentication of data access (Wilhelm, 
Staamann, & Buttyan, 2000) and easy data authorization (Lin et al., 2004; Wilhelm 
et al., 2000). A pessimistic approach to trust has also been proposed to guard the 
agent from malicious execution environments (Wilhelm et al., 2000). Many studies 
work on the provision of secure data access control and 
authorization/authentication procedures for secure transaction. In contrast to the 
complex data access control procedures proposed in existing researches, what 
ambient e-services require is a convenient solution. 

 Ambient Data Access Control. The issue of ambient data access control involves 
the distributed data storage problem. Most current studies related to trust, 
reputation, and privacy issues are focused on the fixed Internet environment 
(Enzmann & Schneider, 2004; Enzmann & Schneider, 2005; Golbeck et al., 2003; 
Kinateder & Rothermel, 2003; Lin et al., 2004; Sabater & Sierra, 2002). Little is 
known about the wireless peer-to-peer environment (Wilhelm et al., 2000). Few 
studies have exploring the problems of updating trust data in wireless distributed 
network environments (Lin et al., 2004; Shand et al., 2003).  
Due to the storage and communicational limitations of mobile devices, not all trust 
data can be retrieved when needed, or stored in mobile devices. There are two 
approaches to the problem of acquisition and retention of available trust data. The 
local computation design calculates the trust data only from locally obtained data 
(Aberer & Despotovic, 2001; Gupta, Judge, & Ammar, 2003; Shand et al., 2003; 
Twigg, 2003), while the global trust computation calculates from the entire trust 
data stored in disparate sources (Aberer & Despotovic, 2001; Castelfranchi, 
Falcone, & Pezzulo, 2003; Lin et al., 2004; Mui, Halberstadt, & Mohtashemi, 2003; 
Sabater & Sierra, 2002). Methods to obtain trust data then involve the problem of 
convenient data access control. 

 Heterogeneous Data Source.  The trust or reputation computation based on 
heterogeneous data sources may be calculated either from the experience or 
without experience.  
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Over the past few decades, a considerable number of studies have been conducted 
on using good experience as the source of reputation computation (Golbeck et al., 
2003; Mui et al., 2003; Sabater & Sierra, 2002; Shand et al., 2003). Some studies 
involve recommendations based on good experience (Shand et al., 2003; Twigg, 
2003). Besides good experience, bad experience is also important. Studies on trust 
management based on bad experience have also been performed (Aberer & 
Despotovic, 2001; Mui et al., 2003). Bad experiences may be used as optional 
information to confirm the positive experience information. 
It has been recognized that trust can be generated without direct experience in three 
ways. The first way is grounded on prediction that is based on indirect data sources. 
For instance, one may get the trust or reputation data from user groups the targeted 
users belongs to, or have general trust ideas about those groups (Mui et al., 2003; 
Sabater & Sierra, 2002) based on the trustworthy group or community certificates.  
The second way is to compute trustworthiness based on other persons that trusted, 
as with the FOAF project (Golbeck et al., 2003). Using collaborative content-based 
filtering is the third way to compute trust without any available direct experience. 
When dealing without direct experience, the importance of prevention of malicious 
use of information was addressed by Castelfranchi et al. (2003). Uncertainty 
management and risk reasoning are also considered in Twigg (2003). Very few 
attempts have been made at understanding fraud and deception in the mobile 
environment, especially under privacy concerns.  

 The Deficiencies of Existing Research. Interest in heterogeneous information 
sources has been growing in recent years (Hertzum, Andersen, Andersen, & 
Hansen, 2002). Researchers have proposed trust and reputation systems, along with 
various methods for collecting trustworthy information from users. However, these 
are not suitable for the ambient e-service environment due to the difference in the 
environment architecture and design concepts. For instance, a distributed trust and 
reputation management framework for e-services was proposed to solve the trust 
issues in a distributed environment (Lin et al., 2004). In this framework, a 
distributed broker-based architecture was employed to gather information 
sufficient to make a confident judgment of trustworthiness. However, this solution 
was based on client/server architecture, compelling brokers and users to function 
within the fixed Internet. It does have certain similarities to the ambient framework, 
depending as it does on the collective efforts of the broker peers to build up the 
trust and reputation management system. However, it works only on the fixed 
Internet and is not suitable for the ambient e-service wireless peer-to-peer 
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environments. These challenges awaiting future research. 

 

3.3 Ambient e-Service Embracing Model (ASEM) 

In this section, we present a framework called the Ambient e-Service Embracing 
Model (ASEM) that addresses the core elements (of relevance to the integrated concerns 
of trust, reputation and privacy) required in dynamic identity management and ambient 
data management so as to assure such desired features as convenience, safety, fairness 
and collaboration for mobile users when they use ambient e-services. 

3.3.1 ASEM Framework Design 

 

Figure 3-3. The ASEM framework construct 

The ASEM framework considers the conceptual ideas of trust, privacy and 
reputation as an integrated construct as shown in Figure 3-3. The construct of Figure 3-3 
manifests the core elements of the model together with their dependency relationships. 
In other words, the embracing of ambient e-services is driven by the use of carefree 
heterogeneous data sources that in turn relies on convenient data access control, 
seamless unlinkability, and ambient data access control (mutually correlated with 
dynamic identity management). The itemized descriptions of the core elements and their 
dependency relationships include: 

 Dynamic identity management: A user identity exists only when the user is 
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within an ambient environment, and expires when the ambient e-service is 
unreachable. Accordingly, dynamic identity management must enable dynamically 
issued identities to be different when a mobile peer leaves the environment and 
then re-enters the environment (even though the mobile device used is the same). 

 Ambient data access control: Owing to the dynamic structures of participant 
composition, constant updating of the environment of the distributed data storage 
is necessary (for subsequent accounting of the integrated concern of privacy, 
reputation and trust). Ambient data access aims at facilitating the manipulation of 
this updating and accessing in the ambient environment. 

 Correlation of dynamic identity management and ambient data access control: 
Ambient data access control relies on dynamic identity management in that the 
updating of the environment of the distributed data storage requires knowledge of 
the dynamic composition structures of participants and their dynamically issued 
identifiers. Conversely, dynamic identity management depends on ambient data 
access control because the dynamically issued identity is recorded in the device 
storage of the mobile user. 

 Seamless unlinkability management: Privacy concerns allow e-service providers 
to retain only necessary information from mobile users. In other words, e-service 
providers acquire information with no traceable identities. A blind or unlinkable 
identity based on a given user’s trust and reputation records should be furnished 
when a mobile user poses a query to the e-service providers. Seamless 
unlinkability identity aims at designing unlinkability to encourage carefree access 
to heterogeneous data sources when using ambient e-services. 

 Convenient data access control:  Due to the physical limitations of mobile 
devices of users, ambient e-services require an easy authorization and 
authentication process. This process has to take into account such questions as: 
What kinds of authentication are required for different ambient e-services? How 
many steps or parameters may be involved in authentication execution, if the 
process is to be considered an “easy” authentication process? Convenient data 
access control aims to assure the required convenience and carefree access to the 
heterogeneous data sources when implementing ambient e-services. 

 Carefree heterogeneous data sources: Since trust and reputation data is a major 
factor in the risk assessment of ambient e-services, the heterogeneous data sources 
from which trust or reputation data is obtained become significant. Heterogeneous 
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data sources, in general, include data based on experience, information gathered 
without experience, and information based on the social relationships among 
mobile users. These heterogeneous data sources will be weighted differently in 
assessments of the safety and fairness of the ambient e-services. The perception of 
safety and fairness of the carefree heterogeneous data of the ambient e-services 
will significantly impact their acceptance and success. 
 

The conceptual idea of trust, reputation and privacy concerns for ambient 
e-services are consolidated into an integrated model of ASEM. Further determination of 
what degree of trust of different ambient e-services is necessary so as to facilitate the 
success of ambient e-services. Additionally, the essential requirements for trust related 
factor attributes and their contribution to ambient e-service implement must also be 
made explicit. Accordingly, a measurement matrix of ASEM should be designed in 
order to enable the benchmark processes of ambient e-service systems implementation. 

3.3.2 ASEM Measurement Design 

In this section, we present the framework for the core element design for ASEM as 
a set of required/possible measurements (Figure 3-4).  

 
Figure 3-4. The measurement design of the ASEM framework 

A. Dynamic Identity Management. An ambient e-service is provided within an 
ambient environment, in which the peers are of a dynamic composition. Issuing an 
identity for a mobile peer is a complex task. A set of required/possible 
measurements associated with dynamic identity management may include: 

 Identity type. Identity type defines the role of a peer. An identity may be a real 
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personal identity, or a pseudonym. 

 Identity expiration check. (Y/N) This is an indicator of whether applications 
provide an identity expiration check mechanism to support dynamic 
interactions between mobile users. 

 Identity list update frequency. Due to the dynamic composition of mobile 
peers, the identities of the surrounding peers should be updated frequently. 
The identity list update frequency represents how often the identity list is 
updated. 

 Identity authentication. (Y/N) For safety reasons, a peer identity should be 
considered in the authentication process. This is an indicator of whether a 
provisioned e-service application bestows an identity authentication 
mechanism to support the dynamic interactions of mobile users. 

 Identity authorization. (Y/N) Not all peers within an ambient e-service have 
the same service privileges. This is an indicator of whether an e-service 
application provides an identity authorization mechanism in order to facilitate 
the authorization process for dynamic interactions between mobile users. 

B. Ambient Data Access Control. An ambient e-service platform is constructed on 
top of a dynamic identity management environment, which provides the necessary 
mechanisms supporting the complex dynamic mobile identity composition. From a 
the viewpoint of a given mobile peer, each peer needs to manage his/her 
surrounding peer list and stay updated whenever necessary. Ambient data access 
control is designed to be capable of measuring the level of peer reachability. 

 Peer list update type: The peer list update can be processed in different ways 
depending on network constraints and communication cost (e.g. real-time, 
periodical). Not all e-services require real time updates for nearby peers. 
Users may update their surrounding peer list based on the precise level of 
information they need. 

C. Seamless Unlinkability Management. When participating in an e-service, a user 
usually cares about what sensitive information about him/her is gathered and 
retained in the system. Certain problems are of deep concern to users: If sensitive 
data leaks out to the others, will that affect the user’s safety? Is it possible for the 
user to hide sensitive data from others or at least to make it untraceable? Seamless 
unlinkability management can thus be measured by three factors: 
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 Least-to-know information. (Y/N) This is an indicator of whether an e-service 
application provides only necessary information when interacting with other 
mobile users. 

 Untraceable level of identity. This represents how far the personal data of the 
mobile users can be traced. If there is not any trace blocking mechanisms 
available, the level of untraceability is low. The level of untraceability is 
higher when users cannot learn each other’s real identity, as when applications 
employ techniques such as pseudo identitities or electronic signatures that can 
conceal real identities.  

 Untraceable level of TRP Records.  This denotes how detailed records of 
trust, reputation and privacy (TRP) can be retrieved and traced.  

D. Convenient Data Access Control.  Convenience can be categorized into two 
types: easy authentication and easy authorization.  

Easy authentication indicates the comparative complexity level of the 
authentication processes, as measured by: 

 the number of authentication steps. The method of one-time sign-in 
authentication is considered to be more convenient (embodying only 1 
authentication step) than authentication processes that require a different 
authentication for each process) 

 the number of authentication parameters involved. The fewer the number of 
parameters an authentication process uses, the more convenient it is 
considered to be 

 Authentication type. Many different types of authentication techniques, 
including PKI, one time authentication, or some combinations of methods, 
may be used in an authentication process. The authentication type determines 
the complexity of the process, and also influences user perceptions of ease of 
authentication.  

Easy authorization is related to easy authentication; it represents the convenience 
level of mobile users when attempting to obtain authorization, and may be measured by: 

 the number of data privilege principles. The complexity of an authorization 
process depends on the number of authorization principles in the process. 
When the authorization process uses many principles, the security level rises, 
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but it becomes more complicated. 

 Application start-up/connection time. The time spent by the application in 
start-up or connection with other peers may also be used to measure the 
degree of convenience. The more time spent, the less convenient it is.  

E. Carefree Heterogeneous Data Sources. During Implementation of ambient 
e-services, large amounts of data may be used to derive TRP and affect user 
perception of safety. Various heterogeneous sources of data will be considered. 
Different sources have different weights in calculations of trustworthiness. 
Carefree heterogeneous data sources may be assessed by the following four factors. 

 Data types. The heterogeneity of the data can be measured by the number of 
data types. The more genera the data sources contain, the higher the variety 
they embody. 

 Data source capacity. The greater the amount of data acquired, the more 
ability the system has to conduct a rich, precise analysis. Data source capacity 
denotes the quantity of data.  

 Level of Heterogeneity. The level of heterogeneity represents the degree of 
heterogeneity of the collected data sources. 

 Risk level. Owing to the heterogeneity of the data sources, some of the 
sources may be more trustworthy than others. The degree of trustworthiness 
depends on user perception of the data sources. The risk level of the data 
sources indicates the chance of a given user being deceived when the data 
sources are accessed. The reputation of a source is related to its risk 
assessment. 

F. Ambient e-Service Embracing. The embracing of ambient e-services unfolds 
across four dimensions of use: convenience, safety, fairness and collaborative 
efforts of mobile users. These four dimensions also represent the ultimate goals of 
the ambient e-services. The degree to which for an ambient e-service is accepted 
can be measured as follows: 

 Degree of trust: When considering the risk of fraud and deception, the degree 
of trust can be treated as the benchmark of safety and fairness. Trust is derived 
from computation involving heterogeneous data sources and various 
relationships of social networks. 
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 Participation rate. Users will be willing to participate in the e-service 
application only when they feel it is safe and convenient. Thus, the percentage 
of user participation may be used as a measurement of the convenience and 
fairness of the e-service. 

 Frequency of collaboration. This is a measurement of how often a 
collaboration activity occurs. This measurement may be treated as an 
indicator of the convenience of collective activities such as collective 
bargaining or collective agreement made possible by an ambient e-services. 

 Individual contribution rate. To reduce free-rider concerns, measurements of 
individual contribution rates are required, as this is of relevance to the 
perception of the fairness of an ambient e-service.  

 Social utility. Social utility is a measurement of the quantified collective 
efforts of an ambient e-service. Different from the computation of individual 
utilities, social utility describes the power of collective efforts in an ambient 
environment. 

3.4 Roadmap for Ambient e-Service 

ASEM presented in Section 3.3 offers a concrete and comprehensive framework 
for the future development of ambient e-services from the perspectives of research, 
platforms, and applications. The following sub-sections present a roadmap for ambient 
e-service implementation.  

This roadmap for ambient e-services consists of two parts: the first describing the 
application service domain, which represents the remarkable diversity of ambient 
e-service applications that provide the ground of the ASEM, while the second presents 
platform design domain, offering possible solutions to issues of ambient e-service 
platform design. 

3.4.1 Application service domain 

Ambient e-service application scenarios have been illustrated in the previous work 
(Hwang & Yuan, 2004), which presumes the ambient environments for mobile 
commerce are provided. As mentioned in Section 1, ambient e-services mainly address 
dynamic collective efforts between mobile users (enabled by M-P2P) and dynamic 
interactions with ambient environments (envisioned by LBS). LBS has been categorized 
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into four major types: transaction service, information service, navigation and tracking 
service and safety service (Lim & Saiu, 2003). Ambient e-service applications 
categories reflect LBS types as well as exhibiting dynamic collective efforts based on 
M-P2P.  

Several major applications are demonstrated in (Hwang & Yuan, 2004). The 
ambient shopping mall scenario, for example, is classified as a distributed transaction 
service. In a shopping mall (fully equipped with wireless network infrastructures), 
information such as advertisements or sales promotion information can be broadcast to 
peers passing-by using an information broadcast station. Peers in different locations 
receive different information depending on the information lists in their nearby 
broadcast station. This means the experiences and obtained information of peers differ 
based on their location and user context (user preferences or interests). Customers are 
not required to go all over the shopping mall to receive broadcasted information, but 
may pay a small sum to acquire a suitable information service package based on their 
preferences. Alternatively, a mobile agent peer can inquire of nearby peers what they 
want and then, if desired, proceed to a bartering process. This will help newly entered 
customers in a hurry to efficiently acquire shopping mall information. 

This scenario delineates not only the case of new customers with high buyer 
perishability (entering the shopping mall and being in a rush to buy certain items 
without the knowledge of where to buy and at what prices), but also presents 
performance of the collective efforts of mobile users (in collective bargaining, collective 
purchasing, or a similar collective agreement). Through a transaction e-service, 
information such as e-coupons can be distributed not only to mobile users falling into 
the broadcast range of the distributor companies, but also to the primary target peers 
(who truly need the e-coupons in a specific place at a specific time). 

However, in such an ad-hoc structured environment, peers might not recognize 
each other. Should peers trust their information sources? No evidence exists that all  
peers are trustable. What if someone unauthorized is trying to acquire sensitive 
information about a given peer? The constant possibility of fraud or identity theft forces 
users to protect themselves from any possible form of harm. A mobile user’s willingness 
to participate thus hinges on satisfactory resolution of the safety and privacy concerns. 
This in turn affects the viability of a particular e-service: if the number of participants 
diminishes, the e-service application will no longer be tenable. Accordingly, a 
convenient and safe environment supports both increased user participation and 
increased application viability. 
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Since different e-service applications require different conditions and face different 
restrictions, the ASEM framework outlines the guidelines for e-service implementation. 
For example, if the trading process employs a bartering mechanism (that does not 
involve real money), the required level of trust is comparatively lower than a process 
that uses actual currency.  

The ASEM framework also diminishes the chance of fraud and deceit. Mobile 
users can obtain the necessary decision information of assured quality from nearby 
sources such as other mobile users or service providers. Different information sources 
may be accessed to facilitate greater user utility. Once the risk level of transactions can 
be reduced, the convenient interactions of ambient e-services will become more 
common, increasing the chance of realizing the power of the collective efforts between 
mobile users. 

3.4.2 Platform design domain 

The future design of ambient e-service platforms must consider dynamic 
identity management, ambient data access control, seamless unlinkability management 
and convenient data access control. Dynamic identity management and ambient data 
access control are particularly dependent on the nature of an ambient e-service’s 
environment, governed by such factors as. wireless communication distance, handheld 
device storage capacity, and temporary identity. In the shopping mall scenario 
application, the communication ranges of the ad-hoc wireless networks centered around 
the mobile user vary, and it is necessary for the mobile user to update the list of nearby 
peers from its current location, and check if any peers offer items fitting the user’s needs. 
However, the desired update type and frequency vary between applications. In the 
shopping mall application, it is not necessary to engage a constant update of the list of 
the surrounding peers because users often move slowly. Accordingly, a periodical 
update type is the right choice for the update-type design for the ambient shopping mall 
scenario. 

The requirements for seamless unlinkability management in different ambient 
e-service scenarios are also different. In the ambient shopping mall scenario, if a 
transaction involves just information items, the volume of necessary information would 
be less than those transactions that involve real money. The requisite security level for 
privacy concerns can be handled by associating weights with respect to a user’s unique 
needs and circumstances. A blind signature method provides higher untraceable level 
than the pseudo identity. Alternatively, a user may have various role identities for 
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different transactions, and this then involves both dynamic identity management and 
seamless unlinkability management. 

Convenient data access control facilitates ambient e-service implementation. A 
single sign-on authorization is more acceptable than a set of complex authorization 
processes. While the identity authentication can be achieved by various techniques such 
as strong authentication or passwords, the proper method should be based on the unique 
needs and preferences of the user. 

Respecting the heterogeneity of data sources, since all data sources have their own 
risk levels, carefree heterogeneous data sources should draw upon the entire set of data 
sources so as to enable the computation required for decision-making. This computation 
should take into account the risk level, heterogeneity, and the quantity of available data. 
However, an economical evaluation method is indispensable due to the computational 
limitations of ambient handheld devices. 
 




