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Abstract

Cyberterrorism, the convergence of “Internet” and “terrorism,” refers to the
specific terrorist activities that were intended to cause massive destruction and
casualties, proceeded by intruding the supervisory control and data acquisition
(SCADA) systems of national critical infrastructures via the Internet. Even though the
discussion of the related issues of Cyberterrorism has continued for nearly 30 years
now, neither the definition nor the evaluation of potential threat concerning
Cyberterrorism has been settled. No consensus has been achieved. Furthermore, the
lack of actual cases of Cyberterrorism attack around the world makes the debates even
more intense.

After the significant impact of September 11, 2001, the U.S. government has
substantially raised the degree of sensitivity of the issues related to terrorism and
developed a number of counter-terrorism policies. As the leader of the Global War on
Terror and the greatest Power in the world, the U.S. is also the main target of many
terrorist groups. With its military and scientific capabilities, the practices of the U.S.
government on preventing Cyberterrorism, protecting its domestic critical
infrastructures from intrusion, and maintaining social stability and national security
would be excellent examples to other nations for the development of their own
policies.

To clarify the explicit definition of Cyberterrorism, this research refined the
basic meaning of Cyberterrorism and distinguished differences among three related
concepts: Cyberterrorism, Cybercrime, and Cyberwar. Moreover, this research sought
to induct major arguments brought up by scholars in many intense debates on the

extent of Cyberterrorism threat. Last but not least, by observing development of the

XI



U.S. related policy frameworks, how the U.S. government evaluates the extent of
Cyberterrorism threat, and the corresponding measures for protecting the U.S.
domestic critical infrastructures, this research presented an objective assessment on

the U.S. overall counter-Cyberterrorism policies.

Keywords: Cyberterrorism, U.S. Counter-Cyberterrorism Policies, Cybercrime,

Cyberwar, Critical Infrastructure Protection.
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"As we approach the 21st century, our foes have extended the fields of battle
from physical space to cyberspace.”

President Clinton, 22 May, 1998!

HPEAERS (Internet) - 4111 RS BE (A S pE BEBE AL E B &R AR - NME
BNEREER IMES2REREA— REEHET - DIEPRAERS & E 5
Ay RBRIABARH RS (0155 BIBUR e BE A R HUE N - WS MEBh R IME

(public diplomacy ) 5T T A » B5[E (b 3R TR A R AEPRAE RS HE 1T S BRI =
B o TEILENG A HAYAMIHAE B Bt HIREGT SR R R AA 2
HEE) SIS R H B EAI R FAbAERE - &CHHBRE2 LA AR S T LASE 3R 4EPE4
BEETHR AL ERIMEARGEN: - N ERIRERT g S > v EMER 4%
EE TR R T AR ~ S ERIM & E 3 B RS T 3O SR S YRS /)

i > BEZ AR R H LB R i Y PR S - Y ATLEI P T4 44 (cyber
security ) B E EHZE 4 (information security ) FHRBESHET = » #8p&ILIE (cybercrime )
Fe4Epg i £ 28 (cyberterrorism ) 2 AL IR TR H AR - REAER 2 BH AR AR
st Rt e I R 2 BASEE R (Critical Infrastructures, Cls ) 220 {{HR4E

PRAER TR AN E B E - L IE R AE R M (T BE S o) B A=Y -

" Tim Clark, “Clinton Outlines Cyberthreat Plan,” < http://news.cnet.com/
Clinton-outlines-cyberthreat-plan/2100-1023 3-211497.html > (Retrieved on February 1, 2012). A&
HRFRIFE L INE N AR AR - R T HE T OB Z 2884 Ol A5 ~ 28
WrEE 2N R REA A BRI - BOCEBRAE AL » Ao THIEE -
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AN NG - 2RI > — AR A WA - SR B R R T R
IMERSEFZBIZ AV ATLEF T & RV E Y 22 2 g » Hooh L RS R
FUGH SRR S SCHE R 52 Ry £ - BIANSEEY -

B RRHOREIEL E < B PR RS 2 T Y ME— 8 R OmHE - SR (T B AaRE LA PR
IS P AR Z TBAE R BUR AT R 2 BASHY BCRFE s SR AR A Fof] 2 Aam
SCEE R B SRR Z [ > S B E2 ST A I 2 3 B AR B B PR Y
s > (Mt R MEESIUEEEA N L ISR L2
B - S H AR A B AT SE R a4 R BRI BCRAE T - SEREURFA0(A]
PREEEI PR RR SR BRSO » SB[ H B BRI R 2 S HE -

$- % By

2L (Cold War) 459 2 1% » JR{E& %4 % (non-traditional security ) FEHZA
MR B PE RIS VS Tam AR RE . — » I B 38 (terrorism ) JEENHYEEE
2o et SO AMERIKERL S  Bads  seRE e - EillL il
B 2 RN EERRRE - SR - EHuRPE R AN CER S -
55— JiH » 5L (Globalization ) HREIRFy & HIHIEAFTeRE - AHRHEm 2T R
O Bt EESF S EER 2RLZ AR ENE R - PIAZE TR - 2k
BRGMER AR IEHAY s B s - [FINF SR A Y E SR BLpkE - T HEHN T

* Ron Rhodes, Cyber Meltdown: Bible Prophecy and the Imminent Threat of Cyberterrorism (Eugene,
OR: Harvest House, 2011), p. 73.
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FIFSEISESIUTE - B2 &S S BPT gAY E A E S

R PR T IE KB AN SHEER AR A R E R S — R 2B
TR RO « FERHE 3 H o H 2OV GRS 4ERsfR it T E A BE
RGN E 2 > BLEH Y FIHRAERE T E » Eh 0 ~ B - Beh IR
B FEHREER > A FK - SRR A ER 2BV ESE, - &

SRR —RHET - TR NEH T ATEF AR A ERIFIR 4  HZ W
R G A A EE —THE T H -

{HI2 - AP [EI0 T o T b i S gl 2 - R Ry ISR T Ry BN 2
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FALAYERAY  EIRE R A RATATAR A SO R B S » NG R B BB Ay 7 U
HEASCRIEHE, - DARAE4R b (online) fRF5EERRBEIZ FEE - NEMIL > 5F
ZERTTNE YRR R FE » DURR 2 BRI ES R /K I ~ I RE 3 BRI S
Yo SR I Loy T DR BB 422 2478, ( Supervisory Control and Data Acquisition
Systems, SCADA ) &5 » ¥R G fef FHAEPR ARG e T R TUBAE IS i P HA4ERE
FHEA OB B FERE - fERE R 2 T K E RN E (R B R @A
VAR > ERBEAFIHIMEREZEH (cyberspace) Zd1 » A L ALHYIRS -
JE L SR I R RS I Y B 47 B A - b A E) 2 BRA BB G v 4 HE SR B L T
KBTI AL > AR AR B A AP A TE I ER - FERAY o A ERE
IR 5 AT - & AT T AR RS AR R IO 2[RI » TRV 2 fa it
WARBRIE

3 Moisés Naim, “The Five Wars of Globalization,” Foreign Policy, No. 134 (January/February 2003),
pp. 29-34.
* SCADA —fi&f57 BB 12 R B RHEHIRE FI AV EE RS TEHI 28 » B FIAE T3ERe . - EEplhi s -
SCADA 7] DUZBa#% Rl A se RV R X A% - s o B —(E @ISR R HVEF % R4 2 40
& o HRE o RIEEH T B2 8nEd] 245 | (Remote Terminal Unit, RTU ) & " Alf2 U EE 2]
5 J (Programmable Logic Controller, PLC) #E{T » R IHE R K Bl Al RIS R - 0 {824 2 2
Hl 2% - B SCADA 247> 5BH » 7] £ K : David Maynor & Robert Graham, “SCADA Security and
Terrorism: We’re Not Crying Wolf,” pp. 8-15, <www.blackhat.com/presentations/bh-federal-06/
BH-Fed-06-Maynor-Graham-up.pdf > (Retrieved on June 13, 2012).
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BH4h » EEIEZR 242 F (National Security Agency, NSA ) fHELLL (%15 H S FH2%
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> Matt Krasnowski, “Two Men Accused of Hacking into Traffic System,” < http://www.utsandiego.
com/uniontrib/20070121/news_1n21traffic.html > (Retrieved on July 4, 2012).
% David E. Sanger, “Obama Order Sped Up Wave of Cyberattacks Against Iran,” < http:/www.
nytimes.com/2012/06/01/world/middleeast/obama-ordered-wave-of-cyberattacks-against-iran.html?pag
ewanted=all > (Retrieved on July 4, 2012).
T HEREEEE AR GRS IR AR PR T%ﬁk%iﬁ’\?%ﬁ%zﬁéﬁﬁ“iz}? HoH
BAE BRI B BRI RE T - 281 - — e R RS BB’ ARt N B HE Za 8t ~ BB
fi4ERE Ay T B ) (cracker) B hacker SEAE—#E[EM] - W15 " B2E | EEAEHE WY
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(B S EaEpIETE) (210 ¢ FE17 > 2005) - H 268-273 -
¥ RATAEE RIS > TSR ¢ “Synopsis for ‘Live Free or Die Hard’,” < http://www.imdb.com/title/
tt0337978/synopsis > (Retrieved on June 14, 2012).
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? Simon Finch, “Cyber-terrorism Poses a Serious Threat to Global Security,” in Louise I. Gerdes, ed.,
Cyber Crime (Farmington Hills, MI: Greenhaven Press, 2009), p. 36.

1 {51471 : Joshua Green, “The Myth of Cyberterrorism,” Washington Monthly, Vol. 34, No. 11
(November 2002), p. 8; Gabriel Weimann, “Cyberterrorism: How Real is the Threat?” p. 3, <http://
www.usip.org/files/resources/sr119.pdf > (Retrieved on June 30, 2012).

" B[4t : Kevin A. O’Brien, “Information Age Terrorism and Warfare,” in David M. Jones, ed.,
Globalisation and the New Terror: The Asia Pacific Dimension (Northampton, MA: Edward Elgar
Publishing, 2004), p. 154.
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1 Clay Wilson, Computer Attack and Cyberterrorism (New York: Nova Science, 2009), p. 1.
'* Ron Rhodes, op. cit., p. 75.
'3 Richard A. Clarke & Robert K. Knake, Cyber War: The Next Threat to National Security and What
to Do About It (New York: Ecco, 2010), p. 155.
' James A. Lewis, “Assessing the Risks of Cyber Terrorism, Cyber War and Other Cyber Threats,”
report submitted to the Center for Strategic and International Studies, CSIS, Washington, DC, p. 1, <
http://csis.org/files/media/csis/pubs/021101 risks of cyberterror.pdf > (Retrieved on February 9,
2012).
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3% Susan W. Brenner, ““At Light Speed’: Attribution and Response to Cybercrime/Terrorism/Warfare,”
op. cit., p. 386.

38



BE ~ 5 P S SR R R S o BRI » E R o AT
S L

SN RBRPRETRFPFREZ2Z B R

FEHTER  sHHERIIEY E% - TEAERN - PSR =
A BT F R B UIRZ FE P A BB IR R B E I A R 2 JUSE - BOZTERT
HEETER AR UG SR AR E - BIIUTR i B &R T
AR BB MR 2 M T Ry BaRasl - AR T 17 R B P B R sl
TR A BT E 20T T Ry L - PSR o ERBHHE S ER
PR > R -

FEE 5 R0 2 BT i R PR AR VAT (X BRI U IR BRI U TR 2 2
AR ? ST RE S Z 02 ? (40 Susan W. Brenner {5 EAEIUSE °
FHZAESE ; (high-tech crime) ¢ " EaHEFIEIE | (information-age crime) BEGfH
FotHERES o *

B T Brenner Z4b - JNVEEREEEF > 4RSIUSEEL BRI UIRHEL - BEA HARIA
i o (BEBERIUTEE 2 UIE » EAHEWE Y EUR EIRERIU TR IO TR
2 =R A- T Al > B AT R A

ARSI R BRI T I - B B RS S SR UM RS A4S &
OFRIT Ry MEEINERUIEM S - FIRER " HIEMEE ) ER - (his B AHEE

T REEEE RS AR T T B HERE > YEHUR A R8E®) | (Fraud and related activity in connection
with computers ) E/E_EZ*EE a?ﬁ%/zﬁ)\& B ~ IREAUSBUR BT s B A 2 freg 2 BERE ) -
BRI RAEAR A ER G - S EUE R AIDIET R - 552 7 1 US. Code Title 18, Ch. 47,
Sec. 1030.

* PRI - (AR (—)) (20 EEASEEEE - 1997) 0 H 137-138 5 FFal -
(BT EBEEM ) (Z16: 5Ak - 1998) H 3 -

¥ g GE s (BIGERPTITARERIE Y Fge) (24t JAk 0 1998) > EH 110 -
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7 Susan W. Brenner, “At Light Speed’: Attribution and Response to Cybercrime/Terrorism/Warfare,”
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% Robert S. Owen, “Infrastructures of Cyber Warfare,” in Lech J. Janczewski & Andrew M. Colarik,
eds., Cyber Warfare and Cyber Terrorism (Hershey, PA: Information Science Reference, 2008), p. 41.
> Richard A. Clarke & Robert K. Knake, op. cit., p. 6.
32 John Arquilla & David Ronfeldt, “Cyberwar is Coming!” in John Arquilla & David Ronfeldt, eds.,
In Athena's Camp: Preparing for Conflict in the Information Age (Santa Monica, CA: RAND, 1997), p.
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(Retrieved on February 23, 2012).
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Tomorrow’s terrorist may be able to do more damage with a keyboard
than with a bomb.

National Research Council'

There’s just one problem: There is no such thing as cyberterrorism—no
instance of anyone ever having been Killed by a terrorist (or anyone else)
using a computer. Nor is there compelling evidence that al Qaeda or any
other terrorist organization has resorted to computers for any sort of
serious destructive activity.

2
Joshua Green
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2012).
1 Eliot E. Schmidt, “The Evolution of U.S. Policies against Terrorism,” p. 5, <http://www.
thepresidency.org/storage/documents/Fellows2008/Schmidt.pdf> (Retrieved on June 20, 2012).
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3 “Cyber Storm: Securing Cyber Space,” < http://www.dhs.gov/files/training/gc 1204738275985.
shtm > (Retrieved on June 29, 2012).
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33 «“About the Office of Infrastructure Protection,” < http://www.dhs.gov/xabout/structure/
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